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Preface

In theory, nothing works, but everyone knows why. In practice, everything works but no one
knows why. Here, we combine theory and practice; nothing works and no one knows why!

Learning computer science must always be a combination of theory and practice;
you need to know what you're doing (theory), but you also need to know how to

do it (practice). My experience of learning how to create web applications was that
few teachers found a sweet spot for this balance; either I read pages and pages about
inheritance, virtual environments, and test-driven development, wondering how it
all applied to me, or I installed a bunch of tools and frameworks and libraries and
watched the magic happen with no idea how it worked.

What follows is, I hope, a good balance. From the first chapter, you'll have a Flask
web application running that the whole world can visit, which is quite practical even
if it doesn't do anything but greet visitors with "Hello, World!". In the chapters that
follow, we'll walk through building three interesting and useful projects together.
In general, we'll build things ourselves wherever possible. While it's not good to
reinvent the wheel, it is good to be exposed to a problem before you're exposed to
the solution. Learning a CSS framework before you write a single line of CSS leaves
you in a confused state, in which you would wonder, "But why do I actually need
this?", and the same goes for many other frameworks and tools. So, we'll start from
scratch, take a look at why it's difficult, and then introduce tools to make our lives
easier. I think this is the ideal balance between theory and practice.

When I told people I was writing a book on Flask, the common response was "Why?
There are already so many books and tutorials on Flask." This is a valid question, and
the answer to it provides a nice outline for what to expect from this book. Flask By
Example is different from other Flask educational material and here's why.

[ix]
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We won't leave you stranded

Many Flask tutorials show you how to develop a Flask application and run it locally
on your own machine, and then they end. This is great as a first step, but if you're
interested in building web applications, you probably want them to be accessible

on the Web so that your friends, family, coworkers, and customers can admire your
handiwork without popping by your house. From our first project onward, our
applications will run on a Virtual Private Server (VPS) and be accessible to the world.

We won't build a blogging application

If you've read any web application development tutorials, you must have noticed
that nearly every one of them is about how to build a blog using x and y. I'm pretty
tired of the blog example (actually, I never want to see anyone show me how to build
a blog again). Instead, you'll create some interesting, original, and possibly even
useful projects while learning how to develop web applications with Flask.

We will focus on security

Cybercrime has become something of a buzzword of late. Arguably, the reason
that we read about major web applications being hacked on an almost daily basis
is because so many developers do not know about SQL Injection, CSRF, XSS, how
to store passwords, and so many other things that should really be considered
basic knowledge. As we develop the three projects in this book, we'll take the time
to explain some core security concepts in detail and show you how to harden our
applications against potentially malicious attackers.

We will give in-depth explanations

We won't just give you some code and tell you to run it. Wherever possible, we will
explain what we're doing, why we're doing it, and how we're doing it. This means that
you'll be able to take ideas from all of the projects, combine them with your own ideas,
and get started with building original content right after working through this book.

Therefore, I hope that this book will be of use to you, no matter whether you are
beginning to cut your teeth in the world of computer science and programming or
have a computer science degree from a famous university and have compiler theory
pouring out of your ears but now want to build something practical and fun. May you
have as much fun working through the projects as I did while putting them together!

[x]
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What this book covers

Chapter 1, Hello, World!, teaches you to set up our development environment and a
web server and write our first Flask application.

Chapter 2, Getting Started with Our Headlines Project, shows you how to run Python
code when the user visits a URL and how to return basic data to the user. We will
also look at fetching the latest headlines automatically using RSS feeds.

Chapter 3, Using Templates in Our Headlines Project, introduces Jinja templates and
integrates them into our Headlines project. We will show how to serve dynamic
HTML content by passing data from our Python code to template files.

Chapter 4, User Input for Our Headlines Project, shows how to get input from our users
over the Internet and use this input to customize what we will show our users. We
will look at how to access currenct weather information through JSON APIs and
include this information in our Headlines project.

Chapter 5, Improving the User Experience of Our Headlines Project, instructs you to add
cookies to our Headlines project so that our application can remember our users'
choices. We will also style our application by adding some basic CSS.

Chapter 6, Building an Interactive Crime Map, introduces our new project, which is
a crime map. We will introduce relational databases, install MySQL on our server,
and look at how to interact with our database from our Flask application.

Chapter 7, Adding Google Maps to our Crime Map Project, instructs you on adding a
Google Maps widget and shows how to add and remove markers from the map
based on our database. We will add an HTML form with various inputs for users
to submit new crimes and also display the existing crimes.

Chapter 8, Validating User Input in Our Crime Map Project, polishes off our second
project by making sure that users can't break it accidentally or through maliciously
crafted input.

Chapter 9, Building a Waiter Caller App, introduces our final project, which is an
application to call a waiter to the table at a restaurant. We will introduce Bootstrap
and set up a basic User Account Control system that uses Bootstrap as the frontend.

Chapter 10, Template Inheritance and WTForms in Waiter Caller Project, introduces
Jinja's template inheritance features so that we can add similar pages without
duplicating code. We will use the WTForms library to make our web forms easier
to build and validate.

[xi]
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Chapter 11, Using MongoDB with Our Waiter Caller Project, discusses how to install
and configure MongoDB on our server and links it to our Waiter Caller project.
We will finish off our final project by adding indices to our database and a favicon
to our application.

Appendix, A Sneak Peek into the Future, outlines some important topics and technologies
that we weren't able to cover in detail and gives pointers on where more can be learned
about these.

What you need for this book

All the examples we will use assume that you use the Ubuntu operating system

on your development machine and that you have access to a server that runs
Ubuntu Server (we will discuss how to set the latter up in the first chapter). If you
strongly prefer another operating system and already have a Python environment
set up (including the Python package manger pip), then the examples will be easily
translatable.

All other software and libraries used in the book are freely available, and we will
demonstrate how to install and configure them in detail as the need arises.

Who this book is for

Have you looked at PHP and hated the clunky bloated syntax? Or, have you looked
at .Net and wished that it was more open and flexible? Have you tried your hand at
GUI libraries in Python and found them hard to use? If your answer to any one of
these questions is yes, then this is just the book for you.

It is also intended for people who know the basics of Python and want to learn how
to use it to build powerful solutions with a web frontend.

Conventions

In this book, you will find a number of text styles that distinguish between different
kinds of information. Here are some examples of these styles and an explanation of
their meaning.

Code words in text, database table names, folder names, filenames, file extensions,
pathnames, dummy URLSs, user input, and Twitter handles are shown as follows:
"We can include other contexts through the use of the include directive."

[ xii]
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A block of code is set as follows:

@app.route ("/")
def get news():
return "no news is good news"

When we wish to draw your attention to a particular part of a code block, the
relevant lines or items are set in bold:

import feedparserfrom flask import Flask
app = Flask(_ name )BBC FEED = "http://feeds.bbci.co.uk/news/rss.xml"

Any command-line input or output is written as follows:
sudo apt-get update

sudo apt-get install git

New terms and important words are shown in bold. Words that you see on
the screen, for example, in menus or dialog boxes, appear in the text like this:
"Clicking the Next button moves you to the next screen."

% Warnings or important notes appear in a box like this.

a1

~Q Tips and tricks appear like this.

Reader feedback

Feedback from our readers is always welcome. Let us know what you think about
this book —what you liked or disliked. Reader feedback is important for us as it helps
us develop titles that you will really get the most out of.

To send us general feedback, simply e-mail feedbackepacktpub.com, and mention
the book's title in the subject of your message.

If there is a topic that you have expertise in and you are interested in either writing
or contributing to a book, see our author guide at www.packtpub. com/authors.

[ xiii ]
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Customer support

Now that you are the proud owner of a Packt book, we have a number of things to
help you to get the most from your purchase.

Downloading the example code

You can download the example code files for this book from your account at
http://www.packtpub.com. If you purchased this book elsewhere, you can

visit http://www.packtpub. com/support and register to have the files e-mailed
directly to you.

You can download the code files by following these steps:

Log in or register to our website using your e-mail address and password.
Hover the mouse pointer on the SUPPORT tab at the top.

Click on Code Downloads & Errata.

Enter the name of the book in the Search box.

Select the book for which you're looking to download the code files.
Choose from the drop-down menu where you purchased this book from.
Click on Code Download.

NSOk

Once the file is downloaded, please make sure that you unzip or extract the folder
using the latest version of:

*  WIinRAR / 7-Zip for Windows

* Zipeg / iZip / UnRarX for Mac

» 7-Zip / PeaZip for Linux

Downloading the color images of this book

We also provide you with a PDF file that has color images of the screenshots/
diagrams used in this book. The color images will help you better understand the
changes in the output. You can download this file from https: //www.packtpub.
com/sites/default/files/downloads/FlaskByExample ColorImages.pdf.

[ xiv]
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Errata

Although we have taken every care to ensure the accuracy of our content, mistakes
do happen. If you find a mistake in one of our books —maybe a mistake in the text or
the code —we would be grateful if you could report this to us. By doing so, you can
save other readers from frustration and help us improve subsequent versions of this
book. If you find any errata, please report them by visiting http://www.packtpub.
com/submit-errata, selecting your book, clicking on the Errata Submission Form
link, and entering the details of your errata. Once your errata are verified, your
submission will be accepted and the errata will be uploaded to our website or added
to any list of existing errata under the Errata section of that title.

To view the previously submitted errata, go to https://www.packtpub.com/books/
content/support and enter the name of the book in the search field. The required
information will appear under the Errata section.

Piracy

Piracy of copyrighted material on the Internet is an ongoing problem across all
media. At Packt, we take the protection of our copyright and licenses very seriously.
If you come across any illegal copies of our works in any form on the Internet, please
provide us with the location address or website name immediately so that we can
pursue a remedy.

Please contact us at copyrighte@packtpub.com with a link to the suspected
pirated material.

We appreciate your help in protecting our authors and our ability to bring you
valuable content.

Questions

If you have a problem with any aspect of this book, you can contact us at
questions@packtpub.com, and we will do our best to address the problem.

[xv]
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And hello, reader! Let's get started with building some Flask applications. Flask is
minimalist enough to allow you choice and flexibility; unlike in larger frameworks,
you choose what you want to do and then manipulate Flask to do your bidding, and
it is complete enough to work right out of the box.

We'll walk together through the development of three web applications; the first
one is straightforward and will allow you to cut your teeth on Flask and get used to
the new technologies and terminology while building a nontrivial web application;
the second will get you started with building a web application that makes use of a
traditional SQL database; and the final, which has the most features, will make use
of a NoSQL database and a frontend framework to create a useful and good-looking
web application.

In this chapter, we'll take a brief look at what Flask is and, perhaps more importantly,
what it isn't. We'll move on to setting up our basic development environment as well

as a web server, and we'll install a Python package manager as well as Flask itself. By
the end of the chapter, we'll have the outlines of our first app, and, as dictated by age-
old tradition, we'll use our new skills to display the text "Hello, World!".

In brief, we will cover the following topics:

* Introducing Flask
* Creating our development environment
*  Writing "Hello, World!"

* Deploying our application to production

[11]
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Introducing Flask

Flask is a micro framework for Python web development. A framework, in the
simplest terms, is a library or collection of libraries that aims to solve a part of a generic
problem instead of a complete specific one. When building web applications, there

are some problems that will always need to be solved, such as routing from URLs to
resources, inserting dynamic data into HTML, and interacting with an end user.

Flask is a micro framework because it implements only core functionality (including
routing) but leaves more advanced functionality (including authentication and
database ORMs) to extensions. The result of this is less initial setup for the first-time
user and more choice and flexibility for the experienced user. This is in contrast
with "fuller" frameworks, such as Django, which dictate their own ORM and
authentication technologies.

As we'll discuss, our Hello World application in Flask can be written in only seven
lines of code, with the entire application consisting of a single file. Does that sound
good? Let's get going!

Creating our development environment

A development environment consists of all the software that a developer uses while
building software. For starters, we'll install a Python package manager (pip) and the
Flask package. In this book, we'll show detailed steps for developing using Python
2.7 on a clean installation of Ubuntu 14.04, but everything should be easy to translate
to Windows or OS X.

Installing pip

For our Hello World application, we only need the Python Flask package, but we'll
install several Python packages throughout the development process of our three
applications. To manage these packages, we'll use the Python package manager pip.
If you've developed in Python without a package manager until now, you'll love
how easy it is to download, install, remove, and update packages using pip. If you
already use it, then skip to the next step where we'll use it to install Flask.

The pip manager is included in Python's 3.4+ and 2.7.9+ versions. For older versions
of Python, pip needs to be installed. To install pip on Ubuntu, open a terminal and
run the following command:

sudo apt-get update

sudo apt-get install python-pip

[2]
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To install pip on Windows or OS X, you can download and run the

get-pip.py file from the pip homepage at https://pip.pypa.
’ io/en/latest/installing/#install-or-upgrade-pip.

That's it! You can now easily install any Python package you need through pip.

Installing Flask

Installing Flask through pip could not be more straightforward. Simply run
the following:

pip install --user flask

You might see some warnings in your terminal, but at the end, you should also see
Successfully installed Flask. Now, you can import Flask into a Python program just
as with any other library.

If you're used to using VirtualEnv for Python development, you can
install Flask inside a VirtualEnv environment. We will discuss this
T further in Appendix, A Sneak Peek into the Future.

Writing "Hello, World!"

Now, we'll create a basic web page and serve it using Flask's built-in server to
localhost. This means that we'll run a web server on our local machine that we can
easily make requests to from our local machine. This is very useful for development
but not suited for production applications. Later on, we'll take a look at how to serve
Flask web applications using the popular Apache web server.

Writing the code

Our application will be a single Python file. Create a directory in your home directory
called firstapp and a file inside this called hello.py. In the hello.py file, we'll write
code to serve a web page comprising the static string "Hello, World!". The code looks
as follows:

from flask import Flask

app = Flask(_name )

[31]
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@app.route ("/")
def index():
return "Hello, World!"

if name == ' main ':
app.run (port=5000, debug=True)

Downloading the example code
You can download the example code files for this book from your
account at http://www.packtpub. com. If you purchased this
book elsewhere, you can visit http: //www.packtpub. com/
support and register to have the files e-mailed directly to you.
You can download the code files by following these steps:
* Login or register to our website using your e-mail address
and password.
* Hover the mouse pointer on the SUPPORT tab at the top.
M * Click on Code Downloads & Errata.
Q *  Enter the name of the book in the Search box.
*  Select the book for which you're looking to download the
code files.
*  Choose from the drop-down menu where you purchased
this book from.
* Click on Code Download.
Once the file is downloaded, please make sure that you unzip or
extract the folder using the latest version of:
*  WinRAR / 7-Zip for Windows
» Zipeg / iZip / UnRarX for Mac
* 7-Zip / PeaZip for Linux

Let's break down what this does. The first line should be familiar; it simply imports
Flask from the package f1lask. The second line creates an instance of the Flask object
using our module's name as a parameter. Flask uses this to resolve resources, and in
complex cases, one can use something other than _ name__ here. For our purposes,
we'll always use __name__, which links our module to the Flask object.

Line 3 is a Python decorator. Flask uses decorators for URL routing, so this line of
code means that the function directly below it should be called whenever a user
visits the main root page of our web application (which is defined by the single
forward slash). If you are not familiar with decorators, these are beautiful Python
shortcuts that seem a bit like black magic at first. In essence, they call a function that
takes the function defined under the decorator (in our case, index () ) and returns a
modified function.

[4]
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The next two lines should also seem familiar. They define a very simple function
that returns our message. As this function is called by Flask when a user visits our
application, the return value of this will be what is sent in response to a user who
requests our landing page.

Line 6 is a Python idiom with which you are probably familiar. This is a simple
conditional statement that evaluates to True if our application is run directly.
It is used to prevent Python scripts from being unintentionally run when they
are imported into other Python files.

The final line kicks off Flask's development server on our local machine. We set it to
run on port 5000 (we'll use port 80 for production) and set debug to True, which
will help us see detailed errors directly in our web browser.

Running the code

To run our development web server, simply fire up a terminal and run the hello.py
file. If you used the same structure outlined in the previous section, the commands
will be as follows:

cd firstapp/hello
python hello.py

You should get an output similar to that in the following screenshot:

o6 Flask@ubuntu: ~/Firstapp

flask@ubuntu:~$ cd firstapp/
flask@ubuntu:~/firstapp$ python hello.py

* Running on http://127.0.0.1:5000/ (Press CTRL+C to quit)
* Restarting with stat

Also, you should see the process continue to run. This is our web server listening for
requests. So, let's make a request!

Fire up a web browser —I use Firefox, which comes packaged with Ubuntu —and
navigate to localhost:5000.

The localhost part of the URL is a shortcut to the loopback address, usually
127.0.0.1, which asks your computer to make the web request to itself. The number
after the colon (5000) is the port it should make the request to. By default, all HTTP
(web) traffic is carried over port 80. For now, we'll use 5000 as it is unlikely to
conflict with any existing services, but we'll change over to port 80 in production,
which is conventional, so that you won't have to worry about the colon.
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You should see the "Hello, World!" string displayed in your browser as in the
following screenshot. Congratulations, you've built your first web application
using Flask!

http:fflocalhost5000/ b 4

é L localhost

Hello, World!

Deploying our application to production

It's great to have an application that runs, but inherent to the idea of a web
application is the idea that we want others to be able to use it. As our application

is Python-based, we are a bit limited in how we can run our application on a web
server (many traditional web hosts are only configured to run PHP and/or .NET
applications). Let's consider how to serve Flask applications using a Virtual Private
Server (VPS) running Ubuntu Server, Apache, and WSGI.

From this point on, we'll maintain two environments. The first is our development
environment, which we just set up and where we'll write code and view its results
using the Flask server running on localhost (as we just did). The second will be

a production environment. This will be a server to which we can deploy our web
applications and make them accessible to the world. When we install new Python
libraries or other software on our development environment, we'll normally want to
mirror our actions in the production environment.

Setting up a Virtual Private Server

Although you could, in theory, host your web application on your local machine and
allow others to use it, this has some severe limitations. First of all, every time you
turned off your computer, your app would not be available. Also, your computer
probably connects to the Internet via an Internet Service Provider (ISP) and possibly
a wireless router. This means that your IP address is dynamic and changes regularly,
which makes it difficult for your applications' users to keep up! Finally, chances are
that you have an asymmetrical connection to the Internet, which means that your
upload speed is slower than your download speed.

[6]
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Hosting your application on a server solves all of these problems. Before "the cloud"
became popular, the traditional way to host a web application was to buy a physical
server and find a data center to host it. These days, things are far simpler. In a few
minutes, you can fire up a virtual server, which to you seems just like a physical
server —you can log in to it, configure it, and enjoy full control over it—but it is
actually just a virtual "piece" of a machine owned and controlled by a cloud provider.

At the time of writing, major players in the cloud provider field include Amazon
Web Services, Microsoft Azure, Google Cloud Compute, and Digital Ocean. All of
these companies allow you to hire a virtual server or servers upon paying by the
hour. If you are learning Flask as a hobby and are unwilling to pay anyone to host
your web applications, you'll probably find a free trial at one of the providers quite
easily. The smallest offering by any provider is fine to host all the applications that
we'll run.

Select one of the preceding providers or another of your choosing. If you've never
done anything similar before, Digital Ocean is often cited to have the simplest
process of signing up and creating a new machine. Once you select a provider,

you should be able to follow their respective instructions to fire up a VPS that runs
Ubuntu Server 14.04 and SSH into it. You'll have full control over the machine with
one slight difference: you won't have a display or a mouse.

You'll enter commands on your local terminal, which will in fact be run on the
remote machine. Detailed instructions on how to connect to your VPS will be
given by the provider, but if you use Ubuntu, it should be as simple as running
the following:

ssh user@123.456.789.000

Alternatively, if you set it up with a public-private key authentication, where
yourkey.pem is the full path to your private key file, here's the command to run:

ssh user@123.456.78.000 -i yourkey.pem

Here, user is the default user on the VPS, and yourkey is the name of your private
key file.

SSH from other operating systems:

SSH from OS X should be the same as Ubuntu, but if you're using
o Windows, you'll have to download PuTTY. Refer to http://www.
~ putty.org/ to download and for full usage instructions. Note that
Q if you use key files for authentication, you'll have to convert them to a
format compatible with PuTTY. A conversion tool can also be found on
the PuTTY website.
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Once we connect to the VPS, installing Flask is the same process as it was previously:

sudo apt-get update
sudo apt-get install python-pip

pip install --user Flask

To install our web server, Apache, and WSGI, we will run the following;:

sudo apt-get install apache2
sudo apt-get install libapache2-mod-wsgi

Apache is our web server. It will listen for web requests (which are generated by

our users visiting our web application using their browsers) and hand these requests
over to our Flask application. As our application is in Python, we also need WSGI
(Web Server Gateway Interface).

This is a common interface between web servers and Python applications, which
allows Apache to talk to Flask and vice versa. An overview of the architecture can
be seen in the following diagram:

foachez

|
X

User

Configuring our server

Now that we've installed Apache, we can see our first results. You're probably used
to visiting websites using a URL, such as http://example.com. We'll access our web
applications using the IP address of our VPS directly. Your VPS should have a static
public address. Static means that it doesn't change periodically, and public means
that it is globally unique. When you connected to the VPS via SSH, you probably
used the public IP to do this. If you can't find it, run the following on your VPS and
you should see an inet addr section in the output, which contains your public IP:

ifconfig

[8]
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The IP address should look similar to 123.456.78. 9. Enter your IP address into your
browser's address bar, and you should see a page saying "Apache2 Ubuntu Default
Page: It Works!" or something similar, as in the following screenshot:

Apachez Ubuntu Default Page: It works - Mozilla Firefox

Apache? Ubuntu Default Page: ltwo... %

.(-. 1BB.166.16.237 v C wBe U 3 &

@ Apache2 Ubuntu Default Page

R e

This is the default welcome page used to test the correct operation of the Apache2 server after
installation on Ubuntu systems. It is based on the equivalent page on Debian, from which the Ubuntu
Apache packaging is derived. If you can read this page, it means that the Apache HTTP server installed

This means that we can now serve web content to anyone with an Internet
connection! However, we still have to:

* Copy our code to the VPS
* Link up Apache and Flask

* Configure Apache to serve our Flask application

For the first step, we'll set up a Git repository on our local machine and clone the
repository to the VPS. For the second step, we'll use the WSGI module that we installed
with Apache. Finally, we'll take a look at how to write a virtual host to have Apache
serve our Flask application by default.

Installing and using Git

Git is a version control system. A version control system, among other things, saves
multiple versions of our code base automatically. This is great to undo accidental
changes or even deletions; we can simply revert to a previous version of our code.
It also includes lots of functionality for distributed development— that is, many
developers working on a single project. We'll use it mainly for its backup and
deployment features, however.

To install Git on your local machine and VPS, run the following commands on each:

sudo apt-get update
sudo apt-get install git
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Make sure you're comfortable with the difference between running

% commands on your own machine using the terminal and on your
i server through the SSH connection. In many cases, we'll need to run

the same commands twice — once for each environment.

Now that you have the software, you need a place to host your Git repositories or
"repos". Two popular and free Git hosting services are GitHub (http://github.
com) and Bitbucket (http://bitbucket.org). Head over to one of them, create an
account, and create a new repository by following the instructions that they provide.
When given the option to give your repository a name, call it firstapp to match

the name of the directory that we will use for our code base. Once you create a new
repository, you should be given a unique URL to your repository. Take note of this
as we'll use it to push our Hello, World! application using git and then deploy it to
our VPS.

On your local machine, open a terminal and change the directory to the Flask
application. Initialize a new repository and link it to your remote Git repository
via the following commands:

cd firstapp

git init

git remote add origin <your-git-url>

Tell git who you are, to allow it to automatically add metadata to your code
changes, as follows:
git config --global user.email "you@example.com"

git config --global user.name "Your Name"

Git allows you full control over which files are part of your repository and which
aren't. Even though we initialized the Git repo in our firstapp directory, our repo
currently contains no files. Add our application to the repo, commit, and then push
it, as follows:

git add hello.py
git commit -m "Initial commit"

git push -u origin master

[10]
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These are the main Git commands that we'll use throughout this book, so let's take

a brief look at what each does. The add command adds new or modified files to

our repository. This tells Git which files are actually part of our project. Think of

the commit command as taking a snapshot of our project in its current state. This
snapshot is saved on our local machine. It is good to make a new commit with any
major change to the code base as we can easily revert to previous commits if a later
commit breaks our application. Finally, the push command pushes our local changes
to the remote Git server. This is good for backup, and it will also allow us to fetch the
changes on our VPS, thus keeping the code base on our local machine and that on
our VPS in sync.

Now, SSH into your VPS again and get a copy of our code, as follows:

cd /var/www

git clone <your-git-url>

Where the <your-git-urls part of the above command
s is actually a placeholder for the URL to your Git repository.

If you get a permission denied error on trying to clone the Git repository, you
might need to take ownership of the /var/www directory for the Linux user that
you're using. If you logged into the server with tome123.456.789.123, you can

run the following command, which will give your user ownership of /var/www and
allow you to clone the Git repository into it. Again tomis the placeholder used in the
following case:

sudo chown -R tom /var/www

If you used firstapp as a name for your remote repository, this should create a new
directory called firstapp. Let's verify that our code is there using the following:

cd firstapp
1s

You should see your hello.py file. Now, we need to configure Apache to use WSGI.

Serving our Flask app with WSGI

First, we'll create a very straightforward .wsgi file in our application directory.
Then, we'll create an Apache configuration file in the directory where Apache looks
for available sites.

[11]
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The only slightly tricky part about these two steps is that we'll create the files directly
on our VPS, and as our VPS does not have a display, this means that we have to use
command-line interface text editors. Of course, we could create the files locally and
then transfer them to our VPS as we did for our code base, but for small changes

to configuration files, this is often more effort than it's worth. Using a text editor
without a mouse takes a bit of getting used to, but it's a good skill to learn. The
default text editor on Ubuntu is Nano, and the other popular choices are vi or Vim.
Some people use Emacs. If you already have a favorite, go with it. If not, we'll use
Nano for the examples in this book (it is already installed and arguably the simplest
to use). However, if you want to go the extra mile, I recommend learning to use Vim.

Assuming you're still connected to your VPS and have navigated to the /var/www/
firstapp directory as in the most recent steps, run the following command:

nano hello.wsgi

This creates the hello.wsgi file, which you can now edit through Nano. Type the
following;:

import sys
sys.path.insert (0, "/var/www/firstapp")

from hello import app as application

This is simply Python syntax, which patches our application into the PATH system
so that Apache can find it through WSGI. We will then import app (we named this
in our hello.py app with the app = Flask(__name_ ) line) into the namespace.

Hit Ctrl + X to exit Nano and enter Y when prompted to save the changes.

Now, we'll create an Apache configuration file that points to the .wsgi file we just
created, as follows:

cd /etc/apache2/sites-available

nano hello.conf

If you run into permission issues while editing or saving files, you may
% need to take ownership of the apache2 directory too. Run the following
command, substituting the username for your Linux user:

sudo chown -R tom /etc/apache2

In this file, we'll create a configuration for an Apache virtual host. This will
allow us to serve multiple sites from a single server, which will be useful later
when we want to serve other applications using our single VPS. In Nano, enter
the following configuration:

[12]
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<VirtualHost *>
ServerName example.com

WSGIScriptAlias / /var/www/firstapp/hello.wsgi

WSGIDaemonProcess hello

<Directory /var/www/firstapp>
WSGIProcessGroup hello
WSGIApplicationGroup %{GLOBAL}
Order deny,allow
Allow from all

</Directory>

</VirtualHost>

This might look quite complicated, but it's actually very straightforward. We will
create a virtualhost and specify our domain name, where our .wsgi script is, the
name of our application, and who is allowed to access it. We'll discuss domain names
in the final chapter, but for now, you can just leave it as example . com because we'll
access our application by its IP address.

If you get stuck on this step, the Flask website has a great resource on
configuring and troubleshooting Apache configuration. You can find it at
g http://flask.pocoo.org/docs/0.10/deploying/mod _wsgi/.

Hit Ctrl + X and enter Y when prompted again to save and exit the file.
Now, we need to enable the configuration and set it as our default site.

Configuring Apache to serve our Flask application

Apache sites work as follows: there is a sites-available directory (where we
created the new virtual host configuration file) and a sites-enabled directory,
which contains shortcuts to all the configuration files that we want to be active.

By default, you'll see a file in the sites-available directory named 000-default.
conf. This is the reason that we saw a default It works Apache page when we

first installed Apache. We don't want this anymore; instead, we want to use our
application as the default site. Therefore, we'll disable the default Apache site,
enable our own, and then restart Apache for the changes to take effect. Run these
commands to do this:

sudo a2dissite 000-default.conf
sudo a2ensite hello.conf

sudo service apache2 reload

[13]

www.hellodigi.ir


example.com
http://flask.pocoo.org/docs/0.10/deploying/mod_wsgi/
http://www.it-ebooks.info/

Hello, World!

The required Apache configuration and commands can vary quite
*  abit based on the platform you're using. If you use Ubuntu Server
% as recommended, the preceding should all work smoothly. If not,
g you may need to read up a bit on how to configure Apache for
your specific platform.

You should note reloading web server apache2 in the output. If errors are
displayed, then you probably misconfigured something in the preceding command.
If this is the case, read the error message carefully and go back over the previous
steps to take a look at why things didn't work as expected.

To test that everything is working, open a web browser on your local machine and
type your IP address into the address bar again. You should see Hello, World!
displayed in your browser instead of the default Apache page that we saw before.

If you get Error 500 instead, it means that our application fell over for some reason.
Fear not; it's better that you get used to dealing with this error now, when the fix
will probably be simple, than later on, when we've added more components that
could break or be misconfigured. To find out what went wrong, run the following
command on your VPS:

sudo tail -f /var/log/apache2/error.log

The tail command simply outputs the last several lines of the file passed as an
argument. The -£ is for follow, which means that the output will be updated if the
file changes. If you can't immediately work out which lines are indicative of the error
we're looking for, visit the site in your web browser on your local machine again,
and you'll see the output from the tail command be updated accordingly. The
following screenshot shows the output from the tail command when there are no
errors; however, if anything goes wrong, you'll see the error output printed among
all the info messages.
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@S root@blank: ~
root@lank:~# tail -f /var/log/apache2/error.log
[Wed Mar 02 13:23:49.586889 2016] [mpm event:notice] [pid 97
9:tid 140715828262784] AHO0489: Apache/2.4.7 (Ubuntu) mod ws
'gi/3.4 Python/2.7.6 configured -- resuming normal operations
[Wed Mar 02 13:23:49.586923 2016] [core:notice] [pid 979:tid
140715828262784] AHO0094: Command line: '/usr/sbin/apache2’
[Wed Mar 02 13:23:52.141654 2016] [mpm event:notice] [pid 97
9:tid 140715828262784] AHO0493: SIGUSR1 received. Doing gra
ceful restart
AHOO558: apache2: Could not reliably determine the server's
fully qualified domain name, using 127.0.1.1. Set the 'Serve
rName' directive globally to suppress this message
[Wed Mar 02 13:23:52.194574 2016] [mpm event:notice] [pid 97
9:tid 140715828262784] AHO0489: Apache/2.4.7 (Ubuntu) mod ws
gi/3.4 Python/2.7.6 configured -- resuming normal operations
[Wed Mar 02 13:23:52.194607 2016] [core:notice] [pid 979:tid
140715828262784] AHO0094: Command line: '/usr/sbin/apache2’
[Wed Mar 02 14:20:56.644223 2016] [mpm event:notice] [pid 97
9:tid 140715828262784] AHO0493: SIGUSR1 received. Doing gra
ceful restart
AHOO558: apache2: Could not reliably determine the server's
fully qualified domain name, using 127.0.1.1. Set the 'Serve
rName' directive globally to suppress this message
[Wed Mar 02 14:20:57.059385 2016] [mpm event:notice] [pid 97
9:tid 140715828262784] AHO0489: Apache/2.4.7 (Ubuntu) mod ws
gi/3.4 Python/2.7.6 configured -- resuming normal operations
[Wed Mar 02 14:20:57.059449 2016] [core:notice] [pid 979:tid
140715828262784] AHO0094: Command line: '/usr/sbin/apache2’

Some possible tripping points are incorrectly configured WSGI and Apache files
(make sure that your WSGIDaemonProcess and daemon name match, for example) or
incorrectly configured Python (you may forget to install Flask on your VPS). If you
can't figure out what the error message means, an Internet search for the message
(removing the error-specific parts of your app, such as names and paths) will usually
point you in the right direction. Failing this, there are strong and very friendly Flask
and WSGI communities on Stack Overflow and Google Groups, and there's normally
someone willing to help beginners. Remember that if you're having a problem and
can't find an existing solution online, don't feel bad for asking; you'll help countless
people facing issues similar to yours.
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Summary

We got through quite a lot of material in this first chapter! We did some initial setup
and house-keeping and then wrote our first web application using Flask. We saw
this run locally and then discussed how to use Git to copy our code to a server.

We configured our server to serve our application to the public; however, our
application is merely a static page that prints the "Hello, World!" string to whoever
visits our page. This is not useful to many people and could be achieved more simply
using a static HTML page. However, with the extra effort we put in, we now have all
the power of Python behind our application; we're just not using it yet!

In the next chapter, we'll discover how to take advantage of Python to make our web
applications more useful!
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Now that our Hello World application is up and running, we have all the groundwork
in place to create a more useful application. Over the next few chapters, we'll create a
Headlines application that displays up-to-date news headlines, weather information,
and currency exchange rates to our users.

In this chapter, we'll introduce RSS feeds and show how to use them to automatically
retrieve recent news articles from specific publications. In the next chapter, we'll
discuss how to use templates to display headlines and summaries of the retrieved
articles to our users. Chapter 4, User Input for Our Headlines Page Project, will show
you how to get input from users so that they can customize their experience and will
also look at how to add weather and currency data to our application. We'll finish

off the project in Chapter 5, Improving the User Experience of Our Headlines Project, by
adding some CSS styles and looking at how to remember our users' preferences from
one visit to the next.

By the end of this chapter, you'll have learned how to create a more complex Flask
application. We'll pull raw data from real-world news stories and build up HTML
formatting to display this to our user. You'll also learn more about routing — that is,
having different URLs trigger different parts of our application's code.

In this chapter, we will cover the following topics:

* Setting up our project and a Git repository
* Creating a new Flask application
* Introduction to RSS and RSS feeds
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Setting up our project and a Git
repository

We could simply edit our Hello World application to add the desired functionality,
but it's cleaner to start a new project. We'll create a new Git repository, a new Python
file, a new .wsgi file, and a new Apache configuration file. We'll do this for each

of the projects in the book, which means that all three of the projects as well as the
original Hello World application will be accessible from our web server.

Setting up is very similar to what we did for our Hello World application in Chapter
1, Hello, World! but we'll briefly go through the steps again as we don't have to repeat
a lot of the configuration and installation, as follows:

1. Log in to your GitHub or BitBucket account and create a new repository
called headlines. Take note of the URL you're given for this blank
repository.

2. Onyour local machine, create a new directory called headlines in your
home directory or wherever you put the firstapp directory.

Create a new file in this directory called headlines.py.

In your terminal, change the directory to the headlines directory

and initialize the Git repository by executing the following commands:
cd headlines

git init

git remote add origin <your headlines git URL>

git add headlines.py

git commit -m "initial commit"

git push -u origin master

Now, we're almost ready to push code to our new repository; we just need to
write it first.

Creating a new Flask application

To begin with, we'll create the skeleton of our new Flask application, which is pretty
much the same as our Hello World application. Open headlines.py in your editor
and write the following code:

from flask import Flask

app = Flask(__name_ )
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@app.route ("/")
def get news():
return "no news is good news"

if name == ' main ':
app.run (port=5000, debug=True)

This works exactly as before. You can run it in your terminal with python
headlines.py. Open a browser and navigate to localhost :5000 to see the no news
is good news string displayed. However, although the old adage may be true, it's
bad news that our app does not do anything more useful than this. Let's make it
display actual news to our users.

Introduction to RSS and RSS feeds

RSS is an old but still widely used technology to manage content feeds. It's been
around for such a long time that there's some debate as to what the letters RSS
actually stand for, with some saying Really Simple Syndication and others Rich Site
Summary. It's a bit of a moot point as everyone just calls it RSS.

RSS presents content in an ordered and structured format using XML. It has several
uses, with one of the more common uses being for people to consume news articles.
On news websites, news is usually laid out similarly to a print newspaper with more
important articles being given more space and also staying on the page for longer.
This means that frequent visitors to the page will see some content repeatedly and
have to look out for new content. On the other hand, some web pages are updated
only very infrequently, such as some authors' blogs. Users have to keep on checking
these pages to see whether they are updated, even when they haven't changed most
of the time. RSS feeds solve both of these problems. If a website is configured to use
RSS feeds, all new content is published to a feed. A user can subscribe to the feeds of
his or her choice and consume these using an RSS reader. New stories from all feeds
he or she has subscribed to will appear in the reader and disappear once they are
marked as read.

As RSS feeds have a formal structure, they allow us to easily parse the headline,
article text, and date programmatically in Python. We'll use some RSS feeds from
major news publications to display news to our application's users.

Although RSS follows a strict format and we could, with not too much trouble,
write the logic to parse the feeds ourselves, we'll use a Python library to do this.
The library abstracts away things such as different versions of RSS and allows
us to access the data we need in a completely consistent fashion.
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There are several Python libraries that we could use to achieve this. We'll select
feedparser. To install it, open your terminal and type the following;:

pip install --user feedparser

Now, let's go find an RSS feed to parse! Most major publications offer RSS feeds, and
smaller sites built on popular platforms, such as WordPress and Blogger, will often
have RSS included by default as well. Sometimes, a bit of effort is required to find
the RSS feed; however, as there is no standard as to where it should be located, you'll
often see the RSS icon somewhere on the homepage (look at the headers and footers),
which looks similar to this:

Also, look for links saying RSS or Feed. If this fails, try going to site.com/rss or
site.com/feed, where site.comis the root URL of the site for which you're looking
for RSS feeds.

We'll use the RSS feed for the main BBC news page. At the time of writing, it is
located at http://feeds.bbci.co.uk/news/rss.xml. If you're curious, you can
open the URL in your browser, right-click somewhere on the page, and click on
View Source or an equivalent. You should see some structured XML with a format
similar to the following;:

<?xml version="1.0" encoding="UTF-8"?>
<channels>
<title>FooBar publishing</title>
<link>http://dwyer.co.za</link>
<description>A mock RSS feed</descriptions>
<language>en-gb</language>
<item>
<title>Flask by Example sells out</title>
<description>Gareth Dwyer's new book,
Flask by Example sells out in minutes</descriptions
<link>http://dwyer.co.za/book/news/flask-by-example</link>
<guid isPermalink="false">http://dwyer.co.za/book/news/
flask-by-example</guids>
<pubDate>Sat, 07 Mar 2015 09:09:19 GMT</pubDate>
</item>
</channel>
</rss>

[20]

www.hellodigi.ir


site.com/rss
site.com/feed
http://feeds.bbci.co.uk/news/rss.xml
http://www.it-ebooks.info/

Chapter 2

At the very top of the feed, you'll see a line or two that describes the feed itself, such
as which version of RSS it uses and possibly some information about the styles. After
this, you'll see information relating to the publisher of the feed followed by a list of
<item> tags. Each of these represents a story—in our case, a news article. These items
contain information such as the headline, a summary, the date of publication, and a
link to the full story. Let's get parsing!

Using RSS from Python

In our headlines.py file, we'll make modifications to import the feedparser
library we installed, parse the feed, and grab the first article. We'll build up HTML
formatting around the first article and show this in our application. If you're not
familiar with HTML, it stands for Hyper Text Markup Language and is used to
define the look and layout of text in web pages. It's pretty straightforward, but if it's
completely new to you, you should take a moment now to go through a beginner
tutorial to get familiar with its most basic usage. There are many free tutorials online,
and a quick search should bring up dozens. A popular and very beginner-friendly
one can be found at http://www.w3schools.com/html/.

Our new code adds the import for the new library, defines a new global variable for
the RSS feed URL, and further adds a few lines of logic to parse the feed, grab the
data we're interested in, and insert this into some very basic HTML. It looks similar
to this:

import feedparser

from flask import Flask

app = Flask(_ name )

BBC_FEED = "http://feeds.bbci.co.uk/news/rss.xml"
@app.route ("/")

def get news() :
feed = feedparser.parse (BBC FEED)

first article = feed['entries'] [0]
return """<html>
<body>

<hl> BBC Headlines </hl>
<b>{0}</b> <br/>
<i>{1}</i> <br/>
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<p>{2}</p> <br/>
</body>
</html>""". format (first article.get("title"), first article.
get ("published"), first article.get ("summary"))

if name == " main ":

app.run (port=5000, debug=True)

The first line of this function passes the BBC feed URL to our feedparser library,
which downloads the feed, parses it, and returns a Python dictionary. In the second
line, we grabbed just the first article from the feed and assigned it to a variable.

The entries entry in the dictionary returned by feedparser contains a list of all

the items that include the news stories we spoke about earlier, so we took the first
one of these and got the headline or title, the date or the published field, and

the summary of the article (that is, summary) from this. In the return statement,

we built a basic HTML page all within a single triple-quoted Python string, which
includes the <html> and <body> tags that all HTML pages have as well as an <h1>
heading that describes what our page is; <b>, which is a bold tag that shows the news
headline; <i>, which stands for the italics tag that shows the date of the article; and
<p>, which is a paragraph tag to show the summary of the article. As nearly all items
in an RSS feed are optional, we used the python.get () operator instead of using
index notation (square brackets), meaning that if any information is missing, it'll
simply be omitted from our final HTML rather than causing a runtime error.

For the sake of clarity, we didn't do any exception handling in this example;
however, note that feedparser may well throw an exception on attempting to
parse the BBC URL. If your local Internet connection is unavailable, the BBC server
is down, or the provided feed is malformed, then feedparser will not be able to
turn the feed into a Python dictionary. In a real application, we would add some
exception handling and retry the logic here. In a real application, we'd also never
build HTML within a Python string. We'll look at how to handle HTML properly in
the next chapter. Fire up your web browser and take a look at the result. You should
see a very basic page that looks similar to the following (although your news story
will be different):

@ ® @ Mozilla Firefox

http://localhost:5000/ x W

€ | @ localhost v rAa »

Headlines

Former US First Lady Nancy Reagan dies Sun, 06 Mar 2016 17:45:36 GMT

Former First Lady Nancy Reagan - whose marriage to Ronald Reagan was
described as the US presidency's greatest love affair - has died aged 94.
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This is a great start, and we're now serving dynamic content (that is, content that
changes automatically in response to user or external events) to our application's
hypothetical users. However, ultimately, it's not much more useful than the static
string. Who wants to see a single news story from a single publication that they have
no control over?

To finish off this chapter, we'll look at how to show an article from different
publications based on URL routing. That is, our user will be able to navigate to
different URLs on our site and view an article from any of several publications.
Before we do this, let's take a slightly more detailed look at how Flask handles
URL routing.

URL routing in Flask

Do you remember that we briefly mentioned Python decorators in the previous
chapter? They're represented by the funny @app.route ("/") line we had above

our main function, and they indicate to Flask which parts of our application should
be triggered by which URLs. Our base URL, which is usually something similar to
site.com but in our case is the IP address of our VPS, is omitted, and we will specify
the rest of the URL (that is, the path) in the decorator. Earlier, we used a single slash,
indicating that the function should be triggered whenever our base URL was visited
with no path specified. Now, we will set up our application so that users can visit
URLs such as site.com/bbc or site.com/cnn to choose which publication they
want to see an article from.

The first thing we need to do is collect a few RSS URLs. At the time of writing,
all of the following are valid:

* CNN: http://rss.cnn.com/rss/edition.rss
* Fox News: http://feeds.foxnews.com/foxnews/latest
e IOL:http://www.iol.co.za/cmlink/1.640

First, we will consider how we might achieve our goals using static routing. It's by
no means the best solution, so we'll implement static routing for only two of our
publications. Once we get this working, we'll consider how to use dynamic routing
instead, which is a simpler and more generic solution to many problems.

Instead of declaring a global variable for each of our RSS feeds, we'll build a Python
dictionary that encapsulates them all. We'll make our get_news () method generic
and have our decorated methods call this with the relevant publication. Our
modified code looks as follows:

import feedparser
from flask import Flask
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app = Flask(_ name )

RSS_FEEDS = {'bbc': 'http://feeds.bbci.co.uk/news/rss.xml',
'cnn': 'http://rss.cnn.com/rss/edition.rss',
"fox': 'http://feeds.foxnews.com/foxnews/latest',
"iol': 'http://www.iol.co.za/cmlink/1.640'}

@app.route ("/")
@app.route (" /bbc")
def bbc () :

return get news ('bbc!')

@app.route ("/cnn")
def cnn() :
return get news('cnn')

def get news(publication) :
feed = feedparser.parse(RSS FEEDS [publication])

first article = feed['entries'] [0]
return """<html>
<body>

<hl>Headlines </hl>
<b>{0}</b> </ br>
<i>{1}</i> </ br>
<p>{2}</p> </ br>

</body>
</html>""" format (first article.get("title"), first article.
get ("published"), first article.get ("summary"))
if name == " main ":

app.run (port=5000, debug=True)

Common mistakes:

If you're copying or pasting functions and editing the @app . route
M decorator, it's easy to forget to edit the function name. Although
Q the name of our functions is largely irrelevant as we don't call them
directly, we can't have different functions share the same name as the
latest definition will always override any previous ones.
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We still return the BBC news feed by default, but if our user visits the CNN or BBC
routes, we will explicitly take the top article from respective publication. Note that
we can have more than one decorator per function so that our bbc () function gets
triggered by a visit to our base URL or to the /bbc path. Also, note that the function
name does not need to be the same as the path, but it is a common convention that
we followed in the preceding example.

Following this, we can see the output for our application when the user visits
the /cnn page. The headline displayed is now from the CNN feed.
@ © @ Mozilla Firefox

http://localhost:5000/cnn = Y

€ @ localhost v T B »

Headlines

Former first lady died today of heart failure at the age of 94 Sun, 06 Mar
2016 17:27:53 GMT

Now that we know how routing works in Flask, wouldn't it be nice if it could

be even simpler? We don't want to define a new function for each of our feeds.
What we need is for the function to dynamically grab the right URL based on the
path. This is exactly what dynamic routing does.

In Flask, if we specify a part of our URL path in angle brackets < >, then it is taken

as a variable and is passed to our application code. Therefore, we can go back to
having a single get_news () function and pass in a <publication> variable, which
can be used to make the selection from our dictionary. Any variables specified by the
decorator must be accounted for in our function's definition. The first few lines of the
updated get_news () function are shown as follows:

@app.route ("/")

@app.route ("/<publication>")

def get news (publication="bbc") :
# rest of code unchanged

In the code shown earlier, we added <publications> to the route definition. This
creates an argument called publication, which we need to add as a parameter of
the function directly below the route. Thus, we can keep our default value for the
publication parameter as bbc, but if the user visits CNN, Flask will pass the cnn
value as the publication argument instead.
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The rest of the code remains unchanged, but it's important to delete the now unused
bbc () and cnn () function definitions as we need the default route to activate our
get_news () function instead.

It's easy to forget to catch the URL variables in the function definition. Any dynamic
part of the route must contain a parameter of the same name in the function in order
to use the value, so look out for this. Note that we gave our publication variable a
default value of bbc so that we don't need to worry about it being undefined when
the user visits our base URL. However, again, our code will throw an exception if
the user visits any URL that we don't have as a key in our dictionary of feeds. In a
real web application, we'd catch cases such as this and show an error to the user, but
we'll leave error handling for later chapters.

Publishing our Headlines application

This is as far as we'll take our application in this chapter. Let's push the results to
our server and configure Apache to display our headlines application instead of our
Hello World application by default.

First, add your changes to the Git repository, commit them, and push them to
the remote. You can do this by running the following commands (after opening
a terminal and changing directory to the headlines directory):

git add headlines.py
git commit -m "dynamic routing"

git push origin master

Then, connect to the VPS with SSH and clone the new project there using the
following commands:

ssh -i yourkey.pem root@123.456.789.123

cd /var/www

git clone https://<yourgitrepo>

Don't forget to install the new library that we now depend on. Forgetting to install

dependencies on your server is a common error that can lead to a frustrating
debugging. Keep this in mind. The following is the command for this:

pip install --user feedparser
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Now, create the .wsgi file. I assume that you named your Git project headlines
when creating the remote repository and that a directory named headlines

was created in your /var/www directory when you did the preceding Git clone
command. If you called your project something else and now have a directory with

a different name, rename it to headlines (otherwise, you'll have to adapt a lot of the
configuration we're about to do accordingly). To rename a directory in Linux, use the
following command:

mv myflaskproject headlines

The command used earlier will rename the directory called myflaskproject to
headlines, which will ensure that all the configuration to follow will work. Now,
run the following:

cd headlines

nano headlines.wsgi

Then, insert the following;:

import sys
sys.path.insert (0, "/var/www/headlines")
from headlines import app as application

Exit Nano by hitting the Ctrl + X key combo and enter Y when prompted to
save changes.

Now, navigate to the sites-available directory in Apache and create the new
.conf file using the following commands:

cd /etc/apache2/sites-available

nano headlines.conf

Next, enter the following:

<VirtualHost *>

ServerName example.com

WSGIScriptAlias / /var/www/headlines/headlines.wsgi
WSGIDaemonProcess headlines
<Directory /var/www/headliness>
WSGIProcessGroup headlines
WSGIApplicationGroup %{GLOBAL}
Order deny,allow
Allow from all
</Directorys>
</VirtualHost>
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Save the file and quit nano. Now, disable our old site, enable the new one, and restart
Apache by running the following commands:

sudo a2dissite hello.conf
sudo a2enssite headlines.conf

sudo service apache2 reload

Try and visit the IP address of your VPS from your local machine, and if all

went as expected, you should see the news headline as before! If not, don't worry.
It's easy to make a mistake in some piece of configuration. It's most likely that your
headlines.wsgi or headlines.conf file has a small error. The easiest way to find
this is by looking at the most recent errors in your Apache error log, which would
have been triggered when you attempted to visit the site. View this again with the
following command:

sudo tail -fn 20 /var/log/apache2/error.log

Summary

That's it for this chapter. The major takeaways of this chapter were taking a look at
how routing, both static and dynamic, are handled in Flask. You also learned a fairly
messy way of formatting data using HTML and returning this to the user.

In the next chapter, we'll take a look at cleaner ways to separate our HTML code
from our Python code using Jinja templates. We'll also have our app display more
than a single news story.

[28]

www.hellodigi.ir


http://www.it-ebooks.info/

Using Templates in Our
Headlines Project

In the last chapter, we saw one way of combining static HTML with dynamic content
for creating a web page. But it's messy, and we don't want to hack away at Python
strings for building our web pages. Mixing HTML and Python is not ideal for a few
reasons: for one, it means if we ever want to change static text, such as that which
appears in our headings, we have to edit our Python files, which also involves
reloading these files into Apache. If we hire frontend developers to work on HTML,
we run the risk of them breaking the unfamiliar Python code by mistake, and it's

far more difficult to structure any other frontend code such as JavaScript and CSS
correctly. Ideally, we should aim for complete segregation between the frontend and
backend components. We can achieve this to a large extent using Jinja, but as with
most aspects of life, some compromise will be necessary.

By the end of this chapter, we'll have extended our application to display more than
a single headline for the chosen publication. We'll display several articles for each
publication, each one having a link to the original article, and our logic and view
components will largely be separated. In this chapter, we'll cover the following topics:
* Introducing Jinja
* Basic use of Jinja templates

* Advanced use of Jinja templates
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Introducing Jinja

Jinja is a Python template engine. It allows us to easily define dynamic blocks of
HTML which are populated by Python. HTML templates are useful even for static
websites which have multiple pages. Usually, there are some common elements,
such as headers and footers, on every page. Although it is possible to maintain each
page individually for static websites, this requires that a single change be made in
multiple places if the change is made to a shared section. Flask was built on top of
Jinja, so although it is possible to use Jinja without Flask, Jinja is still an inherent part
of Flask, and Flask provides several methods to work directly with Jinja. Generally,
Flask assumes nothing about the structure of your application except what you tell
it, and prefers providing functionality through optional plugins. Jinja is somewhat of
an exception to this. Flask gives you Jinja by default, and assumes that you store all
your Jinja templates in a subdirectory of your application named templates.

Once we've created templates, we'll make calls from our Flask app to render these
templates. Rendering involves parsing the Jinja code, inserting any dynamic data,
and creating pure HTML to be returned to a user's browser. All of this is done
behind the scenes though, so it can get a bit confusing as to what is being done
where. We'll take things one step at a time.

Basic use of Jinja templates

The first step to using Jinja templates is creating a directory in our application to
contain our template files, so navigate to your headlines directory, and create a
directory called templates. Unlike the previous steps, this name is expected by

other parts of the application and is case sensitive, so take care while creating it.

At the most basic level, a Jinja template can just be an HTML file, and we'll use

the .html extension for all our Jinja templates. Create a new file in the templates
directory called home . html. This will be the page that our users see when visiting our
application, and will contain all the HTML that we previously had in a Python string.

. We'll only be using Jinja to build HTML files in this book, but Jinja
is flexible enough for use in generating any text-based format.

Although we use the . html extension for our Jinja templates, the
files themselves will not always be pure HTML.

For now, put the following static HTML code into this file. We'll look at how to pass
dynamic data between Python and our templates in the next step.

<html>
<head>
<title>Headlines</title>
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</head>

<body>
<hl>Headlines</hl>
<b>title</b><br />
<i>published</i><br />
<p>summary</p>

</body>

</html>

Now in our Python code, instead of building up the string and returning that in our
routing function, we'll render this template and return it. In headlines.py, add an
import at the top:

from flask import render template

The render_template function is the magic which takes a Jinja template as input
and produces pure HTML, capable of being read by any browser, as the output.
For now, some of the magic is lost, as we'll give it pure HTML as input and view
the same as output in our browser.

Rendering a basic template

In your get_news () function, remove the return statement, which contains our
triple-quoted HTML string as well. Leave the previous lines which grab the data
from feedparser, as we'll be using that again soon.

Update the return statement, so that the get_news () function now looks as follows:

@app.route ("/")

@app.route ("/<publication>"

def get news (publication="bbc") :
feed = feedparser.parse (RSS_FEEDS [publication])
first _article = feed['entries'] [0]
return render template("home.html")

Although our current HTML file is pure HTML and not yet using any of the Jinja
syntax that we'll see later, we're actually already doing quite a bit of magic. This call
looks in our templates directory for a file named home . html, reads this, parses any
Jinja logic, and creates an HTML string to return to the user. Once you've made both
the preceding changes, run your application again with python headlines.py, and
navigate to localhost :5000 in your browser.
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Again, we've gone a step backwards in order to advance. If you run the app and
view the result in your browser now, you should see something similar to our
original page, except that instead of the real news data, you'll just see the strings
title, published, and summary as seen in the following image:

Headlines *

& localhost - v B U 3 A © =

Headlines

title
published

summary

Let's take a look at how to populate these fields inside our render_template call so
that we can see real news content again.

Passing dynamic data to our template

First, in our Python file, we'll pass each of these as named variables. Update the
get_news () function again, and pass all the data that you need to display to the
user as arguments to render_template (), as follows:

@app.route ("/")

@app .route ("/<publication>"

def get news (publication="bbc") :
feed = feedparser.parse(RSS_FEEDS [publicationl])
first article = feed['entries'] [0]

render template("home.html",
title=first article.get("title"),
published=first article.get ("published"),
summary=£first article.get ("summary"))

The render_template function takes the filename of the template as its first
argument, and can then take an arbitrary number of named variables as subsequent
arguments. The data in each of these variables will be available to the template, using
the variable name.
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Displaying dynamic data in our template

In our home . html file, we simply need to put two braces on either side of our
placeholders. Change it to look like the following:

<html>
<head>
<title>Headlines</titles>
</head>
<body>
<hl>Headlines</hl>
<b>{{title}}</b><br />
<i>{{published}}</i><br />
<p>{{summary}}</p>
</body>
</html>

Double braces, {{ }}, indicate to Jinja that anything inside them should not be taken
as literal HTML code. Because our placeholders, title, published, and summary, are

the same as our Python variable names passed into the render template call, just
adding the surrounding braces means that the render_template call will substitute
these for the real data, returning a pure HTML page. Try it out to make sure that we
can see real news data again, as seen in the following image:

%) Headlines - Mozilla Firefox

Headlines

€ @ localhost v T B »

Headlines

Former US First Lady Nancy Reagan dies
Sun, 06 Mar 2016 17:45:36 GMT

Former First Lady Nancy Reagan - whose marriage to Ronald Reagan was
described as the US presidency's greatest love affair - has died aged 94.

Advanced use of Jinja templates

Now we have perfect separation of our backend and frontend components, but our
application doesn't do anything more than it did before. Let's take a look at how to
display multiple news articles from a selected publication. We don't want to add
three new arguments to our render_template call for each article (or dozens of
additional arguments if we ever decide that we want to display more than just the
title, date, and summary of an article).
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Fortunately, Jinja can take over some of the logic from Python. This is where we have
to be careful: we spent all that effort to separate our logic and view components, and
when we discover how powerful the Jinja language actually is, it's tempting to move
a lot of the logic into our template files. This would leave us back where we started
with code that is difficult to maintain. However, in some cases it's necessary for our
frontend code to handle some logic, such as now where we don't want to pollute our
backend code with too many repeated arguments.

Using Jinja objects

The first thing to learn is how Jinja handles objects. All of the basic Python data
structures, such as variables, objects, lists, and dictionaries, can be understood by
Jinja and can be processed in a very similar way to what we are used to in Python.
For example, instead of passing each of the three components of our article separately
to our template, we could have passed in the first_article object and dealt with
the separation in Jinja. Let's see how to do that. Change the Python code to pass in

a single-named argument to render_template, thatis first_article, and the
frontend code to grab the bits we need from this.

The render template call should now look like this:

render template("home.html", article=first article)

The template now has a reference called article, which we can use to get the same
result as before. Change the relevant part of the home.html to read as follows:

<b>{{article.title}}</b><br />
<i>{{article.published</i><br />
<p>{{article.summary}}</p>

Note that accessing items from a dictionary is slightly different in Jinja as compared
to Python. We use a full stop to access properties, so to access the title of the article,
we use {{article.title}} as in the preceding example, instead of the Python
equivalent article["title"] or article.get ("title").Our code is again neater,
but yet again has no additional functionality.

Adding looping logic to our template

Without much extra effort, we can make the whole list of articles available to Jinja.
In the Python code, change the render template call to read as follows:

render template("home.html", articles=feed['entries'])
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You can remove the line directly above the preceding one in the code which defines
the first_article variable, as we won't need it any more. Our template now has
access to the full list of articles that we fetch through feedparser.

In our Jinja template, we could now add {{articles}} or {{articles[0]}} to

see a full dump of all the information we're now passing, or just a dump of the first
article respectively. You can try this as an intermediate step if you're curious, but in
our next step we'll be looping through all the articles and displaying the information
we want.

By giving our template more data to work with, we're passing along some of the
logic responsibility that should ideally be handled by our Python code, but we can
also deal with this very cleanly in Jinja. Similar to the way we use double braces,
{{ }}, toindicate variables, we use the brace and percentage combination, {% %},
to indicate control logic. This will be clearer by looking at an example. Change the
<body> part of the template code to read as follows:

<body>
<hl>Headlines</hl>
{$ for article in articles %}
<b>{{article.title}}</b><br />
<i>{{article.published}}</i><br />
<p>{{article.summary}}</p>
<hr />
{% endfor %}
</body>

We can see that the Jinja for loop is similar to Python. It loops through the articles list
that we've passed in from the Python code, and creates a new variable, article, for
each iteration of the loop, each time referring to the next item in the list. The article
variable can then be used like any other Jinja variable (using the double braces).
Because whitespace in Jinja is irrelevant, unlike Python, we must define where

our loop ends with the {% endfor %} line. Finally, the <hr /> in HTML creates a
horizontal line which acts as a separator between each article.
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Run the application locally with the new template file, and view the results in your
browser. You should see something similar to the following image:

@ @ @ Headlines - Mozilla Firefox

Headlines *

€ | @ localhost v T B »

Headlines

Former US First Lady Nancy Reagan dies
Sun, 06 Mar 2016 17:45:36 GMT

Former First Lady Nancy Reagan - whose marriage to Ronald Reagan was
described as the US presidency's greatest love affair - has died aged 94.

Npower to cut up to 2,500 jobs in UK
Sun, 06 Mar 2016 17:04:23 GMT

Energy firm Npower is to cut up to 2,500 jobs, more than a fifth of its UK
workforce, with details to be announced this week.

Johnson attacks EU deal on sovereignty
Sun, 06 Mar 2016 17:39:42 GMT

EU reforms on the issue of UK sovereignty are "not achievable” and the
government has not delivered "fundamental change”, Boris Johnson says.

Iranian billionaire sentenced to death
Sun, 06 Mar 2016 15:47:29 GMT

Billionaire Iranian businessman Babak Zanjani, accused by the West of
sanctions-busting, has been sentenced to death for corruption, Iranian officials
say.

Adding hyperlinks to our template

Now we want to link each headline to the original article. Our user will probably
find this useful —if a headline seems interesting, he or she can easily get to the full
text of the article to read it. The owner of the RSS feed will also often require or
request that anyone who uses the feed links back to the original articles. (Again,
check for terms and conditions as published along with most big feeds.) Because
we're passing the whole article object to our template already, we won't need to
make any further changes to our Python code to achieve this; we simply need to
make use of the extra data already available to us.

In the template file, search for the following;:
<b>{{article.title}}</b><br />
Change this line to the following:

<b><a href="{{article.link}}">{{article.title}}</a></b><br />
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If you're new to HTML, then there's quite a bit going on here. Let's pull it apart: the
<a> tag in HTML indicates a hyperlink (usually displayed by default as blue and
underlined in most browsers), the href attribute specifies the destination or URL of
the link, and the link ends with the </a> tag. That is, any text between <a> and </a>
will be clickable, and will be displayed differently by our user's browser. Note that
we can use the double braces to indicate a variable even within the double quotation

marks used to define the destination attribute.

If you refresh the page in your browser, you should now see the headlines as bold
links, as in the following image, and clicking on one of the links should take you to

the original article.

@ @ © Headlines - Mozilla Firefox
Headlines * s

€ localhost -

Headlines

Former US First Lady Nancy Reagan dies
Sun, 06 Mar 2016 17:45:36 GMT

Former First Lady Nancy Reagan - whose marriage to Ronald Reagan was
described as the US presidency’s greatest love affair - has died aged 94.

ws »

Npower to cut up to 2,500 jobs in UK
Sun, 06 Mar 2016 17:04:23 GMT

workforce, with details to be announced this week.

Energy firm Npower is to cut up to 2,500 jobs, more than a fifth of its UK

Johnson attacks EU deal on sovereignty
Sun, 06 Mar 2016 17:39:42 GMT

EU reforms on the issue of UK sovereignty are "not achievable" and the
government has not delivered "fundamental change”, Boris Johnson says.

Iranian billionaire sentenced to death
Sun, 06 Mar 2016 15:47:29 GMT

say.

Billionaire Iranian businessman Babak Zanjani, accused by the West of
sanctions-busting, has been sentenced to death for corruption, Iranian officials

Pushing our code to the server

Now is a good time to push the code to our VPS. This is the last time we'll break
down the steps of how to do this, but hopefully, you'd be familiar enough with
Git and Apache by now that there won't be anything unexpected. On your local

machine, from the headlines directory, run:

git add headlines.py
git add templates
git commit -m "with Jinja templates"

git push origin master
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And on your VPS (SSH into it as usual), change to the appropriate directory, pull the
updates from the Git repository, and restart Apache to reload the code:

cd /var/www/headlines
git pull

sudo service apache2 reload

Make sure everything has worked by visiting the IP address of your VPS from the
web browser on your local machine and checking that you see the same output that
we saw locally, as seen in the following image:

Headlines - Mozilla Firefox

Headlines New Tab

€ 188.166.46.59 v c * B »

Headlines

Former US First Lady Nancy Reagan dies
Sun, 06 Mar 2016 17:45:36 GMT

Former First Lady Nancy Reagan - whose marriage to Ronald Reagan was
described as the US presidency's greatest love affair - has died aged 94.

Npower to cut up to 2,500 jobs in UK
Sun, 06 Mar 2016 17:04:23 GMT

Energy firm Npower is to cut up to 2,500 jobs, more than a fifth of its UK
workforce, with details to be announced this week.

Johnson attacks EU deal on sovereignty
Sun, 06 Mar 2016 17:39:42 GMT

EU reforms on the issue of UK sovereignty are "not achievable" and the
government has not delivered "fundamental change", Boris Johnson says.

Iranian billionaire sentenced to death
Sun, 06 Mar 2016 15:47:29 GMT

Billionaire Iranian businessman Babak Zanjani, accused by the West of
sanctions-busting, has been sentenced to death for corruption, Iranian officials
say.

Summary

We now have a basic news summary site! You can display recent news from a
number of different websites, see the headline, date, and summary for each recent
article, and can click on any headline to visit the original article. You've only seen a
tiny sample of the power of the Jinja language though —as we expand this project
and other projects in future chapters, you'll see how it can be used for inheritance,
conditional statements, and more.

In the next chapter, we'll add weather and currency information to our application,
and look at ways to interact with our users.
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Remember how we allowed the user to specify the publication to be viewed by
using <variables parts in our URL? Although we were effectively getting input
from our user, it's a way of retrieving input that has some pretty heavy limitations.
Let's look at some more powerful ways to interact with our users, and add some
more useful information to our application. We'll be making quite a few incremental
changes to our code files from here on, so remember that you can always refer to the
accompanying code bundle if you need an overview at any point.

In this chapter, we'll look at some more flexible and powerful ways to get input.
We'll also bump into some more advanced Git features along the way, and take a
moment to explain how to use them.

We'll cover the following topics in this chapter:

* Getting user input using HTTP GET
* Getting user input using HTTP POST

* Adding weather and currency data

Getting user input using HTTP GET

HTTP GET requests are the simplest way of retrieving input from the user.
You might have noticed question marks in URLs while browsing the Web.

When submitting a term in the search box on the website, your search term
will usually appear in the URL, and look something like this:

example.com/search?query=weather
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The bit after the question mark represents a named GET argument. The name

is query and the value, weather. Although arguments like these are usually
automatically created through HTML input boxes, the user can also manually
insert them into the URL, or they can be part of a clickable link that is sent to the
user. HTTP GET is designed to get limited, non-sensitive information from the
user in order for the server to return a page as requested by the GET arguments.
By convention, GET requests should never modify the server state in a way that
produces side effects, that is, the user should be able to make exactly the same
request multiple times and always be given exactly the same results.

GET requests are, therefore, ideal for allowing our user to specify which publication
to view. Let's extend our Headlines project to incorporate selecting a headline based
on a GET request. First, let's modify the Python code to do the following;:

* Import the request context from Flask

* Remove the dynamic URL variable

* Check to see if the user has entered a valid publication as a GET argument

* Pass the user query and the publication to the template

Update the headlines.py file as follows:

import feedparser

from flask import Flask

from flask import render template
from flask import request

app = Flask(_name )

RSS_FEEDS = {'bbc': 'http://feeds.bbci.co.uk/news/rss.xml',
'cnn': 'http://rss.cnn.com/rss/edition.rss',
'fox': 'http://feeds.foxnews.com/foxnews/latest',
'iol': 'http://www.iol.co.za/cmlink/1.640'}

@app.route ("/")
def get news():
query = request.args.get("publication")
if not query or query.lower() not in RSS FEEDS:
publication = "bbc"
else:
publication = query.lower ()
feed = feedparser.parse (RSS_FEEDS [publication])

return render template("home.html",
articles=feed['entries']

[40]

www.hellodigi.ir


http://www.it-ebooks.info/

Chapter 4

if name == " main ":

app.run (port=5000, debug=True)

The first new change is a new import for Flask's request context. This is another piece
of Flask magic that makes our life easier. It provides a global context which our code
can use to access information about the latest request made to our application. This
is useful for us, because the GET arguments that our user passes along as part of a
request are automatically available in request . args, from which we can access
key-value pairs as we would with a Python dictionary (although it is immutable).
The request context simplifies some other parts of request handling as well, which
means that we don't have to worry about threads or the ordering of requests.

You can read more about how the request context works, and what it does, at the
following website:

http://flask-cn.readthedocs.org/en/latest/regcontext/

We check to see if this has the publication key set by using the get () method,
which returns None. if the key doesn't exist. If the argument is there, we make sure
that the value is valid (that is, it is accounted for by our RSS_FEEDS mapping), and if
it is, we return the matching publication.

We can test out the code by visiting our URL followed by the get argument, for
example: localhost:5000/?publication=bbc. Unfortunately, from our user's
experience, we've made the application less user-friendly, instead of more. Why did
we do this? It turns out that our user doesn't have to modify the URL by hand —with
a very small change, we can have the URL arguments populated automatically so
that the user doesn't have to touch the URL at all. Modify the home . html template,
and add the following HTML below the heading;:

<form>
<input type="text" name="publication" placeholder="search" />
<input type="submit" value="Submit" />

</form>

This is quite straightforward, but let's pick it apart to see how it all works. First we
create an HTML form element. By default, this will create an HTTP GET request
when submitted, by passing any inputs as GET arguments into the URL. We have

a single text input which has the name publication. This name is important as the
GET argument will use this. The placeholder is optional, but it will give our user a
better experience as the browser will use it to indicate what the text field is intended
for. Finally, we have another input of type submit. This automatically creates a nice
Submit button for our form which, when pressed, will grab any text in the input and
submit it to our Python backend.
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Save the template, and reload the page to see how it works now. You should see the
input form at the top of the page, as seen in the following screenshot. We've gained
a lot of functionality for four lines of HTML, and now we can see that, although GET
arguments initially looked like they were creating more mission and admin, they
actually make our web application much simpler and more user-friendly.

Headlines - Mozilla Firefox

Headlines New Tab
€ | @ localhost v C B » =
Headlines

Submit

Former US First Lady Nancy Reagan dies
Sun, 06 Mar 2016 17:45:36 GMT

Former First Lady Nancy Reagan - whose marriage to Ronald Reagan was
described as the US presidency's greatest love affair - has died aged 94.

Npower to cut up to 2,500 jobs in UK
Sun, 06 Mar 2016 18:12:37 GMT

Energy firm Npower is to cut up to 2,500 jobs, more than a fifth of its UK
workforce, with details to be announced this week.

Johnson attacks EU deal on sovereignty
Sun, 06 Mar 2016 17:39:42 GMT

EU reforms on the issue of UK sovereignty are "not achievable" and the
government has not delivered "fundamental change", Boris Johnson says.

Iranian billionaire sentenced to death
Sun, 06 Mar 2016 15:47:29 GMT

Billionaire Iranian businessman Babak Zanjani, accused by the West of
sanctions-busting, has been sentenced to death for corruption, Iranian officials
say.

Getting user input using HTTP POST

The alternative to HTTP GET is HTTP POST, and it may not always be immediately
obvious which one to use. HTTP POST is used to post larger chunks of data or

more sensitive data to the server. Data sent through POST requests is not visible in
the URL, and although this does not make it inherently more secure (it does not by
default provide encryption or validation), it does offer some security advantages.
URLs are often cached by the browser and suggested through autocomplete features
next time the user types in a similar URL.
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Data sent through GET requests may, therefore, be retained. Using POST also
prevents someone from seeing the data by looking over the user's shoulder (shoulder
surfing). Passwords especially are often obscured on input by using HTML password
fields, making them appear as asterisks (********) or dots (® ®®®®** ) in the browser.
The data would still be clearly visible in the URL if sent using GET however, and so
POST should always be used instead.

Although our search query is hardly confidential or excessively long, we're going
to take a moment now to see how we'd implement the same functionality using
POST instead of GET. If you just want to get ahead with finishing off our Headlines
application, feel free to skip this section, but keep in mind that we'll be using POST
requests in later projects without extended explanation. Once we're done with the
POST example, we'll revert our application to the state it is currently in (using the
GET request), as this is much more suitable for our use case.

Creating a branch in Git

To make a change to our code base that we're not sure if we want, we'll use

Git's branch functionality. Think of a branch as being like a fork in a road, except

we can at any time change our mind and go back to the decision point. First, we need
to make sure our current branch (master) is up to date — that all our local changes

are committed. Open a terminal, and run the following commands from the
headlines directory:

git add headlines.py
git add templates/home.html
git commit -m "Using GET"

git push origin master

We don't strictly need to push it to the server — Git keeps a full revision history locally,
and our changes would still be theoretically safe without the push. However, our code
is in a working state, so there's no harm making the backup to remote. Now we're
going to create the new branch and switch to using it to make our next set of changes:

git branch post-requests

git checkout post-requests

We're now working in a new branch of our codebase. Usually, we'd eventually
merge this branch back into our master branch, but in our case, we'll just abandon it
once we're done with what we need. It's quite hard to visualize what's happening as
Git does most things behind the scenes, so it's worth reading up about Git if you're
interested, and are likely to use it for future projects. Otherwise, just think of this as
a checkpoint so that we can freely experiment without the worry of messing up

our code.
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Adding POST routes in Flask

To use a POST request, we need to make some small changes to our Python
and HTML code. In the headlines.py file, make the following changes:

* Change request.args.get to request.form.get

. Change @app.route ("/") to @app.route ("/", methods=['GET',
'"POST'])

The reason for the first change is that we are now grabbing the user data from a form,
so Flask automatically makes this available to us in request . form. This works the
same way as request .get except that it gathers data from POST requests instead of
from GETs. The second change is not quite as obvious. What we haven't mentioned
before is that all route decorators can specify how the function can be accessed: either
through GET requests, POST requests, or both. By default, only GET is permitted, but
we now want our default page to be accessible by either GET (when we just visit the
home main page and are given BBC as a default), or POST (for when we've requested
the page through our form with the additional query data). The methods parameter
accepts a list of HTTP methods which should be permitted to access that particular
route of our application.

Making our HTML form use POST

Our template needs similar changes. Change the opening <form> tag in the
home . html file to read:

<form action="/" method="POST">

Just as with Flask, HTML forms use GET by default, so we have to explicitly define
that we want to use POST instead. The action attribute isn't strictly necessary, but
usually, when we use POST, we redirect users to a confirmation page or similar, and
the URL for the following page would appear here. In this case, we're explicitly saying
that we want to be redirected to the same page after our form has been submitted.

Save the changes to the Python and HTML files, and refresh the page in your
browser to see the changes take effect. The functionality should be exactly the

same except that we don't see any data in the URL. This can be cleaner for many
applications, but in our case, it is not what we want. For one, we'd like the search
term to be cached by our users' browsers. If a user habitually makes a query for FOX,
we want the browser to be able to autocomplete this after he begins typing in the
URL for our application. Furthermore, we'd like our users to be able to easily share
links that include the query.
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If a user (let's call him Bob) sees a bunch of interesting headlines after typing cnn
into our application, and wants to share all of these headlines with another user
(Jane), we don't want Bob to have to message Jane, telling her to visit our site, and
type a specific query into the search form. Instead, Bob should be able to share a URL
that allows Jane to directly visit the page exactly as he saw it (for example, example.
com/?publication=cnn). Jane can simply click on the link sent by Bob and view the
same headlines (assuming she visits our page before the RSS feed is updated).

Reverting our Git repository

We need to revert the code to how we had it before. Because all the changes in the
previous section were made in our experimental post-request branch, we don't need
to manually re-edit the lines we changed. Instead, we'll commit our changes to this
branch, and then switch back to our master branch, where we'll find everything as
we left it. In your terminal, run the following;:

git add headlines.py
git add templates/home.html
git commit -m "POST requests"

git checkout master

Open the headlines.py and templates/home.html files to be sure, but they should
be exactly as we left them before experimenting with POST!

Adding weather and currency data

Now let's add some more functionality. We're showing media headlines from three
different sources, but our user is probably interested in more than current affairs.
We're going to see how easy it is to display the current weather and some exchange
rates at the top of the page. For the weather data, we'll be using the OpenWeatherMap
AP], and for currency data, we'll be using Open Exchange Rates. At the time of writing,
these APIs are freely available, although they both require registration.
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Introducing the OpenWeatherMap API

In your web browser, visit the URL http://api.openweathermap.org/data/2.5/
weather?g=London, uk&units=metric&appid=cb932829eacb6ale9eedf38bfbfll2

ed. You should see something that looks similar to the following screenshot:

httpy//apiopenw...JeedFIBbFbF112ed X

“ spenweathermsp.org - W B8 + &4 & =

{"coord":{"lon":-0.13,"lat":51.51}, "weather":

[{"id":801, "main":"Clouds","description":"few
clouds","icon":"02n"}], "base":"stations", "main":
{"temp":6.56,"pressure":1010, "humidity":52,"temp min":5,"t
emp max":8},"visibility":10000, "wind":
{"speed":4.1,"deg":300}, "clouds":
{"all":20},"dt":1456166260,"sys":

{"type":1,"1d":5091, "message":0.0483, "country":"GB", "sunri
se":1456124409,"sunset":1456162117}, "id":2643743, "name": "L
ondon", "cod":200}

This is the JSON weather data for London which is designed to be read automatically
instead of by humans. Before looking at how to go about reading this data into our
Headlines application, note that the URL we visited has an appid parameter. Even
though the weather data is provided for free, every developer who accesses the data
needs to sign up for a free account with OpenWeatherMap, and get a unique API key
to pass as the value for the appid parameter. This is to prevent people from abusing
the API by making too many requests, and hogging the available bandwidth. At the
time of writing, OpenWeatherMap allows 60 calls to the API per minute and 50,000
per day as part of their free access plan, so it's unlikely that we'll be hitting these
limits for our project.

Signing up with OpenWeatherMap

You should sign up for your own API key instead of using the one published in

this book. Generally, your API key should remain a secret, and you should avoid
sharing it (especially avoid publishing it in a book). To get your own API key, head
over to www . openweathermap.org, and complete their sign-up progress by clicking
the sign-up link at the top of the page. Fill out an e-mail address, username, and
password. The registration page should look similar to the following screenshot:
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P L ——

& Email Us QWeatherinyourcity #ISignin @ SignUp

Home Weather [V ERS API Price Stations

@ OpenWeatherMap

Home

Sign Up

Create New Account

[ lagreeto the Terms of Service and Privacy Policy

Create Account

Retrieving your OpenWeatherMap API key

Once you've signed up, you'll be able to log into OpenWeatherMap. You can the find
your personal API key by navigating to home . openweathermap . org and scrolling
down to the API key text box. You should see your API key as indicated by the red

rectangle in the following image:

Members x

€))L openweathermaparg

= Email Us Q Weather inyourcity @ Hello sixhobbits

Home Weather Maps ~ API Price Stations News

@: OpenWeatherMap

Home

My Home

Username sixhobbits

Email regcattermole@gmail.com
Full name
Save
APl key cb932829eachbbaleIeedf38bfbf112ed
Reset APPID

Copy the key to your clipboard, as we'll be using it in our Python code soon.
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Parsing JSON with Python

Now we can access structured weather data over HTTP by using a URL. But doing
so in our browser isn't much good, as we want to read this data automatically from
our Python code. Luckily, Python has a bunch of useful standard libraries for exactly
this use case!

Introducing JSON

JSON is a structured data format very similar to a Python dictionary, as should be
apparent from the preceding sample. In fact, in this case it's identical, and we could
very simply convert it to a Python dictionary to use in our Flask application by
loading it as a string and running the built-in Python eval function on it. However,
JSON is not always identical to a Python dictionary. For example, it uses true and
false instead of True and False (note the case difference) —and passing anything
that we don't have full control over to eval () is generally a bad idea. Therefore,
we'll use the Python json library to safely parse it. We'll also use the Python
urllib2 library to download the data from the web, and the Python ur11ib library
to correctly encode URL parameters.

Retrieving and parsing JSON in Python

For retrieving and parsing JSON in Python, the first step is to add the three new
imports that we need to our headlines.py file:

import json
import urllib2
import urllib

Style tip:

\ For good Python style, keep the imports ordered alphabetically.
~ You can read more about the conventions for ordering imports
Q at the following site: https://www.python.org/dev/peps/
pep-0008/#imports

Now add a new function, get_weather (), which will make a call to the weather API
with a specific query. It's pretty straightforward, and looks like the following code.
Replace the <your-api-key-here> placeholder with the API key that you copied
from the OpenWeatherMap page.

def get weather (query) :
api_url = http://api.openweathermap.org/data/2.5/
weather?g={}&units=metric&appid=<your-api-key-here>
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query = urllib.quote (query)

url = api url.format (query)

data = urllib2.urlopen(url) .read()
parsed = json.loads (data)

weather = None

if parsed.get ("weather") :

weather = {"description":
parsed["weather"] [0] ["description"],
"temperature" :parsed["main"] ["temp"],

"city":parsed["name"]

}

return weather

We use the same URL we looked at earlier in our browser, but we make the query
part-configurable so that the city for which we retrieve the weather data is dynamic.
We use urllib.quote () on the query variable, as URLs cannot have spaces in them,
but the names of the cities that we want to retrieve weather for may contain spaces.
The quote () function handles this for us by, for example, translating a space to "$20

", which is how spaces are represented in URLs. Then we load the data over HTTP

into a Python string by using the ur11ib2 library. As in our feedparsing example,
downloading data over the Internet is always potentially unstable, and for a real-world
application, we would need to add some exception handling, and retry logic here.

We then use the json library's 1oads () function (load string) to convert the JSON string
that we downloaded into a Python dictionary. Finally, we manually build up a simpler
Python dictionary based on the JSON one returned by the API, as OpenWeatherMap
supplies a whole bunch of attributes that we don't need for our application.

Using our weather code

Now make two small changes to the get_news () function in order to use our
get_weather () function. We need to call the get_weather () function (for now
we'll just pass in London as a constant), and then pass the weather data to our
template. The get_news () function should now look as follows:

@app.route ("/")
def get news() :
query = request.args.get ("publication")
if not query or query.lower() not in RSS FEEDS:
publication = "bbc"
else:
publication = query.lower ()
feed = feedparser.parse (RSS_FEEDS [publication])
weather = get weather ("London, UK")
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return render template("home.html",
articles=feed["entries"],
weather=weather)

This now loads the simplified data for London into the weather variable, and passes
it along to our template file so that we can display the data to our users.

Displaying the weather data

Now we just need to adapt our template to account for the extra data. We'll display
the weather data just above the news headlines, and add some level 2 headings to
keep the different sections of our application organized.

Add the following three lines to the home .html template, right after the opening
<hl> tag:

<body>
<hl>Headlines</hl>
<h2>Current weather</h2>
<p>City: <b>{{weather.city}}</b></p>
<p>{{weather.description}} |{{weather.temperature}}&#8451;</p>
<h2>Headlines</h2>

There's nothing here that we haven't seen before. We simply grab the sections we
want out of our weather variable using braces. The funny &#8451; part is to display
the symbol for degrees Celsius. If you're one of those people who is able to make
sense of the notion of Fahrenheit, then remove the sunits=metric from the API
URL (which will tell OpenWeatherData to give us the temperatures in Fahrenheit),
and display the F symbol for our users by using &#8457; in your template instead.

Allowing the user to customize the city

As mentioned earlier, we would not always want to display the weather for London.
Let's add a second search box for city! Searching is usually hard, because data input
by users is never consistent, and computers love consistency. Luckily, the API that
we're using does a really good job of being flexible, so we'll just pass on the user's
input directly, and leave the difficult bit for others to deal with.

Adding another search box to our template

We'll add the search box to our template exactly as before. This form goes directly
under the Current weather heading in the home . html file.

<form>
<input type="text" name="city" placeholder="weather search"s
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<input type="submit" value="Submit"s>
</form>

The form defined in the preceding code snippet simply uses a named text input
and a submit button, just like the one we added for the publication input.

Using the user's city search in our Python code

In our Python code, we need to look for the city argument in the GET request. Our
get_news () function is no longer well-named, as it does more than simply getting
the news. Let's do a bit of refactoring. Afterwards, we'll have a home () function that
makes calls to get the news and the weather data (and later on the currency data),
and our get_news () function will again only be responsible for getting news. We're
also going to have quite a few defaults for different things, so instead of hard-coding
them all, we'll add a DEFAULTS dictionary as a global, and whenever our code can't
find information in the GET arguments, it'll fall back to getting what it needs from
there. The changed parts of our code (excluding the imports, global URLs, and the
main section at the end) now look like this:

#

DEFAULTS = {'publication':’bbc',
'city': 'London,UK'}

@app.route ("/")
def home () :
# get customized headlines, based on user input or default
publication = request.args.get ('publication')
if not publication:
publication = DEFAULTS['publication']
articles = get news(publication)
# get customized weather based on user input or default
city = request.args.get('city')
if not city:
city = DEFAULTS['city']
weather = get weather (city)

return render template("home.html", articles=articles,
weather=weather)

def get news(query) :
if not query or query.lower() not in RSS FEEDS:
publication = DEFAULTS ["publication"]
else:
publication = query.lower ()
feed = feedparser.parse(RSS_FEEDS [publication])
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return feed['entries']

def get weather (query) :
query = urllib.quote (query)
url = WEATHER URL.format (query)
data = urllib2.urlopen(url) .read()
parsed = json.loads (data)
weather = None
if parsed.get('weather'):
weather =
{'description':parsed['weather'] [0] ['description'],
'temperature' :parsed['main'] ['temp'],
'city!':parsed['name']
}

return weather

Now we have a good separation of concerns —our get_weather () function gets
weather data, our get_news () function gets news, and our home () function combines
the two and handles the user's input to display customized data to our visitors.

Checking our new functionality

If all went well, we should now have a site that displays customizable news and
weather data. The weather search, as mentioned, is pretty flexible. Give it a go with
some different inputs —you should see a page similar to the following image:

(-] Headlines - Mozilla Firefox

Headlines Pl New Tab x | o

€ localhost | C T B »

Headlines

Current weather
Submit
City: Cape Town
light rain |19.59°C
Headlines
Submit

Former US First Lady Nancy Reagan dies
Sun, 06 Mar 2016 17:45:36 GMT

Former First Lady Nancy Reagan - whose marriage to Ronald Reagan was
described as the US presidency's greatest love affair - has died aged 94.

Npower to cut up to 2,500 jobs in UK
Sun, 06 Mar 2016 18:12:37 GMT

Energy firm Npower is to cut up to 2,500 jobs, more than a fifth of its UK
workforce, with details to be announced this week.
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Handling duplicate city names

The OpenWeatherMap API handles duplicate city names well, although the defaults
are sometimes a bit counter-intuitive. For example, if we search for Birmingham,
we'll get the one in the USA. If we want to look for the Birmingham in the UK,

we can search for Birmingham, UK. In order to not confuse our viewers, we'll

make a small modification for displaying the country next to the city. Then they'll
immediately be able to see if they get results for a city different from what they were
expecting. If you examine the full API response from our weather call, you'll find the
country code listed under sys —we'll grab that, add it to our custom dictionary, and
then display it in our template.

In the get_weather function, modify the line where we build the dictionary:

weather = {'description': parsed['weather'] [0] ['description'],
'temperature': parsed['main'] ['temp'],
'city': parsed['name'l],
'country': parsed['sys'] ['country']

}
And in our template, modify the line where we display the city to read as follows:
<p>City: <b>{{weather.city}}, {{weather.country}}</b></p>

Check that its working - if you restart the application and reload the page, you
should see that typing Birmingham into to the Current weather search box now
displays the country code next to the city name.

& Headlines - Mozilla Firefox

Headlines B New Tab

€ | @ localhost: - wBa » =

Headlines

Current weather
Submit
City: Birmingham, US
clear sky [15.41°C
Headlines
Submit

Former US First Lady Nancy Reagan dies
Sun, 06 Mar 2016 17:45:36 GMT

Former First Lady Nancy Reagan - whose marriage to Ronald Reagan was
described as the US presidency's greatest love affair - has died aged 94.

Npower to cut up to 2,500 jobs in UK
Sun, 06 Mar 2016 18:12:37 GMT

Energy firm Npower is to cut up to 2,500 jobs, more than a fifth of its UK
workforce, with details to be announced this week.
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Currency

Currency data is considered more valuable than weather data. Many commercial
services offer APIs that are frequently updated and very reliable. However, the free
ones are a bit rare. One service that offers a limited API for free is Open Exchange
Rates —and again, we need to register a free account to get an API key.

Getting an API key for the Open Exchange
Rates API

Head over to openexchangerates.com, and complete their registration process.
After clicking on the Sign up link, it may look like they only have paid plans, as
these are more prominently displayed. However, underneath the large paid plan
options, there is a single line of text describing their free offering with a link to select
it. Click on this, and enter your details.

If you are not automatically redirected, head over to your dashboard on their site,
and you'll see your API key (App ID) displayed. Copy this, as we'll need to add it
to our Python code. You can see an example of where to find your API key in the
following screenshot:

open exchange rates

App ID & Account Dashboard

Welcome to your account dashboard!
Dashboard / App ID
* Go Pro You can get started right away by reading the Quick Start Guide, which explains
the very basics of the API.

Edit Account Details

Usage Statistics .
L For a more in-depth view of things, check out the Documentation.
of out

Your App ID

Have any guestions or feedback?

Please get in touch. Thanks!
This is your App ID, which you can use to query the Open Exchange Rates API. If
you're using third-party extensions, plugins or software, enter this key where

requested:

QZchdd aab584f4580e4e2bi N >

To use your App ID, append it to the API URL, eg:

http://openexchangerates.org/api/latest.json?app id=b23c94daab584F4580ede2
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Using the Open Exchange Rates API

The currency API returns JSON just like the weather API, so we can integrate it into
our Headlines application very easily. We need to add the URL as a global, and then
add a new function to calculate rates. Unfortunately, the free version of the API is
restricted to returning all the major currencies against the United States Dollar, so we
will have to calculate our own approximate rates for conversions not involving the
dollar, and rely on a perfect market to keep our information as accurate as possible
(see http://en.wikipedia.org/wiki/Triangular arbitrage).

Add the variable CURRENCY_URL to your globals below the existing WEATHER_URL,
as seen in the following code snippet. You'll need to substitute your own App ID.

WEATHER URL =
"http://api.openweathermap.org/data/2.5/weather?qg={}
&units=metric&APPID=<your-api-key-here>"

CURRENCY_ URL =
"https://openexchangerates.org//api/latest.json?
app_id=<your-api-key-here>"

Add the get_rates () function as follows:

def get rate(frm, to):
all currency = urllib2.urlopen (CURRENCY URL) .read()

parsed = json.loads(all currency) .get('rates')
frm rate = parsed.get (frm.upper())

to rate = parsed.get (to.upper())

return to_rate/frm rate

Note the calculation that we do at the end. If the request was from USD to any of the
other currencies, we could simply grab the correct number from the returned JSON.
But in this case, the calculation is simple enough, and it's therefore not worth adding
the extra step of logic to work out if we need to do the calculation or not.

Using our currency function

Now we need to call the get_rates () function from our home () function, and
pass the data through to our template. We also need to add default currencies
to our DEFAULTS dictionary. Make the changes as indicated by the highlighted
code that follows:

DEFAULTS = { 'publication': 'bbc',
'city': 'London,UK',
'currency from':'GBP',
'currency to':'USD'
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}

@app.route ("/")
def home () :
# get customized headlines, based on user input or default
publication = request.args.get ('publication')
if not publication:
publication = DEFAULTS['publication']
articles = get news(publication)
# get customized weather based on user input or default
city = request.args.get('city')
if not city:
city = DEFAULTS['city']
weather = get weather (city)
# get customized currency based on user input or default
currency from = request.args.get ("currency from")
if not currency from:
currency from = DEFAULTS|['currency from']
currency to = request.args.get ("currency to")
if not currency to:
currency to = DEFAULTS|['currency to']
rate = get rate(currency from, currency to)

return render template("home.html", articles=articles,
weather=weather,

currency from=currency from, currency
to=currency to, rate=rate)

Displaying the currency data in our template

Finally, we need to modify our template to display the new data. Underneath the
weather section in home . html, add:

<h2>Currency</h2>
1 {{currency from}} = {{currency to}} {{rate}}

As always, check that everything is working in your browser. You should see
the default currency data of the British Pound to US Dollar conversion as in the
following image:
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)} Headlines - Mozilla Firefox

Headlines New Tab

€ localhost v+ C Ww B »

Headlines

Current weather

Submit
City: Birmingham, US
clear sky [15.41°C
Currency
1 GBP = USD 1.42308847199
Headlines

Submik

Former US First Lady Nancy Reagan dies
Sun, 06 Mar 2016 17:45:36 GMT

Former First Lady Nancy Reagan - whose marriage to Ronald Reagan was
described as the US presidency's greatest love affair - has died aged 94.

Npower to cut up to 2,500 jobs in UK
Sun, 06 Mar 2016 18:12:37 GMT

Energy firm Npower is to cut up to 2,500 jobs, more than a fifth of its UK
workforce, with details to be announced this week. s

Adding inputs for the user to select currency

Now we need to add yet another user input to customize which currencies to
display. We could easily add another text search like we did for the previous two,
but this gets messy. We need two bits of input from the user: the from currency and
the to currency. We could add two inputs, or we could ask the user to enter both into
the same input, but the former makes our page pretty cluttered, and the latter means
we need to worry about properly splitting the user input data (which is almost
certainly not consistent). Instead, let's look at a different input element, the HTML
select. You've almost certainly seen these on other web pages —they're drop-down
menus with a list of values that the user can choose from. Let's see how to build them
in HTML, and how to grab the data from them in Flask.
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Creating an HTML select drop-down element

First, let's hard-code four currencies in each drop-down menu. The code should be
inserted right below the Currency heading in the home .html template, and it looks
like this:

<form>
from: <select name="currency from">
<option value="USD">USD</options>
<option value="GBP">GBP</option>
<option value="EUR">EUR</option>
<option value="ZAR">ZAR</option>
</select>

to: <select name="currency to"s>

<option value="USD">USD</option>
<option value="GBP">GBP</option>
<option value="EUR">EUR</option>
<option value="ZAR">ZAR</option>

</select>

<input type="submit" value="Submit"s>

</form>

The name used for the GET request argument is an attribute of the select tag itself
(similar to the name attribute used in our <input type="text"> tags). In our case,
these are currency_fromand currency_to, which we specified in our Python code
earlier. The value is slightly more tricky —we have the value that's passed in our GET
request (for example, currency from=EUR), and then the value that is displayed

to the user. In this case, we'll use the same for both — the currency code —but this is
not compulsory. For example, we could use the full name of the currency, such as
United States Dollar, in the display value, and the code in the value that's passed in
the request. The argument value is specified as an attribute of the option tags, each
a child of <select>. The display value is inserted between the opening and closing
<option> and </option> tags.

Test this out to make sure it's working, by saving the template and reloading the
page. You should see drop-down inputs appear, as in the following image:
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Headlines - Mozilla Firefox

Headlines NewTab

& localhost v| C B »

Headlines

Current weather
Submit
City: Birmingham, US
clear sky |15.41°C
Currency

from: |GBP :|to:|USD || Submit

UsD
1 GBE 1.42308847199
EUR

Heames

Submit

Former US First Lady Nancy Reagan dies
Sun, 06 Mar 2016 17:45:36 GMT

Former First Lady Nancy Reagan - whose marriage to Ronald Reagan was
described as the US presidency's greatest love affair - has died aged 94.

Adding all the currencies to the select input

Of course, we could do what we did in the preceding section for the full list. But
we're programmers, not data capturers, so we'll make the list dynamic, insert the
options using a for loop, and keep our template up-to-date and clean. To get the
list of currencies, we can simply take the keys of our JSON all_currency object, in
order to make our get_rate () function return a tuple — the calculated rate and the
list of currencies. We can then pass the (sorted) list to our template, which can loop
through them and use them to build the drop-down lists. The changes for this are
shown as follows:

Make the following changes in the home () function:

if not currency to:
currency to=DEFAULTS['currency to']

rate, currencies = get rate(currency from, currency to)
return render template("home.html", articles=articles,
weather=weather,
currency from=currency from, currency to=currency to,
rate=rate,
currencies=sorted (currencies))
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In the get _rate () function:

frm rate = parsed.get (frm.upper())
to _rate = parsed.get (to.upper())
return (to rate / frm rate, parsed.keys())

And in the home . html template:

<h2>Currency</h2>
<form>
from: <select name="currency_ from">
{% for currency in currencies %}
<optionvalue="{{currency}}">
{{currency}}</option>
{% endfor %}
</select>

to: <select name="currency to">
{% for currency in currencies %}
<option value="{{currency}}">
{{currency}}</option>
{% endfor %}

</select>
<input type="submit" value="Submit">
</form>
1 {{currency from}} = {{currency to}} {{rate}}

Displaying the selected currency in the drop-down
input

After this, we should easily be able to see the exchange rate for any currency we
want. One minor irritation is that the dropdowns always display the top item by
default. It would be more intuitive for our users if they displayed the currently
selected value instead. We can do this by setting the selected="selected" attribute
in our select tag and a simple, one-line Jinja if statement to work out which line to
modify. Change the for loops for the currency inputs in our home . html template to
read as follows:

For the currency fromloop:

{$ for currency in currencies %}

<option value="{{currency}}"
{{'selected="selected"' if currency from==currency}}>
{{currency}}</options>

{% endfor %}
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For the currency_to loop:

}

<option value="{{currency}}"
{{'selected="selected"' if currency to==currency}}>
{{currency}}</options>

{% endfor %}

{$ for currency in currencies

Reload the application and the page, and you should now be able to select any of
the available currencies from both select inputs, and after the page has loaded with
the desired currency data, the select inputs should automatically display the current
currencies as well, as seen in the following image. After clicking on the select input,
you should also be able to type on your keyboard and select the option based on the
first letters of what you've typed.

Headlines - Mozilla FireFfox

Headlines New Tab

€ @ localhost v C * B »

Headlines

Current weather

Submit
City: London, GB
few clouds |3.26°C
Currency
from: |[EUR < to:|ZAR *|| Submit
1 EUR = ZAR 16.8937357889
Headlines

Submit

Former US First Lady Nancy Reagan dies
Sun, 06 Mar 2016 17:45:36 GMT

Former First Lady Nancy Reagan - whose marriage to Ronald Reagan was
described as the US presidency's greatest love affair - has died aged 94.

We can now see news, weather, and currency data at the same time! You can refer
to the complete code from the code bundle of the chapter.
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Summary

In this chapter, we've looked at the difference between the HTTP GET and POST
requests, and discussed where it's good to use which. Although we have no good
use for HTTP POST at the moment, we will use it in future projects where we will be
getting login data from our users. Luckily, the explanatory work we did with HTTP
POST is not lost —we also took a look at some more advanced ways that Git can help
us with version control, and our unused code is safely stored in a different branch
of our code repository in case we need to refer back to it later. Last but not least, we
added weather and currency data to our application, and looked at a few different
options for allowing our user to input data into our application. We're nearly done
with our first project!

In the next chapter, we'll do some cosmetic touch-ups, and look at remembering our
users so that they don't have to carry out exactly the same actions every time they
visit our site.
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Wealthy business people who have to constantly make a good impression to

keep up profitable relations sometimes employ personal assistants to study their
acquaintances. The PA then stands behind the wealthy person at social events and
whispers a few choice words to him or her about someone who is approaching to
converse. The words have to be succinct but informative, such as "Paul Smith. One
child, Jill. Recently travelled, Mauritius". Now, our business person can pretend that
whoever has approached is a dear friend and talk all about his children and travels
at some length without having the faintest clue of who the person actually is. This
makes other people feel important and liked, and this can help our hypothetical
millionaire become even richer.

Why is this relevant to web applications? Well, we want to do exactly the same thing.
Users of our site who feel important and remembered are more likely to come back,
so we need a digital PA to make the user feel as though we've taken the time and
effort to remember who they are and what they like. We could build a database of
our users to store what currency conversions they usually calculate and which cities'
weather they are interested in and then display these to them by default. The issue
with this strategy is that we'd need them to identify themselves with every visit,

and most users would find the extra step of entering a username, and possibly a
password, tedious and off-putting.
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Enter HTTP cookies. These sly little things will lurk on our users' computers and
act as digital PAs for us when our users make a second visit to our site, giving us
information that we've acquired before but haven't bothered to remember. This
sounds pretty underhand. At one point, the European Union thought this way and
attempted to regulate the use of cookies, but they are everywhere and are simple
and useful, and the regulation attempts were a bit underwhelming (take a look at
http://silktide.com/the-stupid-cookie-law-is-dead-at- last/).

In their simplest form, cookies are simply key-value pairs that we store on our users'
machines and ask their browser to automatically send back to us whenever they visit
our site. The pros of this are that we don't have to keep and maintain a database and
we don't have to explicitly ask users to tell us who they are. However, the cons are
that we don't have control of the information and if a user changes computers, web
browsers, or even just deletes our cookies, we'll no longer be able to identify him or
her. Cookies are, therefore, perfect for an application such as the one we've built; it's
not the end of the world if a user has to click a few times to get back to the media,
currency, and weather information he or she searched for the last time, but it's nice if
we can remember previous choices and display these automatically.

While we're on the topic of user experience (or UX as it's often referred to), our site
looks as though it was made in the 1980s. We'll have a stronger focus on aesthetics in
later chapters, but for now we'll also take a look at how to add some basic layout and
colors to our site. As we're focusing on functionality and simplicity, it'll still be far
from "modern-looking", but we'll add some building blocks to our toolkit that we'll
use more carefully later on. We'll use Cascading Style Sheets (normally just called
CSS) to achieve this. CSSis a great tool to enable a further separation of concerns;

we have already mainly separated our logic (that is, our Python script) from our
content (that is, our HTML templates). Now, we'll take a look at how CSS can help us
separate our formatting (that is, the color, font, layout, and so on) from the rest of our
content, such as the static text in our template files.

Now that we've had an overview of cookies and CSS, we'll get to looking at
implementing them in Flask. This is the final chapter of our first project, and
by the end of it, we'll have a Headlines application that includes cookies and CSS.

In this chapter, we'll look at the following topics:

* Adding cookies to our Headlines application

* Adding CSS to our Headlines application
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Adding cookies to our Headlines
application

Our application, at this point, has a couple of issues. Let's imagine a user, Bob,

who lives in Seattle. Bob visits our site and sees the defaults for BBC, London, and
conversion of GBP to USD. Bob wants to see the weather for Seattle, so he types
Seattle into the Weather search bar and hits Enter. He glances at the returned
weather and feels pretty depressed that it's cold and raining as usual, so he looks
away from the weather further down the page and sees the BBC headlines. He would
prefer CNN headlines, so he selects this publication from the drop-down menu and
hits Submit. He reads through a couple of headlines before realizing that current
affairs are even duller and more depressing than the weather. So, his eyes move
back to the top of the page again to cheer himself up. He's confused; since changing
his publication preference, the weather has defaulted back to London, where the
weather is even worse! He closes our application and doesn't come back. If he were
to come back, everything would display the defaults again.

The two immediate problems are:

* Not remembering our users' choices even while they stay on our site

* Not remembering our users' choices after they close our site and revisit at a
later stage

Let's fix both of these issues.

Using cookies with Flask

Cookies, as introduced earlier, can be thought of as key-value pairs that we may or
may not receive by default from return visitors. We need to change our app so that
when a user makes choices, we create or update their cookie to reflect these changes,
and when a user requests our site, we check to see whether a cookie exists and read
as much of the unspecified information from this as possible. First, we'll look at how
to set cookies and have our user's browser automatically remember information, and
then we'll look at retrieving the information that we previously used cookies to store.

[65]

www.hellodigi.ir


http://www.it-ebooks.info/

Improving the User Experience of Our Headlines Project

Setting cookies in Flask

Flask makes dealing with cookies as easy as ever. First, we need a couple more
imports; we'll use the datetime library from Python to set the lifespan of our
soon-to-exist cookies, and we'll use Flask's make response () function to create
a response object that we can set cookies on. Add the following two lines to your
imports section in the headlines.py file:

import datetime
from flask import make response

Earlier, we were simply rendering our template with the custom arguments and then
returning it to our users' web browsers. In order to set cookies, we need an extra
step. First, we'll create a response object with our new make_response () function
and then set our cookie using this object. Finally, we'll return the entire response,
which includes the rendered template and the cookies.

Substitute the last line of our home () function in headlines.py with the
following lines:

response = make response (render template ("home.html",

articles=articles,

weather=weather,

currency from=currency from,

currency to=currency_ to,

rate=rate,

currencies=sorted(currencies)))
expires = datetime.datetime.now() + datetime.timedelta (days=365)
response.set cookie("publication", publication, expires=expires)
response.set cookie("city", city, expires=expires)
response.set cookie ("currency from",

currency from, expires=expires)
response.set cookie ("currency to", currency to, expires=expires)
return response

This is quite a big change from the simple return statement we had, so let's

break it down a bit. First, we will wrap a make response () call around our
render_template () call instead of returning the rendered template directly.

This means that our Jinja templates will be rendered, and all the placeholders will

be replaced with the correct values, but instead of returning this response directly to
our users, we will load it into a variable so that we can make some more additions to
it. Once we have this response object, we will create a datetime object with a value
of 365 days from today's date. Then, we will do a series of set_cookie () calls on our
response object, saving all the user's selections (or refreshing the previous defaults)
and setting the expiry time to a year from the time the cookie was set using our
datetime object.
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Finally, we will return our response object, which contains the HTML for the
rendered template, and our four cookie values. On loading the page, our user's
browser will save the four cookies, and we'll be able to retrieve the values if the
same user visits our application again.

Retrieving cookies in Flask

Remembering the information is not much good if we don't do anything with it.
We now set cookies as the final step before we send a response to our users.
However, we need to check for the saved cookies when a user sends us a request.
If you remember how we got named arguments from Flask's request object, you
could probably guess how to get saved cookies. The following line will get the
cookie named publication if it exists:

request.cookies.get ("publication")

This is simple, right? The only tricky part is getting our fallback logic correct.

We still want explicit requests to take the highest priority; that is, if a user enters
text or selects a value from a drop-down menu, this will be what he or she wants
irrespective of what we expect from previous visits. If there is no explicit request,
we will look in the cookies to check whether we can grab a default from there.
Finally, if we still have nothing, we will use our hardcoded defaults.

Writing the fallback logic to check for cookies

Let's just implement this logic for publication first. Add a new if block to
our publication logic in the home () function of headlines.py to make it match
the following:

# get customised headlines, based on user input or default
publication = request.args.get ("publication")
if not publication:
publication = request.cookies.get("publication")
if not publication:
publication = DEFAULTS ["publication"]

Now, we will look in the GET arguments, fall back if necessary on the saved
cookies, and finally fall back on our default value. Let's take a look at this working.
Open your web browser and navigate to localhost:5000. Search for Fox in the
Publication search bar and wait for the page to reload with Fox News headlines.
Now, close your browser, reopen it, and load localhost :5000 again. This time,
you should see the Fox headlines without having to search for them, as in the
following screenshot.
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Note that there is no publication argument in the URL, and yet the headlines
themselves are now from Fox News.

Headlines - Mozilla Firefox

Headlines New Tab

localhost v C B »

Headlines

Current weather

Submit
City: London, GB
few clouds |3.26°C
Currency
from: |GBP :|to:|UsD :|| Submit

1 GBP = USD 1.42308847199

Headlines
Submit

Former US First Lady Nancy Reagan dies
Sun, 06 Mar 2016 17:45:36 GMT

Former First Lady Nancy Reagan - whose marriage to Ronald Reagan was
described as the US presidency's greatest love affair - has died aged 94.

Retrieving the cookies for other data

We have basic cookies working for our publication, but we still want to read the
cookies we potentially saved for weather and currency options. We could simply add
the same if statement to each section of our code, substituting city, currency_ from,
and currency_to for publication as relevant, but making the same changes in
many parts of our code is a strong sign that we need to do some refactoring.

Let's create a get_value with_fallback () function instead that implements our
fallback logic on a more abstract level. Add the new function to the headlines.py
file and call it from the home () function, as shown here:

def get value with fallback (key) :
if request.args.get (key) :
return request.args.get (key)
if request.cookies.get (key) :
return request.cookies.get (key)
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return DEFAULTS [key]

@app.route ("/")

def home () :
# get customised headlines, based on user input or default
publication = get value with fallback("publication")
articles = get news(publication)

# get customised weather based on user input or default
city = get value with fallback("city")
weather = get weather (city)

# get customised currency based on user input or default
currency from = get value with fallback("currency from")
currency to = get value with fallback("currency to")
rate, currencies = get rate(currency from, currency to)

# save cookies and return template

response = make response (render template ("home.html",
articles=articles,
weather=weather, currency from=currency from,
currency to=currency to, rate=rate,
currencies=sorted (currencies)))

expires = datetime.datetime.now() +
datetime.timedelta (days=365)
response.set cookie("publication", publication,
expires=expires)
response.set cookie("city", city, expires=expires)
response.set cookie ("currency from",
currency from, expires=expires)
response.set cookie ("currency to",
currency to, expires=expires)
return response

Now, we should be able to submit the forms in any order and have all our

options remembered as we would expect. Also, whenever we visit our site, it will
automatically be configured with our most recently used options. Give it a go!

You should be able to search for currency, weather, and headlines; then, close your
browser; and revisit the site. The inputs you used most recently should appear

by default.
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In the following screenshot, we can see that no arguments are passed in the URL,
and yet we are displaying weather data for Port Elizabeth in South Africa; currency
data from the Chinese Yuan (CNY) to Saint Helena Pound (SHP); and headlines
from Fox News.

7 Headlines - Mozilla Firefox

Headlines * WEYREN

€ localhost - B »

Headlines

Current weather

Submit
City: Port Elizabeth, ZA
broken clouds |23.09°C
Currency
from: [CNY :|to: |SHP :|| Submit
1 CNY =0.11 SHP
Headlines
Submit
UNFAIR SUSPENSIONS? Firefighters disciplined after taking girl to

hospital
Sun, 06 Mar 2016 13:28:52 EST

BATTLE WAGES ON Dems fight for Maine, as Puerto Rico votes on
Gop
Sun, 06 Mar 2016 13:28:52 EST

Adding CSS to our Headlines application

Our site remains pretty bare. There's a lot of white and some black. Most users prefer
color, animations, borders, margins, and so on. As mentioned before, we're not really
going to focus on aesthetics now, but we'll add some basic colors and styles.

External, internal, and inline CSS

There are a few ways that CSS can be added to a web page. The best way is to keep it
completely separate from the HTML and save it in an external file, which is included
in the HTML in a <1ink> element. This is sometimes referred to as the external CSS.
The worst way is called inline CSS. Using the inline method, CSS is defined on a per
element basis; this is considered bad practice as any changes to style require trawling
through HTML to find the relevant sections.
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Furthermore, many elements on a page often have the same or at least related
styles to maintain color schemes and styles throughout the site. Using inline styles,
therefore, often leads to a lot of code repetition, which we know to avoid.

For this project, we'll take a middle ground. We'll keep our CSS defined in our . html
template files, but we'll define it all in a single place. This is because we haven't yet
looked at how Flask handles files by convention, so keeping all our code in one place
is simpler for now.

Adding our first CSS

CSS is quite straightforward; we will describe elements of our page by type, ID,
class, and so on and define a number of properties for these, such as color, layout,
padding, fonts, and so on. CSS is designed to cascade, that is, if we don't specify for
a more specific element, it'll automatically inherit properties defined for a more
general element. We'll go through the CSS itself fairly quickly, so if you've never
heard of it before and would like to know more about it, now is the opportune
moment to take a break and go through some CSS-specific resources. There are a lot
of them online that a quick search will reveal; if you enjoyed the W3Schools HTML
tutorial we mentioned earlier, you can find a similar CSS one here at http: //www.
w3schools.com/css/. Alternatively, dive in the deep end with the examples and
brief explanations that follow!

First, let's add a better header to our site. We'll add a tagline beneath our top level
heading, and surround it with a new <div> tag so that we can modify the entire
header in the upcoming CSS. Modify the start of the home .html template to look
as follows:

<div id="header">

<hls>Headlines</hl>
<p>Headlines. Currency. Weather.</p>
<hr />

</div>

The <div> tag doesn't do anything by itself, and you can think of it as a container.
We can use it to group logically related elements into the same element, which is
very useful for CSS as we can then style all of the elements in a <div> tag at once.

CSS should be added into the <head> section of our template inside a <style> tag.
Underneath the <title> tag in our home.html template, add the following code:

<style>

html
font-family: "Helvetica";
background: white;
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}
body {
background: lightgrey;
max-width: 900px;
margin: 0 auto;
}
#header {
background: lightsteelblue;
}
</style>

We defined the styles explicitly for three elements: the outer <html> element, the
<body> element, and any element with an id="header" attribute. As all of our
elements are within our <html> element, the font cascades automatically down
everywhere (although it could still be overwritten explicitly by subelements). We
set everything in our body element (which contains all the visible items of the page)
to have a maximum width of 900 pixels. The margin: 0 auto; line means that
there will be no margin at the top and bottom of the body, and an automatic margin
on the left- and right-hand sides. This has the effect of centering everything on the
page. The background: white; and background: lightgrey; lines mean that
we'll have a centered main element with a light grey background inside the larger
window, which is white. Finally, our defined header div will have a lightsteelblue
background. Save the page with the added styles and refresh to see the effect. It
should look similar to the following image:

Headlines - Mozlla Firefox 1y 8:06 PM Lt

Headlines

€ ) @ localhost: v e * 8 3 A O

Headlines

Headlines. Currency. Weather.

Current weather
Submit
City: Port Elizabeth, ZA
broken clouds [23.09°C
Currency
from: CNY :|fe: SHP || Submit
1 CNY = 0.11 SHP
Headlines
Submit

UNFAIR SUSPENSIONS? Firefighters disciplined after taking girl to hospital
Sun, 06 Mar 2016 13:28:52 EST
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Let's take a look at how we can improve the aesthetics in the next section.

Browsers and caching

Browsers often cache content that doesn't change often locally in order
to display pages more quickly the next time you visit them. This is not

Y ideal for development as you want to see the changes as you make
them. If your styles don't seem to be doing what you'd expect, clear
your browser's cache and try again. This can be done on most browsers
by pressing Ctrl + Shift + ESC and selecting the relevant options from
the menu that pops up.

Adding padding to our CSS

This is slightly more interesting than black on white, but it's still pretty ugly.
One problem is that the text is right up against the margin of the color without
any breathing room. We can fix this using CSS padding, which moves everything
over from the top, right, bottom, left, or any combination by specified amounts.

We could add padding directly to our <body> tag as we want a nice left-hand side
buffer for all the text. If you try this, you'll see the immediate issue; the padding will
affect everything, including our <div> header and the <hr> tag that separates it from
the rest of our content, which means that there will be a weird stripe of grey that isn't
what we want. We'll fix the issue in a way that you'll soon use for nearly everything
CSS-related —just add more divs! We need a main <div> header around all our
subheadings and an inner header div so that we can pad the text in our header
without padding the background color or the separator.

Adding more styles to our CSS

Add the following sections to your CSS to define left-hand side padding for our main
and inner header divs and update the #header section to include some top padding:

#header {
padding-top: 5;
background: lightsteelblue;
}
#inner-header ({
padding-left: 10;
}
#main{
padding-left: 10;

}
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Adding the div tags to the template file

Now, let's add the divs themselves; the template code in home . html should be
updated to look as follows:

<body>
<div id="header">
<div id="inner-header">
<hl>Headlines</hl>
<p>Headlines. Currency. Weather.</p>
</divs>
<hr />
</div>
<div id="main">
<h2>Current weather</h2>

[ rest of the content code here ]

)

{% endfor %}
</div>
</body>

Styling our inputs

This makes the layout a bit more pleasant to look at because the text doesn't look

like it's trying to sneak off the edge. The next major pain point is our input elements,
which are very boring. Let's add some style to them as well. At the bottom of the CSS
we have so far, add the following text:

input [type="text"], select ({
color: grey;
border: 1lpx solid lightsteelblue;
height: 30px;
line-height:15px;
margin: 2px 6px 1lépx 0px;
}
input [type="submit"] {
padding: 5px 10px 5px 10px;
color: black;
background: lightsteelblue;
border: none;
box-shadow: 1px 1lpx 1lpx #4C6E91;
}
input [type="submit"] :hover
background: steelblue;
}
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The first section styles our text input and select (that is, drop-down) elements. The
text color is grey, it has a border that is of the same color as our heading, and we will
make them a little bit bigger than the default ones we had before using height and
line height. We also need to adjust the margins to make the text fit in the new size
more naturally (if you're curious, leave out the margin line at the bottom of the first
section and look at the result.) The second and third sections are to style our Submit
buttons; one to define how they usually look and the other to define how they look
when the mouse moves over them. Again, save these changes and refresh the page to
see how they look. You should see something similar to the following screenshot:

1y 8:09PM {1}

Headlines - Mozilla Firefox

Headlines

€ ) @ localhost - wéa 9 3+ A S

Headlines

Headlines. Currency. Weather.

Current weather

City: Port Elizabeth, ZA
broken clouds [23.09°C
Currency
from: chY j to: SHP j Submit
1CNY =0.11 SHP
Headlines
Submit

UNFAIR SUSPENSIONS? Firefighters disciplined after taking girl to hospital
Sun. 06 Mar 2016 13.28:52 EST

The final result will still not win any design awards, but at least you've learned

the basics of CSS. One of the most frustrating parts of designing web pages is that
each browser interprets CSS slightly differently (or in some cases, very differently).
Cross-browser testing and validation is every web developer's arch nemesis, and in
later chapters, we'll look at some tools and frameworks that can be used to mitigate
the issues that arise from this potential lack of consistency.
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Summary

We've made our site a bit more user-friendly in this chapter, both in terms of
functionality (by remembering our users' choices through cookies) and aesthetics
(using CSS). We'll come back to both of these topics in later projects, in which we'll
use cookies to allow users to log in and some more advanced CSS. This is the end
of our Headlines project; we have a functioning Headlines application that displays
news, weather, and currency information.

In the next chapter, we'll start building a new project: an interactive crime map.
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Our first project notably lacked any sort of long term memory. Although we worked
around the issues using cookies to simulate long-term storage, we also saw the
limitations of these. In this project, we'll build an interactive crime map that allows
users to tag locations with details of witnessed or experienced criminal activities.

As we want to keep the data for the long term and make it available to many users,
we cannot rely on our users' local and temporary storage.

Therefore, the first step to our project will be setting up a MySQL database on our
VPS and linking this to a new Flask web application. We'll use the Google Maps API
to allow users to view our map and add new markers to it (in which each marker
represents a crime).

We'll also have some more advanced user input than in our previous project, allowing
users to filter their view of the map and add fairly complex data to the map. Therefore,
we'll have a stronger focus on input validation and sanitization.

Our goal for the project is a web page containing an interactive map. The user should
be able to submit new crimes by choosing a location for the map and entering a

date, category, and description of the crime. The user should also be able to view

all the previously recorded crimes as icons on the map and more details about any
specific crime by selecting the relevant icon from the map. The point of the map is to
be able to easily view areas with high crime rates as well as to assist investigators in
detecting patterns and trends in crime.

A substantial chunk of this chapter is devoted to setting up a MySQL database on
our VPS and creating a database for the crime data. This will be followed by us
setting up a basic page containing a map and text box. We'll see how to link Flask to
MySQL by storing data entered into the text box in our database.
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As in the previous project, we'll avoid the frameworks and automation tools that we'd
almost certainly use in a "real-world" project. As we will focus on learning, a lower
level of abstraction is useful. Therefore, we won't be using Object-relational Mapping
(ORM) for our database queries or a JavaScript framework for user input and
interaction. This means that there will be some laborious writing of SQL and vanilla
JavaScript, but it's important to fully understand why the tools and frameworks exist
and what problems they solve, before diving in and using them blindly.

In this chapter, we'll cover:

* Setting up a new Git repository

* Understanding relational databases

* Installing and configuring MySQL on our VPS
* Creating our Crime Map database in MySQL

* Creating a basic database web application

Setting up a new Git repository

We'll create a new Git repository for our new code base as, although some of the
setup will be similar, our new project should be completely unrelated to our first one.
If you need more help with this step, head back to Chapter 1, Hello, World!, and follow
the detailed instructions in the Installing and using Git section. If you feel confident,
check whether you can do this just with the following summary:

* Head over to the website for Bitbucket, GitHub, or whichever hosting
platform you used for the first project. Log in and create a new repository

* Name your repository crimemap and take note of the URL you're given

*  On your local machine, fire up a terminal and run the following commands:
mkdir crimemap
cd crimemap
git init
git remote add origin <git repository URL>
We'll leave this repository empty for now as we need to set up a database on

our VPS. Once we have the database installed, we'll come back here to set up
our Flask project.
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Understanding relational databases

In its simplest form, a relational database management system, such as MySQL, is

a glorified spreadsheet program, such as Microsoft Excel. We use it to store data in
rows and columns. Every row is a "thing" and every column is a specific piece of
information about the "thing" in the relevant row. I put "thing" in inverted commas
because we're not limited to storing objects. In fact, the most common example of

a thing, both in the real world and in explaining databases, is data about people. A
basic database storing information about customers of an e-commerce website could
look something similar to the following;:

ID First name Surname | E-mail address Telephone

1 Frodo Baggins fbaggins@example.com +1111111 1111
Bilbo Baggins bbaggins@example.com +1111 111 1010
Samwise Gamgee sgamgee@example.com +1111 111 1001

If we look from the left to the right in a single row, we will get all the information
about one person. If we look in a single column from the top to the bottom, we will
get one piece of information (for example, an e-mail address) for everyone. Both
can be useful; if we want to add a new person or contact a specific person, we will
probably be interested in a specific row. If we want to send a newsletter to all our
customers, we will just be interested in the e-mail column.

So, why can't we just use spreadsheets instead of databases then? Well, if we take
the example of an e-commerce store further, we will quickly see the limitations. If
we want to store a list of all the items we have on offer, we can create another table
similar to the preceding with columns such as Item name, Description, Price, and
Quantity in stock. Our model continues to be useful; however, now, if we want
to store a list of all the items Frodo has ever purchased, there's no good place to put
the data. We could add 1,000 columns to our customer table (as seen earlier), such
as Purchase 1, Purchase 2, and so on until Purchase 1000, and hope that Frodo
never buys more than 1,000 items. This is neither scalable nor easy to work with.
How do we get the description for the item Frodo purchased last Tuesday? Do we
just store the name item in our new column? What happens with items that don't
have unique names?

Soon, we will realize that we need to think about it backwards. Instead of storing the
items purchased by a person in the Customers table, we need to create a new table
called orders, and store a reference to the customer in every order. Thus, an order
"knows" which customer it belongs to, but a customer has no inherent knowledge of
which orders belong to him/her.
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While our model still fits into a spreadsheet at a push, as we grow our data model

and size, our spreadsheet becomes more cumbersome. We need to do complicated
queries, such as "I want to see all items that are in stock, have been ordered at least
once in the last six months, and cost more than $10".

Enter Relational Database Management Systems (RDBMS). They've been around
for decades and are a tried-and-tested way of solving a common problem (such as
storing data with complicated relations in an organized and accessible manner). We
won't touch on their full capabilities in our Crime Map (in fact, we could probably
store our data in a text file if we needed to), but if you're interested in building web
applications, you will need a database at some point. So, let's start small and add the
powerful MySQL tool to our growing toolbox.

I highly recommend that you learn more about databases! If the you experience in
building our current project takes your fancy, go read and learn about databases. The
history of RDBMS is interesting, and the complexities and subtleties of normalization
and database varieties (including NoSQL databases, which we'll see some of in our
next project) deserve more study time than we can devote to them in a book that
focuses on Python web development.

Installing and configuring MySQL on
our VPS

Installing and configuring MySQL is an extremely common task. You can, therefore,
find it in prebuilt images or in scripts that build entire stacks for you. A common
stack is called the LAMP stack, which stands for Linux, Apache, MySQL, and PHP,
and many VPS providers provide a one-click LAMP stack image.

As we will use Linux and have already installed Apache manually, after installing
MySQL, we'll be very close to the traditional LAMP stack; we will just use the P for
Python instead of PHP. In keeping with our goal of "education first", we'll install
MySQL manually, and configure it through the command line instead of installing a
GUI control panel. If you've used MySQL before, feel free to set it up as you see fit.

MySQL and Git

_ Keep in mind that neither our setup of MySQL nor the data we store

in it is part of our Git repository. Be careful as any mistakes made at

X a database level, including misconfiguration or deleting data, will be
harder to undo.
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Installing MySQL on our VPS

Installing MySQL on our server is quite straightforward. SSH into your VPS and run
the following commands:

sudo apt-get update

sudo apt-get install mysqgl-server

You should see an interface prompting you for a root password for MySQL.
Enter a password and repeat it where prompted. Once the installation is complete,
you can get a live SQL shell by typing the following;:

mysql -p

Then, enter the password you chose earlier when prompted. We could create
a database and schema using this shell, but we'd rather do this through Python;
so, type quit and hit the Enter key to terminate the MySQL shell if you opened it.

Installing Python drivers for MySQL

As we want to use Python to talk to our database, we need to install another package.
There are two main MySQL connectors for Python: PyMySQL and MySQLdb. The
first is preferable from a simplicity and ease-of-use point of view. It is a pure Python
library, which means that it has no dependencies. MySQLdb is a C extension and
therefore has some dependencies, but it is a bit faster in theory. They work very
similarly once installed. We'll use PyMySQL in our examples throughout this chapter.

To install it, run (while still on your VPS) the following command:

pip install --user pymysql

Creating our Crime Map database
in MySQL

Some knowledge of SQL's syntax will be useful for the rest of this chapter, but you
should be able to follow either way. The first thing we need to do is create a database
for our web application. If you're comfortable using a command-line editor, you can
create the following scripts directly on the VPS as this can make them easier to debug
and we won't run them locally. However, developing over an SSH session is far from
ideal; so, I recommend that you write them locally and use Git to transfer them to the
server before running.
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This may make debugging a bit frustrating, so be extra careful in writing these scripts.
If you want, you can get them directly from the code bundle that comes with this
book. In this case, you simply need to populate the user and password fields in the
dbconfig. py file. correctly, and everything should work.

Creating a database setup script

In the crimemap directory in which we initialized our Git repository at the
beginning of the chapter, create a python file called db_setup. py containing
the following code:

import pymysqgl

import dbconfig

connection = pymysqgl.connect (host='localhost',
user=dbconfig.db user,
passwd=dbconfig.db password)

try:
with connection.cursor() as cursor:
sqgql = "CREATE DATABASE IF NOT EXISTS crimemap"
cursor.execute (sql)
sgql = ""'"CREATE TABLE IF NOT EXISTS crimemap.crimes (

id int NOT NULL AUTO_ INCREMENT,
latitude FLOAT (10,6),
longitude FLOAT (10,6),
date DATETIME,
category VARCHAR (50),
description VARCHAR(1000),
updated at TIMESTAMP,
PRIMARY KEY (id)
) nun
cursor.execute (sql) ;

connection.commit ()
finally:

connection.close ()

Let's take a look at what this code does. First, we imported the pyMysQL library
we just installed. We also imported dbconfig, which we'll create locally in a bit
and populate with the database credentials (we don't want to store these in our
repository). Then, we will create a connection to our database using 1ocalhost
(because our database is installed on the same machine as our code) and the
credentials that don't exist yet.
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Now that we have connection to our database, we can get a cursor. You can think

of a cursor a bit like the blinking object in your word processor that indicates where
text will appear when you start typing. A database cursor is an object that points to a
place in the database where we want to create, read, update, or delete data. Once we
start dealing with database operations, there are various exceptions that could occur.
We'll always want to close our connection to the database, so we will create a cursor
(and do all the subsequent operations) inside a try block with connection.close ()
in a finally block (the finally block will get executed whether or not the try
block succeeds).

The cursor is also a resource, so we'll grab one and use it in a with: block so that it'll
automatically be closed when we're done with it. With the setup done, we can start
executing the SQL code.

When we call the cursor. execute () function, the SQL code we will pass in will be
run using the database engine, and the cursor will be populated with results if they
are appropriate. We'll discuss later how we can read and write data using the cursor
and the execute () function.

Creating the database

SQL reads similarly to English, so it's normally quite straightforward to work out what
the existing SQL code does, even if it's a bit trickier to write new code. Our first SQL
statement creates a crimemap database if it doesn't already exist (this means that if we
come back to this script, we can leave this line in without deleting the entire database
every time). We will create our first SQL statement as a string and use the sql variable
to store it. Then, we will execute the statement using the cursor we created.

Looking at our table columns

Now that we know we have a database, we can create a table. The table will store
the data for all the crimes that we record, with each crime in a row of the table.
Therefore, we need several columns. Each column can be seen in our create table
statement along with the type of data that will be stored in this column. To break
these down, we have:

* id: This is a unique number that's automatically recorded for every crime
we have. We don't need to worry too much about this field as MySQL will
automatically insert it for us every time we add new crime data —starting
at 1 and incrementing as required.

* Latitude and longitude: These fields will be used to store the location of each
crime. We will specify (10, 6) after the floats which means that each float
can be up to 10 digits and up to 6 digits can be after the decimal point.
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e Date: This is the date and time of the crime.

* Category: We will define several categories to classify different types of
crime. This will help in filtering the crimes later. VARCHAR (50) means that
this will be data of variable length and up to 50 characters long.

* Description: This is similar to Category but with a maximum of 1000
characters.

* Updated_at: This is another field that we don't need to worry about. MySQL
will set this to the current time when we insert the data or edit it. This could be
useful if we want to, for example, remove a bunch of data that was inserted by
mistake at a specific time.

Indexing and committing

The last line of our create table query specifies our id column as a primary
key. This means that it'll be indexed (and therefore, we'll be able to find data very
efficiently if we use it when we query our database), and will have various other
useful properties, such as enforced existence and uniqueness.

Once we define this more complicated piece of SQL, we will execute it as well in the
following line. Then, we will commit our changes to the database. Think of this as
saving our changes; if we close the connection without the commit, our changes will
be discarded.

SQL Commit:

\ Forgetting to commit changes is a common error of SQL beginners.
~ If you get to a point where your database doesn't behave as expected
Q and you can't figure out why, check whether you forgot a commit
somewhere in your code.

Using the database setup script

Save our script locally and push it to the repository. Refer to the following
commands in this sequence:

git add db setup.py
git commit -m "database setup script"

git push origin master
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SSH to your VPS and clone the new repository to your /var/www directory using
the following commands:

ssh user@123.456.789.123
cd /var/www
git clone <your-git-url>

cd crimemap

Adding credentials to our setup script

Now, we still don't have the credentials that our script relies on. We'll do two things
before using our setup script:

* Create the dbconfig.py file with a database and password
* Add this file to .gitignore to prevent it from being added to our repository

Create and edit the dbconfig.py file directly on your VPS using nano, as follows:

nano dbconfig.py

Then, type the following using the password you chose when you installed MySQL:

db _user = "root"
db_password = "<your-mysqgl-password>"

Save it by hitting Ctrl + X and entering Y when prompted.

Now, use similar nano commands to create, edit, and save .gitignore, which
should contain the following;:

dbconfig.py
*.pyc

The first line prevents our dbconfig file from being added to our Git repository,
which helps prevent an unauthorized use of our database password. The second
line prevents compiled Python files from being added to the repository as these are
simply runtime optimizations and are relevant to our project.

Running our database setup script
With this done, you can run:

python db setup.py

Assuming everything goes smoothly, you should now have a database with a

table to store crimes. Python will output any SQL errors, allowing you to debug if
necessary. If you make changes to the script from the server, run the same git add,
git commit,and git push commands that you did from your local machine.
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git status:

o Youcanrungit status from the terminal (make sure you are
~ in your repository directory) to see a summary of the files that are
Q committed. You could use this now (before git push) to make sure
that you didn't commit the dbconfig file.

This concludes our preliminary database setup! Now, we can create a basic Flask
project that uses our database.

Creating a basic database web
application

We will start by building a skeleton of our Crime Map application. It'll be a basic
Flask application with a single page that:

* Displays all the data in the crimes table of our database
* Allows users to input data and stores this data in the database

* Has a Clear button that deletes all the previously input data

Although what we will store and display can't really be described as crime data
yet, we'll store it in the crimes table that we created earlier. We'll just use the
description field for now, ignoring all the other ones.

The process of setting up the Flask application is very similar to what we did
before. We will separate out the database logic into a separate file, leaving our
main crimemap . py file for the Flask setup and routing.

Setting up our directory structure

On your local machine, change to the crimemap directory. If you created the database
setup script on the server or made any changes to it there, make sure to sync the
changes locally. Then, create the templates directory and touch the files we will use
by running the following commands (or using the GUI file explorer if you prefer):

cd crimemap

git pull origin master
mkdir templates

touch templates/home.html
touch crimemap.py

touch dbhelper.py
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Looking at our application code

Add the following code to the crimemap.py file. This contains nothing unexpected
and should all be familiar from our Headlines project. The only thing to point out is
the DBHelper () class, which we'll consider the code for next. We will simply create a
global DBHelper instance right after initializing our application and then use it in the
relevant methods to grab data from the database, insert data into the database,

or delete all data from the database:

from dbhelper import DBHelper
from flask import Flask

from flask import render template
from flask import request

app = Flask(_ name )
DB = DBHelper ()

@app.route ("/")
def home () :
try:
data = DB.get all inputs()
except Exception as e:
print e
data = None
return render template("home.html", data=data)

@app.route ("/add", methods=["POST"])
def add() :
try:
data = request.form.get ("userinput")
DB.add input (data)
except Exception as e:
print e
return home ()

@app.route ("/clear")
def clear():
try:
DB.clear all()
except Exception as e:
print e
return home ()

if name == ' main ':
app.run (port=5000, debug=True)
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Looking at our SQL code

There's a little bit more SQL to learn from our database helper code. Add the
following code to the dbhelper.py file:

import pymysqgl
import dbconfig

class DBHelper:

def connect (self, database="crimemap") :
return pymysqgl.connect (host='localhost’',
user=dbconfig.db user,
passwd=dbconfig.db password,
db=database)

def get all inputs(self):
connection = self.connect ()

try:
query = "SELECT description FROM crimes;"
with connection.cursor() as cursor:

cursor.execute (query)
return cursor.fetchall ()
finally:
connection.close ()

def add input (self, data):
connection = self.connect ()
try:
# The following introduces a deliberate security flaw.
See section on SQL injection below

query = "INSERT INTO crimes (description) VALUES
("{}");".format (data)
with connection.cursor() as cursor:

cursor.execute (query)
connection.commit ()
finally:
connection.close ()

def clear all(self):
connection = self.connect ()

try:
query = "DELETE FROM crimes;"
with connection.cursor() as cursor:

cursor.execute (query)
connection.commit ()
finally:
connection.close ()
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As in our setup script, we need to make a connection with our database and then
get a cursor from our connection in order to do anything meaningful. Again, we will
do all our operations in try: finally: blocks in order to ensure that the connection
is closed.

In our helper, we will consider three of the four main database operations.

CRUD (Create, Read, Update, and Delete) describes the basic database operations.
We will either create and insert new data, read the existing data, modify the existing
data, or delete the existing data. We have no need to update data in our basic app,
but creating, reading, and deleting are certainly useful.

Reading data

Let's start with reading, assuming that there is some data already in our database. In
SQL, this is done using the SELECT statement; we will choose which data we want to
retrieve based on a set of conditions. In our case, the query in the get_all_inputs
function is SELECT description FROM crimes;. We'll take a look a bit later at how
to refine a SELECT query, but this one just grabs the description field for every row
in our crimes table. This is similar to the example we talked about at the beginning

of this chapter, in which we wanted to send out a newsletter and needed the e-mail
address of each of our customers. Here, we want the description of each of our crimes.

Once the cursor executes the query, it will point to the beginning of a data structure
containing the results. We will perform fetchall () on our cursor, which transforms
our results set to a list so that we can pass them back to our application code. (If you've
used generators in Python, it may help to think of a database cursor as a generator.

It knows how to iterate over the data but doesn't itself contain all the data).

Inserting data

Next up is our add_input () function. This takes the data input by the user and
inserts it into the database. Creating data in SQL is done using the INSERT keyword.
Our query (assuming foobar is our passed in data) is INSERT into crimes
(description) VALUES ('foobar').

This may look overcomplicated for what it actually does, but remember that we're
still dealing with a single field (description). We'll discuss later how INSERT is
designed to accept multiple but arbitrary columns, which can all be named in the
first set of brackets, and then matching values for each of these, which are given in
the second set of brackets, after VALUES.

As we made changes to the database, we will need to commit our connection to make
these permanent.
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Deleting data

Finally, we will take a look at how concise a DELETE statement in SQL can be. DELETE
FROM crimes wipes all the data from our crimes database. We'll consider later how
to make this keyword behave less like a nuke by specifying conditions to delete only
some data.

Again, this makes changes to our database, so we need to commit these.

If all the new SQL commands seem to be a lot to take in, go play around with them
for a bit in an online sandbox or even in our own live SQL shell that we discussed
how to access earlier. You'll find that SQL comes quite naturally after a while as most
of its keywords are taken from a natural language, and it uses very few symbols.

Finally, let's take a look at our HTML template.

Creating our view code

Python and SQL are fun to write, and they are indeed the main part of our application.
However, at the moment, we have a house without doors or windows; the difficult
and impressive bit is done, but it's unusable. Let's add a few lines of HTML to allow
the world to interact without the code we wrote.

In templates/home.html, add the following:

<html>
<body>
<head>
<title>Crime Map</title>
</head>

<hl>Crime Map</hl>
<form action="/add" method="POST">
<input type="text" name="userinput"s>
<input type="submit" value="Submit">
</form>
<a href="/clear">clear</a>
{%$ for userinput in data %}
<p>{{userinput}}</p>
{% endfor %}
</body>
</html>

[90]

www.hellodigi.ir


http://www.it-ebooks.info/

Chapter 6

There's nothing we haven't seen before. Here, we had a form with a single text input
to add data to our database by calling the /add function of our app, and directly
below it, we looped through all the existing data and displayed each piece within
<p> tags.

Running the code on our VPS

Finally, we need to make our code accessible to the world. This means pushing it to
our git repo, pulling it onto the VPS, and configuring Apache to serve it. Run the
following commands locally:

git add .
git commit -m "Skeleton CrimeMap"
git push origin master

ssh <username>@<vps-ip-address>

Now, on your VPS, run the following:

cd /var/www/crimemap

git pull origin master

Now, we need a .wsgi file to link Python to Apache, which can be created by
running the following command:

nano crimemap.wsgi
The .wsgi file should contain the following;:

import sys
sys.path.insert (0, "/var/www/crimemap")
from crimemap import app as application

Now, hit Ctrl + X and then enter Y when prompted to save.

We also need to create a new Apache . conf file, and to set this as the default
(instead of headlines, the . conf file that is our current default). Run the following
commands to create the file:

cd /etc/apache2/sites-available

nano crimemap.conf

Next, add the following code:

<VirtualHost *>

ServerName example.com

WSGIScriptAlias / /var/www/crimemap/crimemap.wsgi
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WSGIDaemonProcess crimemap

<Directory /var/www/crimemap>
WSGIProcessGroup crimemap
WSGIApplicationGroup %{GLOBAL}

Order deny,allow

Allow from all

</Directory>

</VirtualHost>

This is so similar to the headlines. conf file we created for our previous project that
you might find it easier to just copy the previous one and substitute as necessary.

Finally, we need to deactivate the old site and activate the new one, as follows:

sudo a2dissite headlines.conf
sudo a2ensite crimemap.conf

sudo service apache2 reload

Now, everything should be working. If you copied the code out manually, it's almost
certain that there's a bug or two to deal with. Don't be discouraged by this; remember
that debugging is expected to be a large part of development! If necessary, run tail
-f /var/log/apache2/error.log while you load the site to note any errors. If this
fails, add some print statements to crimemap.py and dbhelper.py to narrow down
where things are breaking.

Once everything works, you should be able to see a web page with a single text input.
When you submit text through the input, you should see the text displayed on the
page, as in the example that follows:

Crime Map - Mozilla Firefox

Crime Map x W

& 188.166.46.59

Crime Map

Submit

clear

('test',)

('databases are cool :)',)
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Note how the data we get from the database is a tuple, so it is surrounded by
brackets and has a trailing comma. This is because we selected only a single field,
'description’', from our crimes table, while we could, in theory, be dealing with
many columns for each crime (and soon we will do so).

Mitigating against SQL injection

Our application contains a fatal flaw. We take input from our users and insert it into
our SQL statements using Python string formatting. This works well when the user
enters a normal alphanumeric string as expected, but if the user is malicious, they
can actually inject their own SQL code and take control of our database. Although
SQL injection is an old attack and most modern technology automatically mitigates
against it, there are still dozens of attacks against major corporations every year in
which passwords or financial data are leaked due to a SQL injection vulnerability.
We'll take a moment to discuss what an SQL injection is and how to prevent it.

Injecting SQL into our database application

Navigate to our web application and hit the clear link to remove any saved inputs.
Now, in the input, type Bobby and click on the Submit button. The page should now
look similar to the following image:

=) crime Map - Mozilla Firefax

Crime Map

& 188.16646.50 -

Crime Map

Submit

('Bobby',)
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In this input, now type:
') ; DELETE FROM crimes; --
All characters are important here.

The input needs to start with a single quote followed by a close bracket, followed by a
semicolon, and then followed by the delete statement, another semicolon, a space, and
finally two hyphens. You might expect to see a second line when the page refreshes,
listing this strange-looking string beneath the Bobby output, but instead, you'll see a
blank page that looks similar to the screenshot that follows:

Crime Map - Mozilla FireFfox

Crime Map

& 1BE.166.46.59 v| C

Crime Map

Submit

This is weird, right? Let's take a look at what happened. In our DBHelper class,
our insert statements have the following line:

query = "INSERT INTO crimes (description) VALUES
("{}");".format (data)

This means that the user's input gets added into the SQL code just before we run the
code on the database. When we put the strange-looking input that we used previously
into the placeholder of the SQL statement, we will get the following string:

"INSERT INTO crimes (description) VALUES (''); DELETE FROM crimes; --
1 ) ; n

These are two SQL statements instead of one. We closed off the INSERT statement
with an empty value and then deleted everything in the crimes table with the
DELETE statement. The two hyphens at the end form an SQL comment so that the
extra close quotation mark and bracket don't cause any syntax errors. When we input
our data, we inserted a blank row into our database and then deleted all the data
from the crimes table!
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Of course, a creative attacker could run any SQL statement in place of the DELETE
statement that we chose. They could drop an entire table (refer to https://xkcd.
com/327/ for a humorous example), or they could run a select statement to bypass a
database login function. Alternatively, if you store credit card information, a similar
attack could be used to fetch the data and display it to the attacker. In general, we don't
want the users of our web application to be able to run arbitrary code on our database!

Mitigating against SQL injection

Mitigating against SQL injection involves sanitizing user inputs and making

sure that if the user inputs special characters that might be interpreted as SQL
syntax, these characters are ignored. There are different ways to do this, and we'll
use a simple one provided automatically by our Python SQL library. For more
comprehensive information on this topic, take a look at https: //www.owasp.org/
index.php/SQL Injection Prevention Cheat Sheet

In the dbhelper.py file, change the add_input () method to read as follows:

def add_ input (self, data):
connection = self.connect ()
try:

query = "INSERT INTO crimes (description) VALUES (%s);"

with connection.cursor() as cursor:
cursor.execute (query, data)
connection.commit ()

finally:
connection.close ()

The %s token that we used here is a string placeholder similar to %d, which is used in
normal Python strings as a placeholder and an older alternative to braces. However,
instead of using Python's str. format () function, we will pass the string and values
that we want to insert into the placeholders to the PyMySQL cursor.execute ()
function. This will now automatically escape all characters that are meaningful to
SQL so that we don't have to worry about them being executed.
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Now, if you try the inputs again, you'll see them displayed as expected-special
characters and all-as in the screenshot that follows:

1 crime Map - Mozilla Firefox

Crime Map

& 18B.166.46.59 -

Crime Map

Submit

clear

(‘Bobby',)
("); DELETE FROM crimes; - ",)

In the final chapter of this book, we'll briefly talk about ORM techniques that can
provide even stronger mitigation against SQL injection attacks. While it might seem
to be a simple problem that we've solved by escaping some special characters, it can
actually become quite subtle. Tools such as sqlmap (http://sglmap.org/) can try
hundreds of different variants on the same idea (that is, the idea of inputting special
characters against a database) until one gets unexpected results and a vulnerability is
found. Remember that for your application to be secure, it has to be protected against
every possible vulnerability; for it to be insecure, it only has to be vulnerable to one.

Summary

That's it for the introduction to our Crime Map project. We discussed how to

install a MySQL database on our VPS and how to hook it up to Flask. We looked at
creating, reading, updating, and deleting data, and we created a basic database web
application that can accept user input and display it back again. We finished off by
looking at the SQL injection vulnerability and how to protect ourselves against it.

Next up, we'll add a Google Maps widget and some better aesthetics.
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Crime Map Project

In the previous chapter, we set up a database and discussed how to add and remove
data from it through Flask. With a web application that can do input and output
with long-term storage, we now have the building blocks needed for nearly all web
applications and are limited only by the power of our imagination.

In this chapter, we will add more features than the text-only interface from the
previous chapter; we'll add embedded Google Maps that will allow a user to view
and select geographic coordinates in an intuitive way.

Google Maps is written in JavaScript, and we'll need to write some JavaScript

code to adapt Google Maps to our needs. As always, we'll do a whirlwind tutorial
for readers who haven't ever used JavaScript before, but if you're interested in
solidifying your all-inclusive web application knowledge, now is a good time to
quickly go through a couple of JavaScript-specific tutorials. If you've never seen any
JavaScript code before, an easy introduction that is similar to the HTML and CSS
tutorials we provided links to before can be found at http://www.w3schools.com/
js/default.asp.

Arguably, the most important part of a crime map is the map itself. We'll use the
Google Maps API, which is simple and powerful for developers and intuitive for
users. As a first step, we'll just add a basic map that loads to an area and zoom level
that we choose. Once we've seen to this, we'll add functionality to allow for markers.
Markers will serve two purposes for our map: first, we'll display a marker on the
map in the location of every crime we have saved in our database; second, when the
user clicks on the map, it'll add a new marker and allow the user to submit a new
crime report (eventually by adding a description and date in form fields).
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However, first we need to be able to run our application locally again for development
and debugging. Having linked it to the database, this is a bit tricky; so, we'll look at
how to solve this common problem.

In this chapter, we'll cover the following topics:

* Running a database application locally
* Adding an embedded Google Map widget to our application
* Adding an input form for new crimes

* Displaying existing crimes on our map

Running a database application locally

In order to develop and debug locally, we need to be able to run the application.
However, at the moment, this is not possible as MySQL is only installed on our
VPS. There are three main options to develop our database application locally:

* Connecting to the database on our VPS even when running Flask on our
local machine

* Installing MySQL on our local machine

* Creating a "mock" of our database in memory using Python

While any could work, we'll go with the third option. Connecting to our production
database would cause us to be affected by latency if we develop in a location

far from our VPS, and this would also mean that we'd run test code against our
production database, which is never a good idea. The second option would limit the
portability of our development environment, increase setup time if we switch to a
new development environment, and in the worst case scenario, use up a significant
amount of local resources.

Creating a mock of our database

If you try to run the crimemap. py file locally, the first error you will see is
ImportError because of the dbconfig.py file that we don't have. In the previous
chapter, we created this file directly on our VPS and didn't check it into git as it
contained sensitive database credentials. We'll create a local copy of dbconfig.py,
which indicates that our application should use a mock database. We'll update the
dbconfig.py file on our VPS to indicate that the real database should be used when
the app is run from there. We'll do this with a simple Boolean flag.
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Adding a test flag
In your local crimemap directory, create a new dbconfig.py file and add a single
line of code:

test = True

Now, SSH into your VPS and add the flag to the production configuration as well;
although, here, the value should be set to False, as follows:

ssh user@123.456.789.123

cd /var/www/crimemap

nano dbconfig.py

Add the following to the top of the file:

test = False
Then, type Ctrl + X followed by Y to save and quit the file

Now, exit the SSH session. This will solve ImportError (the dbconfig.py file now
exists on our VPS and locally), and our application is now aware of whether it is
running in test or production.

Writing the mock code

Our flag doesn't actually do anything yet though, and we don't want to trigger all the
exceptions when we test our app. Instead, we'll write a "mock" of our database code
(the code in the dbhelper.py file) that'll return basic static data or None. When our
application runs, it will be able to call database functions normally, but there will be
no actual database. Instead, we'll have a few lines of Python to emulate a very basic
database. Create the mockdbhelper.py file in your crimemap directory and add the
following code:

class MockDBHelper:

def connect (self, database="crimemap") :
pass

def get all inputs(self):
return []

def add input (self, data):
pass

def clear all(self):
pass
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As you can note, the methods we used for our basic database application all exist but
don't do anything. The get_all_inputs () method returns an empty list, which we
can still pass to our template. Now, we just need to tell our app to use this instead of
the real DBHelper class if we are in a testing environment. Add the following code to
the end of the imports section in crimemap . py, making sure to remove the existing
import for DBHelper:

import dbconfig
if dbconfig.test:

from mockdbhelper import MockDBHelper as DBHelper
else:

from dbhelper import DBHelper

We use our test flag in dbconfig to specify whether or not to import the real
DBHelper (which relies on having a connection to MySQL) or to import the mock
DBHelper (which does not need database connection). If we import the mock helper,
we can change the name so that the rest of the code can continue to run without
conditional checks for the test flag.

Validating our expectations

Now, you should be able to run the code locally, just as before we added a database
dependency. In your terminal, run:

python crimemap.py

Then, visit localhost :5000 in your browser to take a look at your app loading. Check
the output of the terminal to make sure that no exceptions are triggered (as would

be the case if you attempted to run the real DBHelper code instead of the mock ones
we just made). Although our application no longer "works", we can at least run it to
test our code that doesn't involve the database. Then, when we deploy to production,
everything should work exactly as in our tests, but with a real database plugged in.

Adding an embedded Google Maps
widget to our application

Now, we want to add a map view to our app instead of the basic input box. Google
Maps allows you to create a map without registration, but you will only be able to
make a limited number of API calls. If you create this project, publish a link on the
Web, and it goes viral, you stand a chance of hitting the limit (which is currently
2,500 map loads per day). If you think this will be a limiting factor, you can register
for the maps API and have the option of paying Google for more capacity. However,
the free version will be more than adequate for development and even production if
your app isn't too popular.
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Adding the map to our template

We want to display a map on the main page of our app, so this means editing the
code in the home . html file in our templates directory. Remove all the existing code

and replace it with the following;:

< !DOCTYPE html>
<html lang="en">
<head>
<script type="text/javascript"
src="https://maps.googleapis.com/maps/api/js">
</script>

<script type="text/javascript"s>
function initialize()
var mapOptions = {
center: new google.maps.LatLng (-
33.30578381949298, 26.523442268371582),

zoom: 15
var map = new
google.maps.Map (document .getElementById ("map-
canvasg") ,mapOptions) ;

}

</script>

</head>
<body onload="initialize () ">
<div id="map-canvas" style="width:80%;
height:500px;"></div>
</body>
</html>

Introducing JavaScript

Let's take a look at what happened here. The first line told our user's browser that
we're using HTML5. Lines 4 to 6 include the map resources we need in our page.
Note that this is between <script> tags, indicating that it's JavaScript. In this
particular case, we did not actually write the JavaScript code - we simply linked
to where it's hosted on Google's servers. Think of this a bit as a Python import
statement, except we don't even have to install the package locally; it's simply
"imported" at runtime by your user's browser.
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Directly following this is our setup script to display a basic map. Again, this is
between <script> tags to indicate that it's JavaScript instead of HTML. This time,
we actually wrote the JavaScript code ourselves though. The syntax is similar to Java
in terms of brackets, braces, and for loops. Apart from this and its name, there is
little relation between it and Java.

The first line of our JavaScript code is a function definition; similar to Python's "de£f"
we use the function keyword to define a new function named initialise (). We
declared a variable with var mapOptions = and assigned a new JavaScript object
to this variable that looks similar to a Python dictionary. We define a location with
a latitude-longitude tuple-like object, which we have access to because of Lines 4 to
6, and the object also contains a "zoom" level. These options describe our initial map:
which area should be displayed and at what zoom level.

Finally, we created a new variable, map, and initialized a Google map object, passing
in the ID of an HTML element (which we'll explain in more detail in the following
section) and the map options we just defined. We then reached the end of our
JavaScript code, so we closed the <script> tag.

The body of our HTML code

Although our <body> section is only a couple of lines, it has some subtleties. The first
line opens the <body> tag and also defines the onload parameter. This parameter
takes the name of a JavaScript function that will be called automatically when the
page is loaded. Note that the function name ("initialize", in our case, as this is

the function we just wrote and want to be run automatically in order to create our
map) is enclosed in inverted commas. This might be counterintuitive if you think

of Python, in which inverted commas are used mainly for string literals. Think of it
as passing the function name to the body block but note the fact that we still use the
open-close brackets as part of the name.

The next line creates a <div> element. Normally, <div> does nothing except enclose
more HTML, but this doesn't mean that an empty <divs> block, as we have here, is
pointless. Note the ID, map-canvas, that we give our <divs. This matches the name
in our JavaScript code; that is, the JavaScript function will look for an HTML element
called map-canvas (using document .getElementById () ) and transform this into
Google Maps widget. Therefore, it makes sense to use a <div> element as we want
an empty element for our JavaScript code to use.
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Finally, our <div> element also includes some inline CSS. We can define the width
and height of our map (which is a requirement of the Google Maps API) using
CSS's height and width attributes. In this case, we defined the map to a constant
height value of 500 pixels and a width value of 80% of the page. The percentage for
the width is useful as the scrolling functionality is often overloaded with the zoom
functionality. That is, if the user wants to scroll down on our page using a touchpad
or mouse wheel and his or her cursor is over the map, the map will zoom in instead
of the page scrolling down. The 20 percent "blank" space on the right-hand side,
therefore, provides the user with somewhere to move the mouse to while scrolling.
Similarly, for touchscreens, the user would "pan" around the map while trying to
scroll, but can use this space to put his or her finger while scrolling.

Testing and debugging

We should now be able to run our web app locally and see the embedded Google
Map. If your app is not already running, use your terminal to start it up again and
navigate to localhost:5000 in your browser. As we don't store the code for Google
Maps locally, this needs to be fetched from Google's servers, so we need our local
machine to be online for this to work (similar to fetching the data we needed for our
Headlines application).

Debugging JavaScript code is a bit tricky as any errors won't be registered by Flask
and will therefore not be seen in your app output. If your web page is blank or does
anything unexpected, the first place to look is your browser's developer console.
This is a developer's tool that can be found in all the major browsers, normally

by pressing Ctrl + Shift + C and navigating to the "Console" tab in the window or
sidebar that appears. Here, you'll note any JavaScript errors or warnings that your
code has triggered, so this tool is invaluable in debugging a web application.

Although the console should report line numbers along with errors, it can sometimes
be difficult to track down exactly what is going wrong. JavaScript is a dynamically
typed language and is infamous for having some pretty quirky and counterintuitive
behavior. If necessary, you can also add JavaScript lines between the <script> tags
in your HTML that do nothing but log in to the developer tools console. To do this,
use the following;:

console.log("A message") ;

This is similar to a Python print statement, and you can pass variables and most
objects to see a string representation of them logged to the output. Use the + symbol
to concatenate. For example, if you have a variable named "a" and you want to see its
value at a specific point in code, you could add the following line:

console.log("The value of a is: " + a);
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For a more sophisticated approach to debugging, take a look at the Debugger tab
of the developer tools window (or its equivalent in your browser) and play around
with setting breakpoints in JavaScript. The developer tools are generally a powerful
suite of tools and their full functionality is unfortunately beyond the scope of this
book. The following screenshot shows the Mozilla Firefox developer console with a
breakpoint set just before the map loads:
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Once all the bugs are squashed (or straight-away if you are meticulous and lucky), you
should see a page in your browser containing an embedded Google Map centered on
Grahamstown, South Africa. Play around with the zoom level and coordinates set by
the mapOptions variable in your JavaScript code to get the initial map of your choice.
Clicking and holding on the map will allow "panning" or moving around the world.
Zooming is done by scrolling with your middle mouse wheel, using your touchpad,

or "pinch zooming" on touchscreen. The result should look similar to the following
screenshot:
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Let's now move on to making our map more interactive and useful.

Making our map interactive

The first functionality we'll add to our app will allow the user to place a marker
on the map. This will eventually allow the user to add a crime report by indicating
where the crime took place, thus adding to our crowd-sourced database of crimes.
We'll implement the marker functionality in JavaScript, as well, using a "listener".

Adding markers

JavaScript is event-driven. Actions such as a mouse move or mouse click are events,
and we can react to these events by setting up an event listener. The listener simply
runs in the background, waiting for a specific event, and then triggers a specified
action if it detects the event. We'll set up a listener for a mouse click, and if detected,
we'll place a map marker at the location of the mouse when clicked.

Using the Google Map API], this can be achieved in a few lines of code. First, we'll
make our map variable global. Then, we'll create a placeMarker () function that
will reference our map variable and place a marker on it when called. In our existing
initalise () function, we'll add a click listener that will call the placeMarker ()
function when triggered.
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The full JavaScript code can be seen here with the modified lines highlighted:

<script type="text/javascript"
src="https://maps.googleapis.com/maps/api/js">
</script>

<script type="text/javascript"s>

var map;
function initialize()
var mapOptions = {

center: new google.maps.LatLng(-33.30578381949298,
26.523442268371582),

zoom: 15

bi

map = new google.maps.Map (document.getElementById ("map-
canvas"), mapOptions);

google.maps.event.addListener (map, 'click',
function (event) {

placeMarker (event.latLng) ;
i
}

function placeMarker (location) {

var marker = new google.maps.Marker ({
position: location,
map: map

h:

}

</script>

Note specifically the change from var map = new google.maps.Map tomap = new
google.maps.Map. We removed the var declaration, which means that we assigned
our new map to our global map variable instead of creating a new local variable.

The next line makes a call to addListener (), which might look a little odd. The
addListener () function takes a map, event, and function to be called when the
listener is triggered. As in Python, JavaScript has first-class functions, which means
that we can pass functions as arguments to other functions. Unlike Python, we don't
need to use the 1ambda keyword to create an anonymous function; we can simply
declare the function we want to pass in place of the argument. In this case, we
created an anonymous function that takes an event argument and in turn calls our
placeMarker () function, passing it the latLng property of event. In our case, event
is the mouse click that is picked up by the listener, and the latLng property is the
location of the mouse click.
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In our placeMarker () function, we accepted a location and created a new Marker
object, placing it at the passed-in location on our map (this is why we made the map
global; now we can refer to it in this new function).

In summary, when the page loads, we will add a listener that hangs around in

the background, waiting for a click. When a click is detected, the listener makes

a call to placeMarker (), passing in the coordinates of the click it detected. The
placeMarker () function then adds a marker at the specified coordinates, meaning
that the user sees a marker appear on the map as he or she clicks on the map. Give

it a try, using the console and debugger in your browser, as we did before, if things
don't go as expected. You should see a new marker placed on the map for every click
and be able to generate maps that look similar to the following screenshot:
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Using a single marker

Creating a new marker for every click is not ideal. We actually want the user to be
able to move the marker with each click instead of creating a new one. Adding more
than one crime at a time would be overcomplicated and not overly useful.
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To achieve this, create another global marker variable under the existing global map
variable. Then, add a simple condition to the placeMarker () function that creates
a new marker only if there isn't one already and moves the location of the existing
one otherwise.

The full code, again with the modified lines highlighted, is shown as follows. Again,
note that we removed var from the line where we created a new marker variable, thus
using the global variable instead of creating a local one. With these changes, each click
on the map should move the marker instead of creating a new one. Try it out:

<script type="text/javascript"
src="https://maps.googleapis.com/maps/api/js">
</scripts>

<script type="text/javascript"s>

var map;
var marker;
function initialize()
var mapOptions =
center: new google.maps.LatLng(-33.30578381949298,
26.523442268371582) ,
zoom: 15
Vi
map = new google.maps.Map (document.getElementById ("map-
canvas"), mapOptions) ;

google.maps.event.addListener (map, 'click',
function (event) {

placeMarker (event.latlng) ;

3N

function placeMarker (location) {
if (marker) ({
marker.setPosition(location) ;
} else {
marker = new google.maps.Marker ({
position: location,
map: map
P
}
}

</scripts>
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Adding an input form for new crimes

We want the user to be able to specify more information than simply a location.

The next step is to create a form that the user can use to add date, category, and
description data to a crime submission. Each of these pieces of information will be
stored in the database columns we created in the previous chapter. Creating web
forms is a common enough task that there are many frameworks and plugins to help
automate as much of the process as possible, as most forms need a pretty frontend,
which includes error messages if the user puts in unexpected input, as well as backend
logic to process the data and do a more thorough validation to prevent malformed or
incorrect data from polluting the database.

However, in the spirit of learning, we'll now create the backend and frontend of a
web form from scratch. In our next project, we'll take a look at how to do something
similar using various tools to make the process less laborious.

Our goal is to have a number of input fields to the right of our map, which allows
the user to specify details about a witnessed or experienced crime and submit it to
be included with our existing data. The form should have the following inputs:

* Category: A drop-down menu that allows the user to select which category
the crime falls into

* Date: A calendar that allows the user to easily enter the date and time of
the crime

* Description: A larger text box that allows the user to describe the crime in
free-form text

* Latitude and Longitude: Text boxes that are automatically populated based
on the location selected using the marker

After filling the preceding fields, the user should be able to click on a Submit button
and view the crime he or she just submitted appear on the map.

The HTML code for the form

The HTML code needed for our form is very similar to the forms created in our
earlier project, but it has some new elements as well, namely <textareas and
<labels> and an input with type= "date". The <textarea> element is very

similar to the standard text fields we noted before but appears as a larger square to
encourage the user to enter more text. Label elements can define a for attribute to
specify what we are labeling. The text between the opening and closing 1abel tags is
then shown close to the element to be labeled.
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This is useful for our form as we can prompt the user about what data to enter in
each field. The date field will provide a nice calendar drop-down menu to select a
date. Unfortunately, it's a fairly recent addition to HTML and is not supported in
all browsers. In unsupported browsers (including Firefox), this will be identical
to a text input, so we'll look at how to handle dates input by the user at the end
of this chapter.

Also, note that we put the form inside a <div> element to make it easier to style and
position on the page (we'll also do this later). The full <body> element of our HTML
page now looks as follows (note that we added a heading and paragraph above the
map, while the form is added below the map). Take a look at the following code:

<body onload="initialize()">
<hl>CrimeMap</hl>
<p>A map of recent criminal activity in the
Grahamstown area.</p>
<div id="map-canvas" style="width:70%;
height:500px"></div>

<div id="newcrimeform">

<h2>Submit new crime</h2>

<form action="/submitcrime" method="POST">
<label for="category">Category</labels>
<select name="category" id="category">
<option value="mugging">Mugging</options
<option value="breakin">Break-in</options>
</select>
<label for="date">Date</label>
<input name="date" id="date" type="date">
<label for="latitude"sLatitude</label>
<input name="latitude" id="latitude"
type="text">
<label for="longitude">Longitude</label>
<input name="longitude" id="longitude"
type="text">
<label for="description"sDescription</labels>
<textarea name="description" id="description"

placeholder="A brief but detailed

description of the crime"></textareas
<input type="submit" value="Submit">
</form>

</divs>

</body>
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Refresh your page to see the form below the map. You'll notice that it looks pretty
terrible with different-sized fields and a horizontal layout, as in the following

screenshot:
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Let's add some CSS to fix this.

Adding external CSS to our web application

To make the form appear to the right of our map, we'll use CSS. We already have some
CSS for our map, and we could add more CSS in a similar way. However, refer to

our discussion of inline, internal, and external CSS from Chapter 5, Improving the User
Experience of Our Headlines Project, in the Adding CSS to our Headlines application section,
and remember that having all CSS in a separate file is best practice. Therefore, we'll
create a style.css file and consider how to link it to our Flask app.
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Creating the CSS file in our directory structure

By default in Flask, our static files should be kept in a directory called static. We'll
want to keep various kinds of files in here eventually, such as images, JavaScript, and
CSS, so we'll create a subdirectory called css and create our style.css file inside
this. Navigate to your project directory in your terminal and run the following to add
this directory structure and file to our project:

mkdir -p static/css

touch static/css/style.css

Adding CSS code

Insert the following CSS code into this new file:

body {
font-family: sans-serif;
background: #eee;

}

input, select, textarea {

display: block;

color: grey;

border: 1lpx solid lightsteelblue;
line-height: 15px;

margin: 2px 6px 1l6px 0px;

width: 100%;

input [type="submit"] {

padding: 5px 10px 5px 10px;
color: black;

background: lightsteelblue;
border: none;

box-shadow: 1lpx 1lpx lpx #4C6E91;

input [type="submit"] :hover ({
background: steelblue;

}

#map-canvas {
width: 70%;
height: 500px;
float: left;
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}

#newcrimeform {
float: right;
width: 25%;

}

You'll probably notice the similarities with the CSS code that we used for our
Headlines project. However, there are still some important points to note:

* We defined the width and height of any element with the ID of map-canvas
here (in the second-last block), so we can remove the inline style from our
body.html file.

*  We used CSS's float functionality to display our form to the right of our
map instead of below it. The map takes up 70% of the width of the page,
and the form takes up 25% (with the last 5% left so that the map and form
have some space between them. Our map floats to the left of the page, while
the form floats to the right. Because they take up less than 100% of the width
combined, they'll be displayed side by side in the browser.)

Configuring Flask to use CSS

Normally in HTML pages, we can link to external CSS files simply by giving a
relative path to the stylesheet. As we're using Flask, we need to configure our
application to return the CSS file as a static one. By default, Flask serves files from

a directory named static in the route of the project, which is why it's important to
place the CSS file here, as described earlier. Flask can generate a URL for the CSS file
we need to link to using the url_for function. In the home .html template, add the
following line to the top of the <head> section:

<link type="text/css" rel="stylesheet" href="{{url for('static',
filename='css/style.css') }}" />

This creates a link between our HTML and CSS. We used attributes to describe the
link as being to a text/css file and that it is a stylesheet. We then gave its location
with href using the url_for () function.

We also need to add a line of JavaScript code to populate the location input
automatically whenever the marker on the map is created or moved. This is achieved
by adding the lines highlighted in the following to the placeMarker () function:

function placeMarker (location) ({
if (marker)
marker.setPosition(location) ;
} else {
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marker = new google.maps.Marker ({
position: location,

map: map

1)

}

document.getElementById('latitude') .value = location.lat();
document.getElementById('longitude') .value = location.lng();

}

These lines simply find the latitude and longitude boxes (identified by their id
attribute) and insert the location used to place the marker. When we pPOST the form
to the server, we'll be able to read these values on the backend.

Finally, remove the inline CSS that we added earlier as this functionality is now
the responsibility of our external stylesheet. Take a look at the following line in the
home . html file:

<div id="map-canvas" style="width:70%; height:500px"></div>
The preceding line can be modified to instead be as follows:

<div id="map-canvas"></div>

Viewing the result

Reload the page in your browser to view the result. Remember that CSS and
JavaScript are often cached by your browser, so hit Ctrl + R for a hard refresh if you
see unexpected behavior. If Ctrl + R does not work, try hitting Ctrl + Shift + Delete
and select the cache option in the browser's menu and clear the browsing data before
refreshing again.

The styled map with the form should look similar to the following screenshot:
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Note that clicking on the map now populates the latitude and longitude boxes with
the coordinates of the marker.

Publishing the result

We have the form, the map, and some CSS, so now is a good time to push the result

to our VPS so that we can see what it looks like on different devices or ask people
for feedback.

To push our changes, fire up a terminal, change the directory to the root fold