EDR 533,50 (sloasly g ChaosBot cuwdSs sglils

G <ol (Threat HuNting) soags jSuib 5l 595 9 ils Sloahius o loc ilolsdl I glocgozo S ¢l
o loasly ool slgize .xass Gl iiSlg cuc jwes ChaosBot |l jdlss plys > swlgi il (glapad
PowerShell abuse, DLL sideloading, Discord-based ) j1 3815 031g5L5 ¢yl osuiboidlu sl yLid 5 ubwl

Zuwl (MTTR) &b gloj g (MTTD) yaskin gloj isalS T coa g o3ub sugs (C2

ChaosBot :susgipl v

DLL g LNK phishing slesSuss « C2l o Discord jl eslaiwl « RUStu o laSig v
reverse proxy.staul «osJing 138 jo , PowerShell gl 51 « ETW tamperingewLls sideloading

o jS jg50 jl 68 ulhazo o ilo3S g o laglo jlw b gl S slls slaglo s (s wble v
SIS0 05l liSuws glaglw el g

(Detect & Contain) s jlwsgsuo g abwluds (il

(DLLg LNK J; jS joio) yubus> sl €ndpoint g EDR ¢jSunl (s 521 g (6 jlwlas)

- «-NOP « -eNCsled yiol 5L EL-;-D) e PowerShell sl sl glagSJl sl o SIEM s gziws ;Lcyuo._.'—

(W hidden

183 1) Discord API U i po iy slas/IPlsssols 6y 1,29 45 (Sudl 15 g (6 jLusgsuns

(388 Gy 1) B Sa8l T Es

Application LPolicy ) s S jg0 5> Ugeso jué (532,18 sl jummo jl DLL (5,135 ,L I GxSelz|
.(Control
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(Hunt) ;8 g a2 (v
22 04553 ¢ SPIUNK/ELK 3 (& i) HUNtING sl 565 sls21

lacSaws sul g (RUN/RUNONCE/SEIVICES) (s jimus s 5 ol juits (sl o lgSU om0

-2 gaylo
30k Jled e lg3T PowerShell logging L ETW oS (lejuislo L,ﬂLwLmu'—

(Prevent) s yuSuiy 9 Cugds (2
.(meg_}.m VPN ‘L'H.o_\.l) wlus sloulus gl MFA a3 S L_,.ol_jJ||—

owlgd 51>l L PowerShell (Constrained Language Mode) sl jo! cusgazo LJLm'—

.uwlws gle endpoint sl sAppLocker/WDAC
. DLL 5138, (5l jaamd 33 (59 b g (503 S (535> g Lo S 5930 5 Jlwniadenw § 3l jo o)
(Recover & Report) s jussiius g 2bjb (s
[

UL S g b GaulSy I uUST g JolS oduus ougy

a0 il S g g3s ol 1 (TIMeliNg) alss )y iyl g ados 6 40 JolS wiuss

U Cjgan 33 ¢l tS 6 il ellbl s LwSloT g i 10 sl oy LL31S il yelbl|

090L CJLO#B&J4.1

POSt-slo jlid; g Lo Suwl sly2l 595 jSia5 LBehavioral Detection  gjlwles v
exploitation.
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Program Files . AppDatasls ;uuo 59 jReal-time File Integrity Monitoring jlwJied v

Launch.gls juuwo g

(Rules)sslguiny sclgds.2

: Rule A — PowerShell Suspicious Execution v
L-enc, -nop, -w hidden sl ol )b bpowershell.exe sly2l ! Trigger o
(STEMP%, $APPDATA%).Cu8go (5l juuo jl (5lg>l 48
SOC.svalert «otsquarantine (cuwluw < yg9:0 43) block execution : Action o

: Rule B— DLL Sideloading from User Paths v’

slo Ju)lS (5l juuuo I 63uing 138 5L ke DLL gl o0 ImagelLoad events Trigger o
A3glsmsedge elf.dll subiuo sl 6SAppDatal\Locall*

Action: alert + snapshot process memory + collect loaded modules. o
: Rule C — ETW Tampering Detection v

PowerShell, ImageLoad, L b yo ETW providers js juesi L ugols: Trigger o

Registry changes.

Incident, forensics snapshot.ss cuglgl >0 UL Action o

: Rule D — Discord C2 Behavioral Indicator v
Siguin,0 Jratio DisCOrd ou (glsio slo ENdpointy o APleu oS (olasasT jé: Trigger o

cuwl/PowerShell S g jo gsT Sl s3uT8 65 J s

Action: alert, throttle network, collect network metadata. o
(Log Sources)wSU (s,9Tgo> 4.3

Process creation (Sysmon EventID 1) v

Image load events (Sysmon EventID 7) v

PowerShell logging (Operational & ScriptBlock logging) v

( Sysmone, scusEventID 13/12 )Windows Registry changes v
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Network connection events (DNS, proxy logs, firewall) v

ouly (5598 ugas Splunk 5.1

index=security sourcetype=Sysmon
(

(Image="*\\powershell.exe" AND CommandLine="*-enc*" )

OR

(ImageLoaded="*msedge elf.dll" OR
ImageLoaded="*\\AppData\\Local\\Microsoft\\Edge\\*")
)
| stats count by host, Image, CommandLine, ImageLoaded, time
| where count > 0

Detect Discord-related PowerShell calls. Splunk 5.2

index=security sourcetype=Sysmon Image="*\\powershell.exe"
| search CommandLine="*discord*" OR CommandLine="*api.discordapp.com*"
| table time host user Image CommandLine ParentImage

(wo9gdo s3g03) Sigma rule 5.3

title: Suspicious PowerShell Using Discord C2 Indicators
id: alb2c3d4-XXXX—XXXX—XXXX~XXXXXKXKKX
description: Detect PowerShell executions that reference Discord or Discord-
related endpoints.
status: experimental
author: YourSOC
detection:
selection:
Image|endswith: '\powershell.exe'
CommandLine|contains:
- 'discord'
- 'api.discordapp.com'
condition: selection
level: high

I; b False Positiveg suss guhi lisg> SIEM huzo slaslis slapb g lwgasli b 1) agsgS :60Ss

S g
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Cusuag plel g @od 5 jlwJlvd — o od> 50

. Incident Commanderuss g IR pus 6w INcident cusisg plel v/

(39320 wyiws b roLaisl Teams Channel L Slack [L-s-n) ol Gblijl sl JulS 5l led v
(Identify & Contain)g jlwsga=o g 2lwlui — | ol> o

(EDR).oSwi jl SgSuino sl (isolation) host s jlwlss « SIEMgg; Hunting slas 59S sly=l v

S92 9 Jlguld 53 SgSiun ;29,5 Dbyl 5 jlwsgsao Vv
(Forensics)sslgib g 9Tgo> — P 81> 30

S¢S0 (sla €ndpointjl Swus juguai g (Memory dump) sksls snapshot i S v/
WSl & gu0 4> Network PCAP g Sysmon logs, PowerShell logs, Etw 1ogs (s gTee> v

(Eradicate)s jluSl g 83> — ¥ od> 40

.(Registry, Scheduled Tasks, Services) persistence cUlasl (g jlweSL a0 slaJuld B3> v

. SSOIMFA sl i w2 9 6303wl g ju Gldsbus (5las jguy Cuwgy v/
(Recover)uLjb — F ol> 0

329Lai S I gylaebl I Guy ol sloolS, jI Restore v/

13850 jguy Jou 11—V Gl e hoStuaclao jgivle v/
(Post-incident)esst> jl ug Jul=s — & 6> 50

>Wal (sleengs (100t cause analysis . timeline Jolss JolS il jS sulgs v/

ApouisL wbwl 1 EDR sclgé g Playbook (sbwjgjes v
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Clapdgs

Jlaio/65g05

WD

Gle>DLL

sl
sideloadin
g

C:\Users\<user>\AppData\Local\Microsoft\Edge\msedge e
1f.d11

File path

Jxiwl
masquerad
ing as
Discord
updater

C:\Users\<user>\AppData\Roaming\Discord\Update\discor
d updater.exe

File path

sl2l
6138 jo

O

powershell.exe -nop -w hidden -enc <Base64>

Process /
CommandL
ine

persistence
autostart
key

HKCU\Software\Microsoft\Windows\CurrentVersion\Run\Di
scordHelper

Registry

scheduled
task
persistence

schtasks /create /tn "UpdateService" /tr "<path>" /sc
onlogon

Task

gl eslaiiwl

Discord
sl AP

C2

)ouLiuo 5lagSJl Lapi.discordappl . ]com (

Network

sl g2 Gl
w2l jowsb

9

SJbwylgy

ETW Providers disabled

Log artefact

38 39LT 395 TIP/TI gldmiuan 55 § Yoo (CSV, STIX) cauwbio cao 45 o ouiivgoss |y bo: 10Coumog3
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Initial Access (T1193) — Spearphishing Attachment (LNK)

Execution (T1059.001) — PowerShell

Persistence (T1053) — Scheduled Task

( payloade, eciuw) SJlei>l— Privilege Escalation (T1068)

Defense Evasion (T1070, T1562) — ETW tampering, DLL sideloading
Command and Control (T1071.001) — Web Protocols (Discord API)

EENEENEEN

AN

Exfiltration (T1041) — Exfil via C2 channel (Discord) v

. (golden image)milw juguas jI s (5 jlujb L 639/ sks endpoint JolS s jLusy
. MFAjLules g juili cuzs Jlais] glaulus (gl o jgae jo g Hlio L
(air-gapped backupsg ¢;UST) (5 Sl Glocumliw Cugds g a2

Sapind slaply 9 LNK slacungy yogias j5 gl sl s sl Ui jgol sl 2!
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