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General

1. Preparation

e Listofall assets

Servers

Endpoints

Networks

Applications

Employees

Security products

e Baselines

e Communication plan

e Which security events

e Thresholds

e How to access security tools
o How to provision access

e Create playbooks

O O O O O O

e Plan exercises
o Tabletop
o Handson

2. Detection and Analysis
e Gathering of information
e Analysing the data
e Building detections
e Root cause analysis
e Depth and breadth of the attack
o Admin rights
o Affected systems
e Techniques used
e Indicators of compromise / indicators of attack
o Tactics Techniques and Procedures (TTP)
IP address
Email address
File hash
Command line

o0 O O O

3. Containment, Eradication, and Recovery
e |solate affected systems
e Patch threat entry point
e Predefine threshold
o Forcustomers



o Forinternal systems
o Forescalations
Preauthorized actions
o Percustomers
o Perenvironment

= Prod

* QA

= Internetfacing
How to remove the threat on all affected systems
Get systems operational
Rebuilt and resume service

Post-Incident Activity
Lessons learn

New detection

New hardening

New patch management



1. Account Compromised

Scenario: An employee's email account has been compromised, leading to
unauthorized access to sensitive data and potential further infiltration into the network.

Incident Response Analysis
1. Preparation
List of All Assets
Servers
e Web Server: Hostname: web01, IP: 192.168.1.10, OS: Ubuntu 20.04
o Database Server: Hostname: db01, IP: 192.168.1.20, OS: MySQL 8.0
e Email Server: Hostname: mail01, IP: 192.168.1.30, OS: Exchange Server 2019
Endpoints
e Workstations: 50 Windows 10 PCs
¢ Laptops: 20 MacBook Pros
e Mobile Devices: 10 iPhones, 10 Android devices
Networks
e Corporate Network: 192.168.0.0/16
e Guest Network: 172.16.0.0/16
e DMZ:10.0.0.0/24
Applications
o CRM: Salesforce
e ERP:SAP
o Office Suite: Microsoft Office 365
¢ Communication: Slack, Zoom
Employees
o Total Employees: 150
¢ KeyRoles: IT Admins, HR, Finance, Sales, Executives
Security Products

e Antivirus: Symantec Endpoint Protection



o Firewall: Cisco ASA 5500
e SIEM: Splunk
o IDS/IPS: Snort
e MFA: Duo Security
Baselines
¢ Normal Network Traffic: Defined and documented with Splunk

¢ System Performance Metrics: Established benchmarks for CPU, memory, and
disk usage

¢ User Behaviour: Normal login times, locations, and activities
Communication Plan
¢ Incident Response Team: Defined roles and contact info for all members

¢ Internal Notifications: Procedures for informing executives, IT staff, and
affected users

« External Notifications: Criteria for informing customers, partners, and
regulatory bodies

Security Events
e Authentication Failures
e Unusual Login Locations
e Unauthorized Access Attempts
« Data Exfiltration Attempts
e Privilege Escalation Attempts
Thresholds
e Login Failures: More than 5 failed logins within 10 minutes
e Unusual Locations: Logins from unrecognized countries
o Data Transfer: Uploads exceeding 1 GB from a single user
Access to Security Tools

e Provision Access: Procedures for granting and revoking access to security tools
like Splunk, Duo, Snort

o Documentation: User guides and training materials for security tools

Create Playbooks



¢ Account Compromise: Step-by-step actions for detection, containment, and
recovery

« Malware Infection: Procedures for identification and removal

« Data Breach: Steps for notification, containment, and legal compliance

Plan Exercises

o« Tabletop Exercises: Quarterly simulations of common incidents

e Hands-On Drills: Annual red team/blue team exercises



2. Detect
B e

N T A

« Tickets g
« SIEM

« AV/EDR Alerts

« Reports (DNS, Web Proxy)

« Credential theft
« Malware delivery
« Criminal activities
o Financial losses
o Blackmail / Ransom

Identify
Threat
Indicators

Identify
Risk
Factors

Computer is

« From users
From recipients
Notifications third party
ISP
Mail provider
o Slow
o Crash unexpectedly

« Reputation damage
Org Financial losses
Specific o Lost contract/renewal
o Lower bid to our clients
o Fines (Regulation)

o Bitcoin Address
o Email

o Hash

o Reputation

o Extention Type
o Behavior

o Reputation
o Registrar
o Owner
o IP
o Multi stage/Redirect
o Technologies
= WordPress
= Joomla
= Custom

o Reputation
o Other domains (vhosts)

Gathering of Information

> Triage

Determine Impact
o |s the malware destroying things
o Is the malware proliferating (infecting other hosts)
o Financial impact
o BSoD
o etc.
Determine Scope
o Nb of hosts received the files (hash, name)
o Nb of hosts that attempt to connect to the URLs
o Nb of hosts with registry keys
o Other IOC found
Send Communication
Determine if False Positive

Next
(Analyze)

e Logs: Authentication logs, access logs, and network traffic logs from Splunk

o Alerts: Review alerts from SIEM, IDS/IPS, and antivirus

¢ User Reports: Analyse reports from users about suspicious activity

Logs

Authentication Log Extracts:

2024-06-01 09:12:34,auth,login,failed,user=jdoe,ip=192.168.1.50

2024-06-01 09:12:37,auth,login,failed,user=jdoe,ip=192.168.1.50

2024-06-01 09:12:40,auth,login,failed,user=jdoe,ip=192.168.1.50

2024-06-01 09:12:43,auth,login,success,user=jdoe,ip=192.168.1.50

2024-06-01 10:05:12,auth,login,success,user=jdoe,ip=203.0.113.25

2024-06-01 10:07:45,auth,login,failed,user=jdoe,ip=203.0.113.25

Email Server Log:



2024-06-01

10:05:14,email,send,success,user=jdoe,to=malicious@example.com,subject=Confide
ntial Data,ip=203.0.113.25

2024-06-01

10:10:22,email,send,failed,user=jdoe,to=malicious@example.com,subject=Further
Info,ip=203.0.113.25

Firewall Log:

2024-06-01
10:05:13,firewall,allow,source_ip=203.0.113.25,dest_ip=192.168.1.30,port=443

2024-06-01
10:07:47 firewall,deny,source_ip=203.0.113.25,dest_ip=192.168.1.20,port=3306



3. Analyse

Previous
(Detect)

o) v

B

List of Affected
G =

Level of Access / Critical Incident?

Verify

Priviledges

Sz ™

« Collect list of affected
accounts

« Double-check previous data
« Rule out false positive

Data Exfiltrated?

[AA15

« Access to Customers
« Access to Internal
« Whatis the access level
o Local Admin
o Domain Admin
o Local User
o Domain User
« Account Type
o User
Service Account
API Keys
Etc.

°
°
°

TOTP Stored in

Pass Manager? Password Reused?

AATZ

Update Scope

Update Scope Update Scope
LYSE) AATE
All Affected
Scope Upoate'Scope: |, .o Accounts and
Validation \/\ Domain ID'ed
£ Update lists of affected
« New signs of data Encrypted
« Search customers « Data
environment « Endpoints
« Search endpoints for IOCs « Company Entities
W/ EDR « Clients
« Search firewall/proxy/DNS
logs for IOCs

&

=

Critical
Playbook

Domain
Compromised?

Live Threat
Actor?

Yes Yes
AAB AAB
Disable <
Trust With Infected Monsir Closely
Domain ¥

« The infected domain must be
cut off from any other
environment

Log Analysis

Failed Login

Succ. Login

Lateral Movement
c.

« In case of a live actor we
have to take coordonated
efforts to cut ALL the actor's
access at the same time

Do We Have
Backups?

Yes

AATO

Ensure Backups
Are Protected

« Disable future backups

AAZE

o Disable backup interface
o Stop backup scheduling

« Make an offline copy of the backups

S =>

Do We
Need Root Cause Send
Technical Analysis Communication
Help
o « Internal Security Teams
. Pplsrllng « Affected Clients
os « Vishing " « Any internal teams needed for
« Vulnerability remediation or counselling
o RCE
—| —| o XSS
AR2Z AR24 o LFI

Contact
Breach Coach

Contact
IR Pro. Serv.

Analyse Data

« Remote Service
o Default/ Weak Password
o Brute Force
o Vulnerability

Public Facing Service w/o MFA

from an internal IP, then an unusual login from an external IP.

external address.

Login Attempts: Multiple failed login attempts followed by a successful login

Geolocation: The external IP (203.0.113.25) is from an unrecognized location.

Access Patterns: Email account used to send sensitive information to an



Building Detections

Custom SIEM Rules: Create rules to flag logins from unusual locations, rapid
login failures followed by success, and large data transfers.

Behavioural Analysis: Monitor deviations from normal login locations and
times.

Root Cause Analysis

Initial Point of Compromise: Likely a phishing attack that obtained the user's
credentials.

Affected Accounts: User jdoe's email account is compromised.

Depth and Breadth of the Attack

Admin Rights: Check if jdoe has any administrative privileges (confirmed: no
admin rights).

Affected Systems: Email server primarily affected, attempted access to the
database server.

Techniques Used

Phishing: Possible credential theft via a phishing email.

Unauthorized Access: Use of stolen credentials to access email.

Indicators of Compromise / Indicators of Attack

Tactics, Techniques, and Procedures (TTP): Use of compromised credentials to
access email and send sensitive data.

IP Addresses: Malicious activity from IP 203.0.113.25.

Email Addresses: Email sent to malicious@example.com.



4. Contain / Eradicate
(Analyze)
AC1 AC2 AC3 EI E‘

: Powerdown NON fiiee Removed Cached
Disable Accounts Reset Password Encrypted Systems > Restrict Pr Credentials
« Domain « Domain « If possible powerdown the « Reduce the rights of the accounts « From local machine
« Local « Local systems that are not encrypted o Remove from admin groups
« MFA « MFA « Do NOT powerdown encrypted o Any rights the allow to take
« krbtgt systems as they might not restart over other accoutns

VPN

RC10
RC7 RC6
Update Scope All Aﬁeg:ted
=t D,;lsec\g\:ggd No Endpoints Blocl](_Nstwork < Contain Endpoint €

\/\ Contained rafic

. IP « Workstation

- ISP « Servers

« Geo Location « Network Device

< manze € > o, >
Isolate Affected Systems
« Immediate Isolation: Disable user jdoe's email account.

¢ Quarantine: Block IP 203.0.113.25 at the firewall.

Patch Threat Entry Point

e Update Software: Ensure email server is up to date with the latest security
patches.

Change Credentials: Force a password reset for user jdoe and all employees as

a precaution.
Predefined Threshold
¢ For Customers: Notify any customers whose data may have been affected.
e ForInternal Systems: Escalate to the IT security team.

e For Escalations: Involve higher management and, if necessary, external
cybersecurity consultants.

Preauthorized Actions

e Per Customers: Execute predefined response actions such as notifying
customers and providing support.

¢« Per Environment: Differentiate actions for production and other environments.

How to Remove the Threat on All Affected Systems

e Antivirus Scans: Run comprehensive scans on all endpoints.



¢ Manuallnspection: Conduct manual checks on critical systems.



5. Recover

Previous
(Cont./Erad.)

AR1 \ AR2 AR3 AR4

Update o Change All a o ;
— Defanses > Passwords P Remove » Rebuild Systems

« Lift Containment « Change krbtgt Password « VPN « Install OS from Clean Media
« Proxy « Domain « Jumpbox « Can we upgrade 0OS?
« Firewall « Local « Citrix
« Re-enable Backup Links « MFA

« VPN

« SSH Keys

« API

« Etc.

AR5 AR5
N, All lected Audit Internet

Enpoints

A

Restore Data €

ID'ed Facing Services

« Looking for any service « From Clean Backup

that do not requires MFA
Next
(Post Incident)

Get Systems Operational

* Restore Services: Ensure the email server and other systems are free of threats
and restore normal operations.

¢ Monitoring: Implement heightened monitoring for any signs of residual threats.
Rebuild and Resume Service
 Reimage Systems: Rebuild systems from clean backups if necessary.

o Verification: Verify the integrity and security of all restored systems.



6. PostIncident

Previous
(Detect)

AP3

| Review Defensive

AP1 Ap2
v
) Update Policies &
Incident > Procedures
Review \_/\

« What Worked

« Documentations:

Posture

« Schedule review of newly

« What Didn't Work o Policies introduced rules in 6 months
o Playbooks « Are the following still applicable
o Runbooks o AV /EDR custom sigs
o Procedures o IPS sigs
o efc. o Etc.
« Detection Rules:
o SIEM
¢ AV/EDR
o Other security solution
AP6 APS5 AP4
Modify i Build New i Update / Upgrade |
Base Images | Detections & Defences ¥
« Review Hardening Process « SIEM Rules * Anti-Virus
« Include Patch in OS Images « Tickets o Signature
« Upgrade Apps o Engine
« Patch Apps + EDR )
o Behavior of the malware
« Anti-Spam / Anti-Phish
AP9
Incident Calculate /"’_\
Cause No—>| Incident's > Stop
by Human Cost W W

A

Yes

AP8

User Awareness
Training

Lessons Learned

e Review: Conduct a post-mortem analysis to identify what worked and what
didn’t.

o Documentation: Update incident response documentation with new insights.
New Detection

« Enhance Monitoring: Improve detection rules and monitoring based on the
incident analysis.

o Training: Provide additional training to staff based on lessons learned.
New Hardening

e Security Enhancements: Implement new security measures such as stronger
MFA, improved email filtering.



¢ Policy Updates: Revise security policies to address gaps identified during the
incident.

New Patch Management

¢ Regular Updates: Ensure all systems are regularly updated with the latest
patches.

¢ Automated Deployment: Implement automated patch management solutions
to reduce manual effort and errors.



2. Data Loss

Scenario: Sensitive data from the company's financial database was found to be
exfiltrated by an unauthorized external entity.

Incident Response Analysis
1. Preparation
List of All Assets
Servers
e Web Server: Hostname: web01, IP: 192.168.1.10, OS: Ubuntu 20.04
o Database Server: Hostname: db01, IP: 192.168.1.20, OS: MySQL 8.0
¢ Email Server: Hostname: mail01, IP: 192.168.1.30, OS: Exchange Server 2019
Endpoints
e Workstations: 50 Windows 10 PCs
¢ Laptops: 20 MacBook Pros
e Mobile Devices: 10 iPhones, 10 Android devices
Networks
e Corporate Network: 192.168.0.0/16
e Guest Network: 172.16.0.0/16
e DMZ:10.0.0.0/24
Applications
o CRM: Salesforce
e ERP:SAP
o Office Suite: Microsoft Office 365
¢ Communication: Slack, Zoom
Employees
o Total Employees: 150
¢ KeyRoles: IT Admins, HR, Finance, Sales, Executives
Security Products

e Antivirus: Symantec Endpoint Protection



o Firewall: Cisco ASA 5500
e SIEM: Splunk
o IDS/IPS: Snort
e MFA: Duo Security
Baselines
¢ Normal Network Traffic: Defined and documented with Splunk

¢ System Performance Metrics: Established benchmarks for CPU, memory, and
disk usage

¢ User Behaviour: Normal login times, locations, and activities
Communication Plan
¢ Incident Response Team: Defined roles and contact info for all members

¢ Internal Notifications: Procedures for informing executives, IT staff, and
affected users

« External Notifications: Criteria for informing customers, partners, and
regulatory bodies

Security Events
e Authentication Failures
e Unusual Login Locations
e Unauthorized Access Attempts
« Data Exfiltration Attempts
e Privilege Escalation Attempts
Thresholds
e Login Failures: More than 5 failed logins within 10 minutes
e Unusual Locations: Logins from unrecognized countries
o Data Transfer: Uploads exceeding 1 GB from a single user
Access to Security Tools

e Provision Access: Procedures for granting and revoking access to security tools
like Splunk, Duo, Snort

o Documentation: User guides and training materials for security tools

Create Playbooks



¢ Account Compromise: Step-by-step actions for detection, containment, and
recovery

« Malware Infection: Procedures for identification and removal

« Data Breach: Steps for notification, containment, and legal compliance

Plan Exercises

o« Tabletop Exercises: Quarterly simulations of common incidents

e Hands-On Drills: Annual red team/blue team exercises



2. Detect

Start

« Tickets @
« SIEM
« AV/EDR Alerts
« Overwatch Team
« Reports (DNS, Web Proxy)
« Device Loss @
« Credential Theft
« Criminal activities
o Financial losses
o Blackmail / Ransom

Identify
Threat
Indicators

Identify
Risk
Factors

il

« Data
o Pl
o Onwer (Clients vs Company)
o Intellectual Property
o Age (current vs old)

Data Collection P> C

« Determine type

°
°
°

°
°

Cyber Threat
Insider Threat

Mail Sent to Wrong
Destination

Device Lost
Printed Documents

Gathering of Information

Isita
Ransomware

Notifications

Or;
Specific

Ii

No—>| Triage

« Determine Impact
« Determine Scope
« Send Communication
« Determine if False Positive

Ransomware
Playbook

« From Admins
« From Clients
« Third Party

« Reputation Damage

« Financial Losses
o Lost contract/renewal
o Lower bid to our clients
o Fines (Regulation)

False
Positive

No

Next
(Analyze)

Slop

¢ Logs: Authentication logs, access logs, and network traffic logs from Splunk

e Alerts: Review alerts from SIEM, IDS/IPS, and antivirus

¢ User Reports: Analyse reports from users about suspicious activity

Logs

Database Server Access Logs:

2024-06-15 14:35:12,db_access,login,success,user=finance_user,ip=192.168.1.75

2024-06-15

14:45:37,db_access,query,select,table=financial_data,user=finance_user,ip=192.168.1

.75

2024-06-15

14:46:02,db_access,export,success,table=financial_data,rows=1000,user=finance_use

rip=192.168.1.75

2024-06-1515:10:12,db_access,login,failed,user=finance_user,ip=203.0.113.55

2024-06-15 15:12:45,db_access,login,success,user=finance_user,ip=203.0.113.55



2024-06-15

15:20:22,db_access,query,select,table=financial_data,user=finance_user,ip=203.0.113
.55

2024-06-15
15:22:10,db_access,export,success,table=financial_data,rows=5000,user=finance_use
r,ip=203.0.113.55

Firewall Log:

2024-06-15
15:12:46,firewall,allow,source_ip=203.0.113.55,dest_ip=192.168.1.20,port=3306

2024-06-15
15:22:15,firewall,allow,source_ip=203.0.113.55,dest_ip=203.0.113.100,port=443



3. Analyse

Previous
(Detect)

A 4

Critical
Incident?

> Verify

Indentify
10Cs

« Double-check previous data
« Rule out false positive

Files
Process
Services / Daemons
Registry

Start Folder

WMIC

Users

DA8
Scope

Validation

Run Critical
Inc. Playbook

Malware
Involve?

A
z

Do We
Need
Technical
Help

=l =

New signs of data leakage

Search customers environment

Search endpoints for IOCs w/ EDR
Search firewall/proxy/DNS logs for IOCs

ID'ed
Yes

DAMI

What Was
Accessed

Review netflows
Nb of hosts involve

DA6

Signs of lateral movement
Review firewall logs

Update Scope

All Affected
£ Enpoints and Data >«

Update lists of affected

« Data
« Endpoints

Clients

DA15

Contact
IR Pro. Serv.

Contact
Breach Coach

Analyse Data

Root Cause Send
Analysis Communication
Phlshlng « Internal Security Teams
Vishing Affected Client
Drive By Download AL RS0 Lol
Vulnerability « Any internal teams needed for
o RCE remediation or counselling
o XSS
o LFI

Remote Service

o Default/ Weak Password

o Brute Force

o Vulnerability
Lost Device
Human Error

e e 255 8

Company Entities

Next
(Contain)

Login Attempts: Multiple successful logins from an internal IP followed by
successful login from an external IP.

Data Export: Large volumes of data exported from the financial database.

Geolocation: External IP (203.0.113.55) is from an unrecognized location,

suggesting unauthorized access.

Building Detections

Custom SIEM Rules: Create rules to flag large data exports and logins from

unusual locations.



Behavioural Analysis: Monitor deviations from normal login patterns and data
access behaviours.

Root Cause Analysis

Initial Point of Compromise: Unauthorized access via a compromised user
account (finance_user).

Affected Accounts: User finance_user's account is compromised.

Depth and Breadth of the Attack

Admin Rights: Verify if finance_user has any administrative privileges
(confirmed: no admin rights).

Affected Systems: Database server primarily affected with unauthorized data
export.

Techniques Used

Credential Theft: Possible phishing attack or credential stuffing leading to
unauthorized access.

Unauthorized Data Export: Large-scale export of financial data.

Indicators of Compromise / Indicators of Attack

Tactics, Techniques, and Procedures (TTP): Use of compromised credentials to
access and export sensitive data.

IP Addresses: Malicious activity from IP 203.0.113.55.

Command Line: Unusual command line activity on the database server (if
available).



4. Contain / Eradicate

Previous
(Analyze)

Data
Posted to

Customer(s) Insider

Compromised

Compromised

i ? ? ?
Credentials or Lost MFA? Data? Internet? Threat?
No
Yes
DC2 DC4 DC6 DC8 DC10
Revoke & Ask Onwer to Inform HR &
Rotate Password Replace Token Gontact Cuslomers Remove Data Disable Accounts
DC12 @
New Data Lost N All)l:lfafelféif Close - Attacker Still
L —No 5 o R No-
Discovered ‘Addressed Monitoring Have Access?

« Monitor for:

o New Information Leaked Yes

Malware
Playbook

o New Communication from Attackers
o People trying to give back device/documents

Isolate Affected Systems
 Immediate Isolation: Disable user finance_user's account.
¢ Quarantine: Block IP 203.0.113.55 at the firewall.

Patch Threat Entry Point

e Update Software: Ensure the database server and related applications are up to
date with the latest security patches.

e Change Credentials: Force a password reset for user finance_user and all
employees as a precaution.

Predefined Threshold
¢« For Customers: Notify any customers whose data may have been affected.
e ForInternal Systems: Escalate to the IT security team.

e For Escalations: Involve higher management and, if necessary, external
cybersecurity consultants.

Preauthorized Actions

e Per Customers: Execute predefined response actions such as notifying
customers and providing support.

¢« Per Environment: Differentiate actions for production and other environments.

How to Remove the Threat on All Affected Systems



e Antivirus Scans: Run comprehensive scans on all endpoints.

¢ Manuallnspection: Conduct manual checks on critical systems.



5. Recover

Previous
(Cont./Erad.)

DRt

A

Rebuild

Systems

« Inisolated env
« Install

o Supported OS

o Security solution

o Install up to date Apps
« Restore clean data

=

Data Collection /<

DR2 DR3
Vulnerability Update
Scan Defenses
« External « Determine which of the following
« If possible can stay to prevent infection

o Authenticated
o Agent base scan

N

vs which need to be removed
to restore functionality

°

°
°
°
°

« List systems that haven't been restored

Get Systems Operational

All Affected
Enpoints <

EDR Policies
Firewal Rules
Proxy Block
DNS Sinkhole
etc.

Restore

Service

Lift containment

Move host to production VLAN

Enable switch port

Enable / Create virtual network interface

ID'ed

Yes

Next
” (Post Incident)

 Restore Services: Ensure the database server and other systems are free of

threats and restore normal operations.

¢ Monitoring: Implement heightened monitoring for any signs of residual threats.

Rebuild and Resume Service

 Reimage Systems: Rebuild systems from clean backups if necessary.

o Verification: Verify the integrity and security of all restored systems.




6. PostIncident

Previous
(Detect)

DP1 v DP2 DP3

Incid_em » Upga;tgg;c:;of 5! Review Defensive
Review Posture
\___,_/_'_‘_\
« What Worked « Documentations: « Schedule review of newly
» What Didn't Work ¢ Policies introduced rules in & manths
o Playbooks = Are the following still applicable
& Runbooks o AV /EDR custom sigs
o Procedures o IPS sigs
o efc. o Etc.
« Detection Rules:
o SIEM
o AV/EDR
o Other security solution
DP5 DP4
Modify " Build New
Base Images B Detection

Incident Calculate
Cause No » Incident's Stop
by Human Cost

A

Yas

o] |

User Awareness
Training

Lessons Learned

e Review: Conduct a post-mortem analysis to identify what worked and what
didn’t.

o« Documentation: Update incident response documentation with new insights.
New Detection

e Enhance Monitoring: Improve detection rules and monitoring based on the
incident analysis.

¢ Training: Provide additional training to staff based on lessons learned.
New Hardening

¢ Security Enhancements: Implement new security measures such as stronger
MFA, improved email filtering.

¢ Policy Updates: Revise security policies to address gaps identified during the
incident.

New Patch Management



Regular Updates: Ensure all systems are regularly updated with the latest
patches.

Automated Deployment: Implement automated patch management solutions
to reduce manual effort and errors.



3. Malware

Scenario: A sophisticated malware infection has been detected on multiple employee
workstations, leading to unauthorized access and potential data exfiltration.

Incident Response Analysis
1. Preparation
List of All Assets
Servers
e Web Server: Hostname: web01, IP: 192.168.1.10, OS: Ubuntu 20.04
o Database Server: Hostname: db01, IP: 192.168.1.20, OS: MySQL 8.0
e Email Server: Hostname: mail01, IP: 192.168.1.30, OS: Exchange Server 2019
Endpoints
e Workstations: 50 Windows 10 PCs
¢ Laptops: 20 MacBook Pros
e Mobile Devices: 10 iPhones, 10 Android devices
Networks
e Corporate Network: 192.168.0.0/16
e Guest Network: 172.16.0.0/16
e DMZ:10.0.0.0/24
Applications
o CRM: Salesforce
e ERP:SAP
o Office Suite: Microsoft Office 365
¢ Communication: Slack, Zoom
Employees
o Total Employees: 150
¢ KeyRoles: IT Admins, HR, Finance, Sales, Executives
Security Products

e Antivirus: Symantec Endpoint Protection



o Firewall: Cisco ASA 5500
e SIEM: Splunk
o IDS/IPS: Snort
e MFA: Duo Security
Baselines
¢ Normal Network Traffic: Defined and documented with Splunk

¢ System Performance Metrics: Established benchmarks for CPU, memory, and
disk usage

e UserBehavior: Normal login times, locations, and activities
Communication Plan
¢ Incident Response Team: Defined roles and contact info for all members

¢ Internal Notifications: Procedures for informing executives, IT staff, and
affected users

« External Notifications: Criteria for informing customers, partners, and
regulatory bodies

Security Events
e Authentication Failures
e Unusual Login Locations
e Unauthorized Access Attempts
« Data Exfiltration Attempts
e Privilege Escalation Attempts
Thresholds
e Login Failures: More than 5 failed logins within 10 minutes
e Unusual Locations: Logins from unrecognized countries
o Data Transfer: Uploads exceeding 1 GB from a single user
Access to Security Tools

e Provision Access: Procedures for granting and revoking access to security tools
like Splunk, Duo, Snort

o Documentation: User guides and training materials for security tools

Create Playbooks



¢ Account Compromise: Step-by-step actions for detection, containment, and
recovery

« Malware Infection: Procedures for identification and removal

« Data Breach: Steps for notification, containment, and legal compliance

Plan Exercises

o« Tabletop Exercises: Quarterly simulations of common incidents

e Hands-On Drills: Annual red team/blue team exercises



2. Detect

Start

« From users
« From recipients
Notifications « third party

« ISP

« Tickets Identify
« SIEM Threat
= AV/EDR Alerts Indicators
« Reports (DNS, Web Proxy) « Mail provider
« Computer is

o Slow

o Crash unexpectedly

« Reputation damage

Or « Financial losses
Specific o Lost contract/renewal
o Lower bid to our clients
o Fines (Regulation)

Identify

« Credential theft @

« Malware delivery

« Criminal activities Risk
o Financial losses
o Blackmail / Ransom

Factors
MD3 l MD4

ol

MD7
/ Isita Isita

/ Data Collection Categorize > Ransomware No' Worm No—>| Triage
« File « Determine type « Determine Impact

o Hash o Ransomware o Is the malware destroying things

o Reputation o G2 o Is the malware proliferating (infecting other hosts)

o Publisher o Exfil o Financial impact

o Behavior o Worm / Lateral movement o BSoD
« Domain o Credential Theft o etc.

o Reputation o Banking « Determine Scope

o Registrar o Trojan / RAT o Nb of hosts received the files (hash, name)

o Owner o Adware / PUP o Nb of hosts that attempt to connect to the URLs

o IP o elc o Nb of hosts with registry keys

o Multi stage/Redirect o Other IOC found

o Technologies « Send Communication

= WordPress « Determine if False Positive Next
= Joomla (Analyze)
- = Custom False .
i o
o Reputation Fe— Positive
o Other domains (vhosts) Playbook Playbook

Gathering of Information
o Logs: Authentication logs, access logs, and network traffic logs from Splunk
e Alerts: Review alerts from SIEM, IDS/IPS, and antivirus
o User Reports: Analyse reports from users about suspicious activity

Logs

Endpoint Antivirus Logs:

2024-06-22
08:32:10,av,alert,malware_detected,threat=Trojan.Generic,action=quarantine,device=1
92.168.1.50,user=jdoe

2024-06-22
08:35:12,av,alert,malware_detected,threat=Trojan.Generic,action=quarantine,device=1
92.168.1.51,user=asmith

2024-06-22
08:40:15,av,alert,malware_detected,threat=Ransomware.WannaCry,action=remove,de
vice=192.168.1.52,user=bwong

Network Traffic Logs:

2024-06-22
08:32:11,network,connection,allowed,src_ip=192.168.1.50,dst_ip=203.0.113.100,port
=80



2024-06-22
08:35:13,network,connection,blocked,src_ip=192.168.1.51,dst_ip=203.0.113.101,port
=443

2024-06-22
08:40:16,network,connection,allowed,src_ip=192.168.1.52,dst_ip=203.0.113.102,port
=80



3. Analyse

Previous
(Detect)

Critical
Incident?

Run Critical

Inc. Playbook >

« New signs of infection
« Search customers environment
« Search endpoints for IOCs w/ EDR

« Search firewall/proxy/DNS logs for IOCs

Update lists of

« affected endpoints
« affected Syntac entities
« affected clients

No
MA1 MA3 l MA4 MAS MA6
" Extract IOC "
. Indentify 3 Submit Sample Scan
—> Verify from Private .
10Cs Sandbox to Partners Enterprise
« Double-check previous data  « Files « Network connection « AV/EDR « Update EDR Policies
« Rule out false positives « Process « Any other indicators « Network « Update FW, IDS, etc. rules w/ 10Cs
« Services / Daemons « Deobfuscation « Etc. « Search endpoints for IOCs w/ EDR
« Registry « Search firewall/proxy/DNS logs for IOCs
« Start Folder
« WMIC
MA10) « Users MAS MA7
All Affected
Scope |€————No: Enpoints Update Scope What Was
Validation ID'ed w Accessed

« Signs of lateral movement
« Review firewall logs
« Review netflows

MA16 , MA17]
Do We Determine
Need Root Cause . Data Was Data Lost
Technical No Analysis Mive ATTACK Exfiltrated Playbook
Help Stage
: -
« Phish « Was Action on Objective
« Drive By Download successful
« Vulnerability
Yos o RCE No
o XSS
o LFI
MA13 MA1S « Remote Service MALS
o Default/ Weak Password
Contact Contact o, Biilte Foros o Next
IR Pro. Serv. Breach Coach o Vulnerability Send Communication (Contain)
« USB Key
‘ « Internal Security Teams
« Affected Clients

= Non-Affected Clients

Analyse Data

« Any internal teams needed for

remediation or regulation

e Malware Detection: Multiple workstations have detected and quarantined

malware.

e Network Activity: Suspicious outbound connections from infected devices to

external IPs.

Building Detections

e Custom SIEM Rules: Create rules to flag malware alerts from antivirus logs and

unusual outbound traffic.

« Behavioural Analysis: Monitor deviations from normal network activity patterns.

Root Cause Analysis



« Initial Point of Compromise: Malware likely introduced via a phishing email or
malicious download.

¢ Affected Accounts: Users jdoe, asmith, and bwong are affected.
Depth and Breadth of the Attack

« Admin Rights: Verify if affected users have administrative privileges (confirmed:
no admin rights).

o Affected Systems: Multiple workstations with detected malware infections.
Techniques Used

e Phishing: Possible entry point via phishing email.

e Malware Payload: Trojan.Generic and Ransomware.WannaCry detected.
Indicators of Compromise / Indicators of Attack

o Tactics, Techniques, and Procedures (TTP): Use of phishing emails to deliver
malware payloads.

e [P Addresses: Malicious outbound connections to IPs 203.0.113.100,
203.0.113.101, and 203.0.113.102.

o File Hashes: Identify hashes of detected malware files.

e Command Line: N/A (not available in logs).



4. Contain / Eradicate

Previous
(Analyze)

Previous
(Analyze)

Yos—>|

Contain

Affected
Host

No

« Apply containment with EDR

« Update <EDR / Proxy> policies
« Blackhole DNS

« Submit links to partners

MAS

Can We
Install EDR
on Host

Install
EDR

MC9
Yo R Wipe/Destroy
System
MC7
I
Action Taken N;aa: :I:
by User/Computer Admin/Root
« Have <interacted with threat>
« Determine <AV / EDR ACTIONS> IMC10]
Contai
b Actions

« Delete all IOCs

No

MC3 l

Isolate / Unplug
Host

« Apply one of the following:
o Remove Virtual interface
o Putin "Dirty" VLAN
o Shutdown switch port

New I0OC
Discovered

Isolate Affected Systems

Host
Belongs to
New Client

All Affected
Endpoints
Contained

Yes

MC12
Update/ Vendor
Upgrade [€—VYes Provided
AV/EDR New Sigs /
No
MC13

Scan Systems

New Client
o 2 Process

Monitoring

Close

= Monitor for:

o Internet connections to I0C

o New files that matches hashes identifies
o Processes

o Behaviors that match TTPs

\ Next

(Recover)

« Immediate Isolation: Disconnect infected workstations from the network.

¢ Quarantine: Quarantine affected devices.

Patch Threat Entry Point

o Update Software: Ensure all systems are updated with the latest security
patches.

e Change Credentials: Force a password reset for affected users and all
employees as a precaution.

Predefined Threshold

¢ For Customers: Notify any customers whose data may have been affected.

¢ ForInternal Systems: Escalate to the IT security team.

e For Escalations: Involve higher management and, if necessary, external
cybersecurity consultants.

Preauthorized Actions




e Per Customers: Execute predefined response actions such as notifying
customers and providing support.

+ Per Environment: Differentiate actions for production and other environments.
How to Remove the Threat on All Affected Systems

e Antivirus Scans: Run comprehensive scans on all endpoints to ensure all
malware is removed.

e Manual Inspection: Conduct manual checks on critical systems.



5. Recover

Previous
(Cont./Erad.)

i Data Ci /

« List systems that haven't been restored

All Affected
Enpoints
ID'ed

MR8
v
5 Was Malware
Validate Known

o DNS Sinkhole

o efc.

MRS

Restore
Service

MR1 L MR2 MR3 MR4
R Rebuild Vulnerability Patch Update
Systems Scan Vulnerability Defenses

» Inisolated env « External « Al Critical & High Vulr « D which of the ing
« Install « If possible must be patch can stay to prevent infection

o Supported OS o Authenticated o Operating Systems vs which need to be removed

o Security solution o Agent base scan o Applications to restore functionality

o Install up to date Apps o EDR Policies
« Restore clean data o Firewal Rules

o Proxy Block

« Lift containment

« Move host to production VLAN

« Enable switch port

« Enable / Create virtual network interface

Next
Z(Post Incident)

Countermeasures Before
« Di ine of legiti: are blocked by
o AV/EDR
o IPS
o Proxy No
o Firewall l
o DNS MR10
« Remediate any problem identified
Submit
10Cs to
3rd Parties

Get Systems Operational

threats and restore normal operations.

Rebuild and Resume Service

Verification: Verify the integrity and security of all restored systems.

Restore Services: Ensure all infected workstations and systems are free of

Reimage Systems: Rebuild systems from clean backups if necessary.

Monitoring: Implement heightened monitoring for any signs of residual threats.



6. PostIncident

Previous
(Detect)

MP1
A 4

Incident

MP2

Update Policies &

Review

MP3

.| Review Defensive

> Procedures

o Other security solution

Posture

« Schedule review of newly
introduced rules in 6 months
« Are the following still applicable
o AV /EDR custom sigs

o IPS sigs
o Etc.

MP4

Update / Upgrade

A

Defences

« Anti-Virus
o Signature
o Engine
« EDR

o Behavior of the malware

« Anti-Spam / Anti-Phish

« What Worked « Documentations:
« What Didn't Work o Policies
o Playbooks
o Runbooks
o Procedures
o etc.
« Detection Rules:
o SIEM
o AV/EDR
MP6& MP5
Modify - Build New
Base Images = Detections
« Review Hardening Process « SIEM Rules
« Include Patch in OS Images « Tickets
« Upgrade Apps
« Patch Apps
MP9
Incident Calculate
Cause No—>| Incident's
by Human Cost

Yes

MP8

User Awareness

A

Training

Lessons Learned

e Review: Conduct a post-mortem analysis to identify what worked and what

didn’t.

o Documentation: Update incident response documentation with new insights.

New Detection

« Enhance Monitoring: Improve detection rules and monitoring based on the

incident analysis.

o Training: Provide additional training to staff based on lessons learned.

New Hardening

e Security Enhancements: Implement new security measures such as stronger

MFA, improved email filtering.

e Policy Updates: Revise security policies to address gaps identified during the

incident.



New Patch Management

e Regular Updates: Ensure all systems are regularly updated with the latest
patches.

¢ Automated Deployment: Implement automated patch management solutions
to reduce manual effort and errors.



4. Phishing

Scenario: Multiple employees received a phishing email that led to compromised
credentials and unauthorized access to the company's internal systems.

Incident Response Analysis
1. Preparation
List of All Assets
Servers
e Web Server: Hostname: web01, IP: 192.168.1.10, OS: Ubuntu 20.04
o Database Server: Hostname: db01, IP: 192.168.1.20, OS: MySQL 8.0
¢ Email Server: Hostname: mail01, IP: 192.168.1.30, OS: Exchange Server 2019
Endpoints
e Workstations: 50 Windows 10 PCs
¢ Laptops: 20 MacBook Pros
e Mobile Devices: 10 iPhones, 10 Android devices
Networks
e Corporate Network: 192.168.0.0/16
e Guest Network: 172.16.0.0/16
e DMZ:10.0.0.0/24
Applications
o CRM: Salesforce
e ERP:SAP
o Office Suite: Microsoft Office 365
¢ Communication: Slack, Zoom
Employees
o Total Employees: 150
¢ KeyRoles: IT Admins, HR, Finance, Sales, Executives
Security Products

e Antivirus: Symantec Endpoint Protection



o Firewall: Cisco ASA 5500
e SIEM: Splunk
o IDS/IPS: Snort
e MFA: Duo Security
Baselines
¢ Normal Network Traffic: Defined and documented with Splunk

¢ System Performance Metrics: Established benchmarks for CPU, memory, and
disk usage

¢ User Behaviour: Normal login times, locations, and activities
Communication Plan
¢ Incident Response Team: Defined roles and contact info for all members

¢ Internal Notifications: Procedures for informing executives, IT staff, and
affected users

« External Notifications: Criteria for informing customers, partners, and
regulatory bodies

Security Events
e Authentication Failures
e Unusual Login Locations
e Unauthorized Access Attempts
« Data Exfiltration Attempts
e Privilege Escalation Attempts
Thresholds
e Login Failures: More than 5 failed logins within 10 minutes
e Unusual Locations: Logins from unrecognized countries
o Data Transfer: Uploads exceeding 1 GB from a single user
Access to Security Tools

e Provision Access: Procedures for granting and revoking access to security tools
like Splunk, Duo, Snort

o Documentation: User guides and training materials for security tools

Create Playbooks



¢ Account Compromise: Step-by-step actions for detection, containment, and
recovery

« Malware Infection: Procedures for identification and removal

¢ Phishing Attack: Steps for identifying phishing attempts, removing malicious
emails, and securing compromised accounts

Plan Exercises
 Tabletop Exercises: Quarterly simulations of common incidents

e Hands-On Drills: Annual red team/blue team exercises



2. Detect

= amr
Yo 0 7

@ - « From users
« Tickets Identify « From recipients
« SIEMAV/EDR Alerts Threat « third party
« Reports (DNS, Web Proxy) Indicators . ISP
« Errors from bounced messages « Mail provider

i « Reputation damage
. Identif >
Rislky Org « Financial losses
Factors Specific o Lost contractrenewal

o Fines (Regulations)

Credential theft @
Malware delivery
« Criminal activities
o Financial losses
o Blackmail / Ransom

Data Collection Categorize > Triage
« Domain : « Determine type « Determine Impact
o Reputation o Phish o Impact of msq type
o Registrar o Spam o Financial impact
o Owner o Spear Phish « Determine Scope
o IP o Whaling o Nb of people received the msg
o Multi stage/Redirect o BEC o Nb of people opened the attachment/links
o Technologies o 0365 Forward rules o Nb of people who submitted information
= WordPress « Determine if False Positive
= Joomla
= Custom @
. P Next
o Reputation
o Other domains (vhosts) False
« File Positive No

Gathering of Information
e Logs: Email logs, authentication logs, and network traffic logs from Splunk
e Alerts: Review alerts from SIEM, IDS/IPS, and antivirus
o User Reports: Analyse reports from users about suspicious emails

Logs

Email Server Logs:

2024-06-25
09:12:32,email,received,sender=attacker@example.com,recipient=jsmith@company.c
om,subject="Urgent: Update Your Password",ip=203.0.113.50

2024-06-25
09:15:47,email,received,sender=attacker@example.com,recipient=adoe@company.co
m,subject="Urgent: Update Your Password",ip=203.0.113.50



2024-06-25
09:17:53,email,received,sender=attacker@example.com,recipient=bwong@company.c
om,subject="Urgent: Update Your Password",ip=203.0.113.50

Authentication Logs:
2024-06-25 09:30:12,auth,login,success,user=jsmith,ip=203.0.113.60
2024-06-25 09:35:15,auth,login,failed,user=adoe,ip=203.0.113.60

2024-06-25 09:40:20,auth,login,success,user=adoe,ip=203.0.113.60



3. Analyse

Previous
(Detect)

Critical
Incident?

Run Critical
L Inc. Playbook

No
PA1 \ PA3 ¢ PA4 PA5
i Indentify Scan .|  Update Scope
> Verify 10C =1 Enterprise ’¥/\
« Double-check previous data « Validate hashes (VT/HA/TG/etc.) Update spam filter Update lists of

« Rule out false positives « Validate links (VT/HA)

Update FW, IDS, efc. rules w/ IOCs
« Email headers

« Search all mail forders for IOCs
« Search endpoints for IOCs w/ EDR

« affected recipient addresses
« D subject, attachments, from addr : :g:g:gg ::niﬁ)oelrr::;i es

« D other addresses, domains, IPs . affected bt?siness units

« Search Threat Intel sources

« Disk forensics on recipient's endpoint

PA7 @
All Affected
Scope N Enpoints

Validation \D'ed

« Search mailboxes for IOCs
« Search endpoints for IOCs

Yes
PA8

Send Next
Communications (Contain)

« Internal Security Teams
« Email Team (On Prem / Cloud)
« Firewall Team

Analyse Data

o Email Analysis: Multiple phishing emails received from attacker@example.com.

e Login Attempts: Successful logins from an external IP (203.0.113.60) shortly
after phishing emails were received.

Building Detections

e Custom SIEM Rules: Create rules to flag emails from suspicious domains and
detect unusual login attempts.

e Behavioural Analysis: Monitor deviations from normal email and login patterns.

Root Cause Analysis

¢ Initial Point of Compromise: Phishing emails led to users providing their
credentials to the attacker.

o Affected Accounts: Users jsmith and adoe.

Depth and Breadth of the Attack

« Admin Rights: Verify if affected users have administrative privileges (confirmed:
no admin rights).

o« Affected Systems: Email accounts and potentially other internal systems
accessed using compromised credentials.



Techniques Used

e Phishing: Attacker used phishing emails to harvest credentials.

o Unauthorized Access: Attacker used harvested credentials to log into internal
systems.

Indicators of Compromise / Indicators of Attack

o Tactics, Techniques, and Procedures (TTP): Use of phishing emails to steal
credentials.

e IP Addresses: Malicious activity from IP 203.0.113.60 and 203.0.113.50.

e Email Content: Subject line "Urgent: Update Your Password" from
attacker@example.com.



4. Contain / Eradicate

Previous
(Analyze)

Run Matware
g Playbook

PC1 v PC2 PC4
Malware
Block S Action Taken Infection No—3 Delete

C2, Email Traffic b by User Occurred? Emails
« Update Spam Filters « Have emails been read « Delete From Users' Inboxes
« Update FW, Proxy, etc. rules « Have attachments been opened o Spam Tool
« Blackhole DNS « Have links been clicked o Email Admin Console
« Submit links to partners « Delete Downloaded Attachments

o EDR, SIEM, etc. to scan enterprise
« Delete email from servers

o Cloud

o Onprem

All Affected
Endpoints
Contained

New IOC

Close
Discovered

Monitoring

No

« Monitor for:
o Related incoming message
o Internet connections to I0C
Yea Yes o New files that matches hashes identifies

Previous Next
(Analyze) (Recover)

Isolate Affected Systems

e Immediate Isolation: Disable compromised accounts jsmith and adoe.
¢ Quarantine: Block IPs 203.0.113.60 and 203.0.113.50 at the firewall.

Patch Threat Entry Point

o Update Software: Ensure all systems are updated with the latest security
patches.

e Change Credentials: Force a password reset for compromised users and all
employees as a precaution.

Predefined Threshold

¢ For Customers: Notify any customers whose data may have been accessed or
affected.

¢ ForInternal Systems: Escalate to the IT security team.

e For Escalations: Involve higher management and, if necessary, external
cybersecurity consultants.

Preauthorized Actions

¢ Per Customers: Execute predefined response actions such as notifying
customers and providing support.

e Per Environment: Differentiate actions for production and other environments.

How to Remove the Threat on All Affected Systems



Email Filtering: Implement stronger email filtering rules to block similar phishing
emails.
Antivirus Scans: Run comprehensive scans on all endpoints to ensure no

malware was introduced.



5. Recover

Previous
(Cont./Erad.)

PR1
A4

Update
Defenses

« Determine which Spam Filters, FW, EDR. etc.
rules can stay to prevent infection vs which
need to be removed to restore functionality

N

All Affected
Enpoints

Data Collection /<

« Determine if
o Spam Filters block legit emails
o Proxy, FW, etc. block legit sites

Get Systems Operational

restore normal operations.
[ ]

Rebuild and Resume Service

ID'ed

Yes

Next
(Post Incident)

Restore Services: Ensure email accounts and other systems are secure and

Monitoring: Implement heightened monitoring for any signs of residual threats.

Reimage Systems: Rebuild systems from clean backups if necessary.

Verification: Verify the integrity and security of all restored systems.



6. PostIncident

Previous
(Detect)

PP1 F PP2 PP3
Update Policy &
Incident & pProcedurie)s, | Review Defensive
Review '\_/_\ ' Posture
« What Worked « Documentations: « Schedule review of newly
« What Didn't Work o Policies introduced rules in 6 months
o Playbooks « Are the following still applicable
o Runbooks o Spam Filter rules
o Procedures o FW, Proxy rules for C2
o etc. o AV/EDR custom sigs
« Detection Rules: o IPSsigs
o SIEM
o Anti-Spam
o Malware Gateway
o EDR
o Other security solution
PP5 PP4
ﬁi:g:?:.i P User Awareness |
Cost B Training B

Lessons Learned

e Review: Conduct a post-mortem analysis to identify what worked and what
didn’t.

o Documentation: Update incident response documentation with new insights.
New Detection

« Enhance Monitoring: Improve detection rules and monitoring based on the
incident analysis.

o Training: Provide additional training to staff based on lessons learned.
New Hardening

e Security Enhancements: Implement new security measures such as stronger
MFA, improved email filtering.

e Policy Updates: Revise security policies to address gaps identified during the
incident.

New Patch Management

¢ Regular Updates: Ensure all systems are regularly updated with the latest
patches.

¢ Automated Deployment: Implement automated patch management solutions
to reduce manual effort and errors.



5. Ransomware

Scenario: A ransomware attack has encrypted multiple critical systems within the
organization, demanding payment for the decryption keys.

Incident Response Analysis
1. Preparation
List of All Assets
Servers
e Web Server: Hostname: web01, IP: 192.168.1.10, OS: Ubuntu 20.04
o Database Server: Hostname: db01, IP: 192.168.1.20, OS: MySQL 8.0
¢ Email Server: Hostname: mail01, IP: 192.168.1.30, OS: Exchange Server 2019
+ File Server: Hostname: file01, IP: 192.168.1.40, OS: Windows Server 2019
Endpoints
e Workstations: 50 Windows 10 PCs
e Laptops: 20 MacBook Pros
e Mobile Devices: 10 iPhones, 10 Android devices
Networks
e Corporate Network: 192.168.0.0/16
e Guest Network: 172.16.0.0/16
e DMZ:10.0.0.0/24
Applications
e CRM: Salesforce
e ERP:SAP
o Office Suite: Microsoft Office 365
¢ Communication: Slack, Zoom
Employees
e Total Employees: 150
¢ KeyRoles: IT Admins, HR, Finance, Sales, Executives

Security Products



e Antivirus: Symantec Endpoint Protection
o Firewall: Cisco ASA 5500
e SIEM: Splunk
o IDS/IPS: Snort
e MFA: Duo Security
Baselines
¢ Normal Network Traffic: Defined and documented with Splunk

 System Performance Metrics: Established benchmarks for CPU, memory, and
disk usage

« User Behaviour: Normal login times, locations, and activities
Communication Plan
¢ Incident Response Team: Defined roles and contact info for all members

¢ Internal Notifications: Procedures for informing executives, IT staff, and
affected users

« External Notifications: Criteria for informing customers, partners, and
regulatory bodies

Security Events
¢ Authentication Failures
e Unusual Login Locations
¢ Unauthorized Access Attempts
« Data Exfiltration Attempts
e Privilege Escalation Attempts
e Mass File Encryption
Thresholds
¢ Login Failures: More than 5 failed logins within 10 minutes
¢ Unusual Locations: Logins from unrecognized countries
« Data Transfer: Uploads exceeding 1 GB from a single user
¢ File Modifications: Sudden spike in file encryption or modifications
Access to Security Tools

e Provision Access: Procedures for granting and revoking access to security tools
like Splunk, Duo, Snort



o Documentation: User guides and training materials for security tools

Create Playbooks

e Account Compromise: Step-by-step actions for detection, containment, and
recovery

o Malware Infection: Procedures for identification and removal

¢ Phishing Attack: Steps for identifying phishing attempts, removing malicious
emails, and securing compromised accounts

e Ransomware Attack: Comprehensive guide for responding to ransomware,
including isolation, communication, and recovery steps

Plan Exercises
o Tabletop Exercises: Quarterly simulations of common incidents

e Hands-On Drills: Annual red team/blue team exercises



2. Detect

ES e
S T

From users

From recipients
Notifications « third party

- ISP

« Mail provider

« Computer is

o Slow

o Crash unexpectedly

Identify

« Tickets

« SIEM

« AV/EDR Alerts b
« Reports (DNS, Web Proxy)

Indicators

Reputation damage

Or, Financial losses
Specific o Lost contract/renewal
o Lower bid to our clients
o Fines (Regulation)

Identify

« Credential theft @

« Malware delivery

« Criminal activities Risk
o Financial losses
o Blackmail / Ransom

Factors
= ol

gl

o
=
&
Q
v

Triage

« Threat « Determine Impact
o Bitcoin Address o Is the malware destroying things
o Emalil o Is the malware proliferating (infecting other hosts)

« File o Financial impact
o Hash o BSoD
o Reputation o etc.
o Extention Type « Determine Scope
o Behavior o Nb of hosts received the files (hash, name)

« Domain o Nb of hosts that attempt to connect to the URLs
o Reputation o Nb of hosts with registry keys
o Registrar o Other I0C found
o Owner « Send Communication
o IP « Determine if False Positive Next
o Multi stage/Redirect (Analyze)
o Technologies False

: onzrr«;j‘:’aress Positive No
= Custom
P

o Reputation Stop
o Other domains (vhosts)

Gathering of Information
e Logs: Authentication logs, access logs, and network traffic logs from Splunk
o Alerts: Review alerts from SIEM, IDS/IPS, and antivirus
¢ User Reports: Analyse reports from users about unusual system behaviour
Logs
Endpoint Antivirus Logs:

2024-06-26
10:12:10,av,alert,ransomware_detected,threat=Ransomware.LockBit,action=quarantin
e,device=192.168.1.50,user=jdoe

2024-06-26
10:15:12,av,alert,ransomware_detected,threat=Ransomware.LockBit,action=quarantin
e,device=192.168.1.51,user=asmith

2024-06-26
10:20:15,av,alert,ransomware_detected,threat=Ransomware.LockBit,action=quarantin
e,device=192.168.1.52,user=bwong

Network Traffic Logs:



2024-06-26
10:12:11,network,connection,allowed,src_ip=192.168.1.50,dst_ip=203.0.113.200,port
=443

2024-06-26
10:15:13,network,connection,allowed,src_ip=192.168.1.51,dst_ip=203.0.113.200,port
=443

2024-06-26
10:20:16,network,connection,allowed,src_ip=192.168.1.52,dst_ip=203.0.113.200,port
=443

File Server Logs:
2024-06-26 10:12:10,file,modified,path=/share/docs/file1.docx,user=jdoe
2024-06-26 10:15:12,file,modified,path=/share/docs/file2.docx,user=asmith

2024-06-26 10:20:15,file,modified,path=/share/docs/file3.docx,user=bwong



3. Analyse

Previous
(Detect)

Verify

« Double-check previous data
« Rule out false positive

RA17

Critical
Playbook

3
§
ES

Live Threat
Actor?

Different than
Ransonware?

Do We Have
Backups?

Infected AD
Trusted?

RA16

= ] o]

L Scope Update Scope Contain & Eradicate Ensure Backups Disable
Validation found I0C/IOA Are Protected Trust Wi Iniectad

New signs of data Encrypted

Update lists of affected

In case of a live actor we

« Disable future backups

« The infected domain must be

« Search customers « Data have need to Contain & o Disable backup interface cut off from any other
environment « Endpoints Eradicate as soon as we o Stop backup scheduling environment
« Search endpoints for IOCs « Company Entities discover new IOC/IOA « Make an offline copy of the backups
w/ EDR « Clients
« Search firewall/proxy/DNS
logs for IOCs
I
No
RAT RA10
All Affected 2 5 <
ints and Data g Data Exfiltrated? TE:F\:V; :::1? Identify Affected | Indentify Threat Actor
ID'ed Systems Type Ransom Familly
« Servers « Find the usual TTP
: « Workstations « Review effects of reboot
H « Databases « Can we decrypt?
: « Share Drive « Ransomware file extension
: « SAN « Which OS does this effect
: RA13 « Backups
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¢ Network Activity: Suspicious outbound connections to external IPs
(203.0.113.200).

+ File Modifications: Sudden spike in file modifications on the file server.
Building Detections

e Custom SIEM Rules: Create rules to flag ransomware alerts from antivirus logs
and unusual file modifications.

 Behavioural Analysis: Monitor deviations from normal network and file activity
patterns.

Root Cause Analysis

¢ Initial Point of Compromise: Likely introduced via phishing email or malicious
download.

¢ Affected Accounts: Users jdoe, asmith, and bwong are affected.
Depth and Breadth of the Attack

« Admin Rights: Verify if affected users have administrative privileges (confirmed:
no admin rights).

o« Affected Systems: Multiple workstations and file server with encrypted files.
Techniques Used

e Phishing: Possible entry point via phishing email.

« Ransomware Payload: LockBit ransomware detected.
Indicators of Compromise / Indicators of Attack

¢ Tactics, Techniques, and Procedures (TTP): Use of phishing emails to deliver
ransomware payloads.

o |P Addresses: Malicious outbound connections to IP 203.0.113.200.

+ File Modifications: Unusual file modifications and encryptions.



Contain / Eradicate

Previous Run Malware
(Analyze) Playbook

RC1 RC2 RC3 RC4
Block "
—>»| System to Systems Stop Backups Elnc ted S z‘tgr':s Dlscogr::‘z/zisshare
Communications P 4
« Local Firewall « Check Status of « If possible powerdown the Al shared drive must
« AV/EDR Firewall Snapshots systems that are not encrypted bedisconnected | ]
« Contain Host « Do NOT powerdown encrypted No

« Shutdown Network Interface
. efc.

systems as they might not restart

v

¢ |
Update Scope New 10C Al Affected e 2 et
o Discovered Nor Endpoints
Contained Closely Clean Up
« Monitor for:

« Change kbrigt Password x2

o Lateral Movement « Reset Al Privilege Accounts

o Privilege Escalation
Yes o 10Cs
o etc.

d== —
Isolate Affected Systems
e Immediate Isolation: Disconnect infected workstations from the network.
e Quarantine: Quarantine affected devices to prevent further spread.

Patch Threat Entry Point

e Update Software: Ensure all systems are updated with the latest security
patches.

e Change Credentials: Force a password reset for affected users and all
employees as a precaution.

Predefined Threshold
e For Customers: Notify any customers whose data may have been affected.
e ForInternal Systems: Escalate to the IT security team.

¢ For Escalations: Involve higher management and, if necessary, external
cybersecurity consultants.

Preauthorized Actions

e Per Customers: Execute predefined response actions such as notifying
customers and providing support.

¢« Per Environment: Differentiate actions for production and other environments.

How to Remove the Threat on All Affected Systems

e Antivirus Scans: Run comprehensive scans on all endpoints to ensure all
ransomware is removed.



¢ Manuallnspection: Conduct manual checks on critical systems.



4. Recover

Previous
(Cont./Erad.)

RR1 v RR2 RR3 RR4

R Update Change All .
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o Policies
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o Engine
Restore Data <
ID'ed

« From Clean Backup

Next
(Post Incident)

Get Systems Operational

+ Restore Services: Ensure all infected workstations and systems are free of
threats and restore normal operations.

¢ Monitoring: Implement heightened monitoring for any signs of residual threats.
Rebuild and Resume Service
 Reimage Systems: Rebuild systems from clean backups if necessary.

o Verification: Verify the integrity and security of all restored systems.



5. PostIncident

Previous
(Detect)
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h A
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User Awareness
Training

Lessons Learned

e Review: Conduct a post-mortem analysis to identify what worked and what
didn’t.

o« Documentation: Update incident response documentation with new insights.
New Detection

e Enhance Monitoring: Improve detection rules and monitoring based on the
incident analysis.

¢ Training: Provide additional training to staff based on lessons learned.
New Hardening

¢ Security Enhancements: Implement new security measures such as stronger
MFA, improved email filtering.



¢ Policy Updates: Revise security policies to address gaps identified during the
incident.

New Patch Management

¢ Regular Updates: Ensure all systems are regularly updated with the latest
patches.

¢ Automated Deployment: Implement automated patch management solutions
to reduce manual effort and errors.



