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Command Syntax Conventions

The conventions used to present command syntax in this book are the same conventions
used in the I0OS Command Reference. The Command Reference describes these conven-
tions as follows:

= Boldface indicates commands and keywords that are entered literally as shown. In
actual configuration examples and output (not general command syntax), boldface
indicates commands that are manually input by the user (such as a show command).

m Italic indicates arguments for which you supply actual values.

m  Vertical bars (|) separate alternative, mutually exclusive elements.
m  Square brackets ([ ]) indicate an optional element.

m  Braces ({ }) indicate a required choice.

m  Braces within brackets ([{ }]) indicate a required choice within an optional element.

Introduction

Professional certifications have been an important part of the computing industry for
many years and will continue to become more important. Many reasons exist for these
certifications, but the most popularly cited reason is that of credibility. All other consid-
erations held equal, the certified employee/consultant/job candidate is considered more
valuable than one who is not.

Goals and Methods

The most important, and somewhat obvious, goal of this book is to help you pass the
CCNA Collaboration CIVND exam (210-065). In fact, if the primary objective of this
book were different, the book’s title would be misleading; however, the methods used in
this book to help you pass the CCNA Collaboration CIVND exam are designed to also
make you much more knowledgeable about how to do your job. Although this book
and the accompanying CD together have more than enough questions to help you pre-
pare for the actual exam, the method in which they are used is not to simply make you
memorize as many questions and answers as you possibly can.

One key methodology used in this book is to help you discover the exam topics that
you need to review in more depth, to help you fully understand and remember those
details, and to help you prove to yourself that you have retained your knowledge of
those topics. So, this book does not try to help you pass by memorization, but helps you
truly learn and understand the topics. The CCNA Collaboration CIVND exam is just one
of the foundation topics in the CCNA Collaboration certification, and the knowledge
contained within is vitally important to consider yourself a truly skilled routing/switch-
ing engineer or specialist. This book would do you a disservice if it did not attempt to
help you learn the material. To that end, the book will help you pass the CIVND exam
by using the following methods:
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m  Helping you discover which test topics you have not mastered
m  Providing explanations and information to fill in your knowledge gaps

m  Supplying exercises and scenarios that enhance your ability to recall and deduce the
answers to test questions

= Providing practice exercises on the topics and the testing process via test questions
on the CD

Who Should Read This Book?

This book is not designed to be a general networking topics book, although it can be
used for that purpose. This book is intended to tremendously increase your chances
of passing the CCNA Collaboration CIVND exam. Although other objectives can be
achieved from using this book, the book is written with one goal in mind: to help you
pass the exam.

So why should you want to pass the CCNA Collaboration CIVND exam? Because it is
one of the milestones toward getting the CCNA Collaboration certification (no small
feat in itself). What would getting the CCNA Collaboration mean to you? A raise, a
promotion, recognition? Would it enhance your resume? Perhaps it would demonstrate
that you are serious about continuing the learning process and that you are not content
to rest on your laurels. Maybe it would please your reseller-employer, who needs more
certified employees for a higher discount from Cisco. Or one of many other reasons.

Strategies for Exam Preparation

The strategy you use for the CCNA Collaboration CIVND exam might be slightly dif-
ferent from strategies used by other readers, mainly based on the skills, knowledge, and
experience you already have obtained. For instance, if you have attended the CICD and
CIVND courses, you might take a different approach than someone who learned col-
laboration architecture via on-the-job training.

Regardless of the strategy you use or the background you have, the book is designed

to help you get to the point where you can pass the exam with the least amount of time
required. For instance, there is no need for you to practice or read about IP addressing
and subnetting if you fully understand it already. However, many people like to make
sure that they truly know a topic and therefore read over material that they already
know. Several book features will help you gain the confidence that you need to be con-
vinced that you know some material already, and to also help you know what topics you
need to study more.

210-065 CIVND Exam Topics

Table I-1 lists the exam topics for the 210-065 CIVND exam. This table also lists the
book parts in which each exam topic is covered.
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Table -1  210-065 CIVND Exam Topics

Chapters in Which

CICD 210-065 Exam Topic Topic Is Covered

1.0 Video Concepts

1.1 Describe the functional components of video solutions

1.1.a Provisioning and scheduling management Chapters 9, 17
1.1.b Video compositing Chapter 2
1.1.c Streaming video Chapter 2
1.1.d Recording and storage Chapter 2
1.1.e Media players Chapter 2
1.1.f Media convergence Chapter 2
1.1.g Media management Chapter 2
1.1.h Video convergence Chapter 4

2.0 Endpoint Configuration

2.1 Describe video product models

21.a Mobile devices Chapter 5
21.b Desktop systems Chapter 5
2.1.c Multi-purpose systems Chapter 5
21.d Surveillance cameras and encoders Chapter 3
21.e Immersive systems Chapter 7
2.1.f Peripherals and add-ons Chapter 7
21.g Cabling connections Chapter 7
21.h Digital media players Chapter 2

2.2 Describe environment recommendations

2.2.a Room lighting recommendations Chapter 8
2.2.b Room acoustics recommendations Chapter 8
2.2.c Room power recommendations Chapter 8
2.2.d Room HVAC recommendations Chapter 8

2.2.e Room materials (windows, floor material, wall material, etc.) Chapter 8

2.2.f Room size and background wall Chapter 8

2.2.g Viewing distance Chapter 8




CICD 210-065 Exam Topic

Introduction

Chapters in Which
Topic Is Covered

2.2.h Physical security recommendations Chapter 3
2.3 Implement desktop endpoints and surveillance cameras

2.3.a Network settings Chapter 5
2.3.b GUI interface and CLI Chapter 5
2.3.c Control plane Chapter 5
2.3.d Cables Chapter 5
2.3.e Test call Chapter 6
2.3.f User acceptance test Chapter 6
2.3.g Microphone calibration Chapter 6
2.3.h Camera calibration Chapter 6
2.3.i Media playback on PCs Chapter 6
2.4 Describe features and functions

2.4.a Auto collaboration Chapter 11

2.4.n MCU capabilities versus TelePresence Server

Chapters 14, 15, 16

2.4.c Audio add in Chapter 11
2.4.d PIP Chapter 11
24.e FECC Chapter 11
2.4.f Resolution setting Chapter 11
2.4.g Multiway versus multisite Chapter 14
3.0 Troubleshooting and Support

3.1 Describe troubleshooting methodologies Chapter 13
3.2 Identify endpoint issues

3.2.a Cabling Chapter 13
3.2.b Peripherals Chapter 13
3.2.c Network connectivity Chapter 13

3.2.d Registration

Chapters 6, 8, 9, 10

3.2.e Call setup

Chapters 6, 10, 11, 12

XXi
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CICD 210-065 Exam Topic
3.2.f Media quality

Chapters in Which
Topic Is Covered

Chapter 13

3.2.g Mid call feature issues

Chapters 10, 13

3.3 Collecting system information

3.3aLogs

Chapter 13

3.3.b Status

Chapters 6, 13

3.4 Manage configuration

3.4.a Backups

Chapters 10, 13

3.4.b Restore

Chapters 10, 13
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The objective of this book is to help you pass the CCNA Collaboration CIVND exam
(210-065). While you are learning about topics that can help you pass the CIVND exam,
you will also become more knowledgeable about how to do your job. Although this
book and the accompanying CD have many exam preparation tasks and example test
questions, the method in which they are used is not to simply make you memorize as

many questions and answers as you possibly can.

The methodology of this book helps you discover the exam topics about which you
need more review, fully understand and remember exam topic details, and prove to
yourself that you have retained your knowledge of those topics. So this book helps you
pass not by memorization, but by helping you truly learn and understand the topics. The
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m Definition of key terms: Although Cisco exams might be unlikely to ask a
question such as “Define this term,” the CIVND exam requires that you learn
and know a lot of networking terminology. This section lists some of the most
important terms from the chapter, asking you to write a short definition and
compare your answer to the Glossary at the end of the book.

CD-based practice exam: The companion CD contains an exam engine, including a
bank of multiple-choice questions. You can use the practice exams to get a feel for
the actual exam content and to gauge your knowledge of switching topics.

How This Book Is Organized

Although this book could be read cover to cover, it is designed to be flexible and allow
you to easily move between chapters and sections of chapters to cover just the mate-
rial that you need more work with. Chapters 1 through 17 are the core chapters and can
be covered in any order. If you do intend to read them all, the order in the book is an
excellent sequence to use.

The core chapters, Chapters 1 through 17, cover the following topics:

Chapter 1, “Introduction to Video Communications”—This chapter discusses
Cisco collaboration architecture from the perspective of prescriptive design using
the Cisco Preferred Architecture documentation available at Cisco.com.

Chapter 2, “Cisco Digital Media and Content Delivery”—This chapter wanders
back in time for a brief history lesson on legacy digital media architecture. It then
moves back into the twenty-first century to discuss the Cisco Digital Media Suite,
Digital Signs, Cisco Cast, and Show and Share.

Chapter 3, “Cisco Video Surveillance”—This chapter takes a look at video from a
physical security standpoint. The discussion covers legacy closed-circuit television,
Cisco’s physical security solutions, and Cisco video-surveillance components and
architectures.

Chapter 4, “Cisco Collaboration Overview”—This chapter examines the evolu-
tion of videoconferencing, beginning with legacy videoconferencing architec-
tures and working forward to today’s Cisco collaboration solutions. This discus-
sion includes an overview of the Cisco collaboration components and general
collaboration architecture.

Chapter 5, “Cisco IP Phones, Desktop Endpoints, and Jabber Overview”—As the
title implies, this chapter focuses on the Cisco collaboration endpoint portfolio.
This includes current Cisco IP Phones, desktop units, and Cisco Jabber.

Chapter 6, “Configuring Cisco Unified IP Phones and Cisco Jabber”—This
chapter focuses on the configuration of Cisco IP Phones both in Cisco Unified
Communications Manager and on the phones themselves. It describes the require-
ments for phone registration and how to verify phone status information. Also
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included in this chapter is a breakdown of the configuration and registration of
Cisco Jabber. This includes the client installation, configuration (on both the client
side and CUCM side), and verification.

Chapter 7, “Cisco TelePresence Endpoint Characteristics and Installation”—This
chapter discusses the Cisco TelePresence endpoint portfolio, including desktop
units such as the EX and DX series endpoints and room-based and immersive end-
points. In addition, this chapter covers intelligent proximity features available on
newer endpoints. There is some discussion of Cisco TC software components and
deployment, C series codec configuration options, and the Cisco Jabber Video for
TelePresence client (formerly known as Movi).

Chapter 8, “Configuring Cisco TelePresence CTS Software-Based Endpoints”—
This chapter focuses on the setup and configuration of Cisco TelePresence Server-
based endpoints and on user provisioning for their use.

Chapter 9, “Configuring Cisco DX650 Endpoints”—This chapter goes into the
setup and configuration of Cisco’s new collaboration desktop experience endpoint,
the DX650. This is a dramatic departure from Cisco’s traditional endpoint look and
feel, creating an entirely new user experience. This chapter discusses the operating
system, parameter configurations, and how to register the endpoint with CUCM.

Chapter 10, “Configuring Cisco TelePresence TC Software-Based Endpoints”—
This chapter discusses the installation, configuration, and troubleshooting of Cisco
TelePresence TC software-based endpoints. This includes code upgrades, peripheral
calibration, and how to enable intelligent proximity. These endpoints are capable

of utilizing the Cisco Touch series control panels. So, there is some discussion of
Touch panel configuration. In addition, this chapter walks through available call
control options and configuration using both SIP and H.323 protocol options. These
options include near- and far-end camera control, media encryption, mobility, and
the configuration and deployment of Cisco Jabber Video for TelePresence (Movi).

Chapter 11, “Cisco Legacy Edge Architecture”—This chapter provides some-
thing of an evolutionary picture of Cisco’s edge access architecture. This includes
the concepts of firewall traversal and video call control, both inside the network
and outside. This chapter then discusses Cisco’s newest edge architecture, known
as Expresway, sometimes called collaboration edge. It is an evolution of firewall-
traversal technologies to include a wide range of collaboration services in order to
provide a seamless, VPN-less user experience. This chapter covers the components
of the architecture, the mobile and remote access solution, and Cisco Jabber Guest.

Chapter 12, “Operating and Troubleshooting Cisco TelePresence Endpoints”—
This chapter focuses on what to do when things may not be working as planned or
expected. The discussion covers the collection of logs and status information from
TC software-based endpoints, TC software configuration and maintenance, and
issue identification/isolation. The discussion then shifts focus to Cisco TelePresence
CTS endpoints for the same discussion points. Closing out the chapter is a discus-
sion on troubleshooting and problem reporting on the DX650 and issue identifica-
tion/isolation for Cisco the Jabber Video for TelePresence (Movi) client.

XXV
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= Chapter 13, “Cisco Multipoint Solution”—This chapter digs into the products and
solution components involved in deploying multipoint, multisite, and multiway
videoconferencing features.

= Chapter 14, “Cisco TelePresence MCUs”—This chapter describes the purpose,
configuration, deployment, and use of Cisco TelePresence MCU hardware.

m  Chapter 15, “Cisco TelePresence Server”’—This chapter discusses the installa-
tion, configuration, and deployment of Cisco TelePresence Server in both VCS and
CUCM call control environments.

= Chapter 16, “Cisco TelePresence Management Suite”—This chapter provides a
look into TMS for endpoint provisioning and management, conference resource
scheduling and management, and videoconference monitoring and reporting.

m  Chapter 17, “Cisco WebEx Solutions”—This chapter discusses Cisco WebEx
Meeting Center for cloud-based web, audio, and videoconferencing. Cisco WebEx
Meeting Center also includes the ability to allow for screen sharing, remote control,
file transfer, whiteboarding/annotation, and recording of conferences.

In addition to the 17 main chapters, this book includes tools to help you verify that
you are prepared to take the exam. Chapter 18, “Final Preparation,” includes guidelines
that you can follow in the final days before the exam. Also, the CD-ROM includes quiz
questions and memory tables that you can work through to verify your knowledge of
the subject matter.

In addition, you can find the following appendixes on the CD that is included with this
book:

= Appendix C, “Memory Tables,” holds the key tables and lists from each chapter
with some of the content removed. You can print this appendix, and as a memory
exercise, complete the tables and lists. The goal is to help you memorize facts that
can be useful on the exams.

= Appendix D, “Memory Table Answer Key,” contains the answer key for the exer-
cises in Appendix D.

= Appendix E, “Study Planner,” is a spreadsheet with major study milestones, where
you can track your progress through your study.

For More Information

If you have any comments about the book, you can submit those at Cisco.com. Just go
to the website, select Contact Us, and type in your message.

Cisco might make changes that affect the CIVND exam from time to time. You should
always check http://www.cisco.com/web/learning/certifications/associate/index.html for
the latest details. Register your product at ciscopress.com/register for convenient access
to downloads, updates, and corrections as they become available.
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This chapter covers the following topics:
m Video Use Cases: This section provides a brief discussion of potential use cases
for video.

m Architectural Overview: This section provides a high-level view of the core
components of Cisco video solutions.



CHAPTER 1

Introduction to Video
Communications

High-quality, immersive video capabilities provide what may be the single most transfor-
mative technology available today. Through the use of prescriptive best practices, Cisco
has pushed video into the technological spotlight. These prescriptive recommendations
are made available on Cisco.com as Cisco Preferred Architecture guides. These preferred
architecture guides are written specifically for design and deployment engineers and are
referenced throughout this book.

Video has long been seen as a gimmick technology, at best. A number of conditions
have contributed to the view that video is simply not viable as a communication medi-
um. Thankfully, the current generation of video technologies and offerings has greatly
changed that view. This chapter provides an overview of potential video use cases and
architecture.

“Do | Know This Already?” Quiz

The “Do | Know This Already?” quiz allows you to assess whether you should read this
entire chapter thoroughly or jump to the “Exam Preparation Tasks” section. If you are in
doubt about your answers to these questions or your own assessment of your knowledge
of the topics, read the entire chapter. Table 1-1 lists the major headings in this chapter and
their corresponding “Do | Know This Already?” quiz questions. You can find the answers in
Appendix A, “Answers to the ‘Do | Know This Already?’ Quizzes.”

Table 1-1 “Do | Know This Already?” Section-to-Question Mapping

Foundation Topics Section Questions

Video Use Cases 1-2

Architectural Overview 3-5

Caution The goal of self-assessment is to gauge your mastery of the topics in this
chapter. If you do not know the answer to a question or are only partially sure of the
answer, you should mark that question as wrong for purposes of the self-assessment.
Giving yourself credit for an answer you correctly guess skews your self-assessment
results and might provide you with a false sense of security.
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1. Whatisa SIP URI?
An email address
A globally unique identifier utilized for SIP dialing

A user’s Microsoft Active Directory credentials

a0 oo

The address typed into a browser to reach a web page
2. What is the minimum requirement to establish a conference call (audio or video)?

A URI
A URL
Bridging resources

a0 oo

Internet connectivity

3.  Which Cisco video architecture component provides the foundation for all other
components?

Call control

Endpoints

Conferencing

Collaboration edge

® a0 T p

Applications

4. Which Cisco video architecture component is responsible for the success or failure of
the user experience?

Call control

Endpoints

Conferencing

Collaboration edge

® a0 T p

Applications

5. Which Cisco video architecture component allows for VPN-less access and is respon-
sible for interoperability functions?

Call control

Endpoints

Conferencing

Collaboration edge

® a0 T p

Applications
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With video integrated into the desk phone, either directly or through the use of Cisco
Jabber (with desk phone control and a webcam), the user experience is greatly enhanced.
Face-to-face communication tends to be more productive and consistently engaging than
audio only. One side effect of video, for better or worse, is a reduction in multitasking.
Conversations and interactions are more productive simply by virtue of making eye contact
with a colleague in the next office or half a world away. All communications within the
office can now be face to face. Of course, the option always exists to mute the video on a
bad hair day.

Video Meetings and Conferences

There was a time when the very mention of a videoconference spread fear, uncertainty, and
doubt among attendees and IT personnel alike. Videoconferencing can be accomplished in
a number of ways. As an extension of telephony, a conference call is a conference call. In
traditional telephony, there is usually talk of basic conferencing in the form of ad hoc or
meet-me capabilities. The minimum requirements for an audio conference is, simply put,
some kind of bridging resource. The same holds true for videoconferences. The process to
initiate them is identical. In an ad hoc (or instant) conference, a point-to-point call is estab-
lished, followed by one party initiating the addition of the other attendees. For a meet-me
conference, all parties dial a predetermined number and join an already existing bridge.
Again, there is no difference when using video-capable endpoints.

Where videoconferencing used to create cringeworthy responses was in the meeting room.
The dreaded rolling television with a pseudo-cam on top of it and an ISDN connection that
could only be initiated by individuals with specialized knowledge has become a symbol of
everything the video user experience should not be. User adoption was further hampered

by the inability for end users to schedule, manage, or initiate their own conference calls. The
IT department was always required to accomplish any video-related resources. There was no
real concept of true collaboration. Documents had to be manually distributed to meeting
attendees before meeting time. Videoconferencing has become fluid and effortless using
one-touch, or in some cases zero-touch, initiation/join. These so-called immersive systems
provide an in-person experience second to none. In fact, in many ways, providing just the
right immersive video experience may be better than being there. Features such as Proximity,
which allows meeting attendees to follow shared content from mobile devices (including
screenshot and scroll-back capabilities for presentations), add a facet to meetings not previ-
ously considered a viable possibility short of asking for the presentation to be emailed out
and possibly asking the presenter to back up a slide or two. With Proximity, attendees can
simply grab the pieces they want or scroll through the slides on a mobile device.

Extending Video Communications to Teleworkers

As businesses search for new ways to remain profitable and reduce expenses, more and
more are turning away from traditional brick-and-mortar office space for some or all of
their workforce. With Cisco collaboration technologies, you can place video communica-
tions capabilities in the home or remote offices of teleworker employees. This provides the
in-office experience while eliminating the need for those workers to use corporate-owned
office space. The morning and evening commute now consists solely of the walk from one
part of the home to the other, in many cases.



Chapter 1: Introduction to Video Communications

Teleworker architectures are by no means a one-size-fits-all proposition. The solution archi-
tecture varies along with the job function of said teleworker. Advanced teleworkers may
require fully functional contact center agent capabilities, immersive video endpoints, and
more. Hybrid teleworkers may spend only a percentage of time in the office and the rest of
their time in the remote/home office. Other teleworkers may be fully mobile and always on
the go.

Each of these possibilities carries with it a specific set of highly secure and reliable architec-
tures, which include some mix of virtual private networking (VPN), web access, voice/video
capabilities, and other potential technologies required to fulfill the job function in question.
Video contact center agents, immersive TelePresence, desktop video, desk phone video,
soft phone video, streaming video, and so on are all possible requirements that can be easily
implemented for any type of teleworker.

Video Contact Center

The use of contact center agents is an extremely well-established means of servicing and
maintaining contact with customers. In today’s world, we often encounter an increasingly
negative view of contact centers. Poorly designed scripts, inefficient interactive voice
response (IVR) designs, and a score of other issues have caused a revolt of sorts by custom-
ers. People calling into customer service lines now want to quickly speak to a representative,
instead of trying to navigate the menus in an attempt to find what they seek.

As more and more customers, clients, and peer businesses acquire video capability, it is easy
to see where the video contact center agent may come into play. Using a solutionsuch as
Cisco Remote Expert, customers and agents can engage in a more interpersonal discussion.
This allows a level of collaboration far superior to the traditional contact center.

When customers call a business, they not only get to speak to a representative, they also get
to make eye contact and interact face to face, just as if they were in the same room. This
proves especially valuable in high-touch or white-glove customer service-focused institu-
tions, such as high-end banking. When large amounts of money are being deposited and
withdrawn, it behooves a financial institution to provide that extra touch of technology

and professionalism to make a customer feel more at ease with the decision to do business
with them. Seeing and speaking to a person provides the in-person experience customers are
demanding from businesses today.

Business-to-Business Video

As video adoption increases and accelerates, it becomes pervasive within an enterprise.

In other words, it becomes the norm. It simply becomes that which is expected in all
business-related interactions. Internally, this doesn't typically pose much of an issue
because all that is required is a video-capable endpoint and a means of reaching it across
the network. Obviously, there is a bit more to it than that, architecturally. More on that as
the book progresses.

When business is done face to face, collaboration becomes natural. Escalation of instant
messages to video calls or videoconferences can be done in a click. These same tools start to
become an expectation in all dealings with peers, colleagues, partner companies, customer
companies, and on down to the individual customer. Business-to-business (B2B) video is a
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relatively uncomplicated extension of the existing video architecture. That is, assuming both
sides are using standards-compliant (not merely standards-based) endpoints/architectures.
Proprietary endpoints, codecs, architectures, and so on will not be able to easily participate
in such communications unless both sides have deployed said proprietary solution.

The value of B2B video comes from being able to easily and seamlessly collaborate with
business contacts in real time using more personal, effective means than simply audio calling
and email. Adding video, instant messaging, content sharing, file transfer, and other features
increases productivity immensely.

Architectural Overview

Like any true architecture, Cisco video architectures consist of layers of components. The
architecture includes a number of components working in concert to provide the desired
user features and experience. In addition, the architecture provides high availability and
security. By implementing these components and services, it becomes rather simple to
implement any of the video use cases mentioned earlier because they are all extensions of a
common system. Figure 1-1 shows an overview of the architectural components.
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Figure 1-1 Cisco Video Architecture Overview

The figure shows the relationship and modularity of the various components discussed in
this chapter. Each set of components is layered on top of the other components, and the
endpoints make use of the features and functions provided at all levels. Also noted in the
figure are the remote sites and teleworkers mentioned earlier in this chapter. Once the archi-
tectural components are in place, adding more endpoints, regardless of location, requires
only the endpoints to be added at each site. Table 1-2 provides some detail on the compo-
nents and the purpose of each.
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Table 1-2 Components in the Cisco Video Architecture

Module Component Function

Call control Cisco Unified Communications Endpoint registration, call
Manager (CUCM) processing, media resources
CUCM IM and Presence Instant messaging and presence
Cisco Integrated Services Router Survivable Remote Site Telephony
(ISR) (SRST)

Endpoints Cisco Jabber, desktop video, and Real-time voice, video, content, and

TelePresence units

desktop share for users

Conferencing

Cisco TelePresence Conductor

Manages conferencing ports,
parameters, and resources

Cisco TelePresence Server

Audio and videoconferencing
resources (virtual server)

Collaboration
edge

Expressway-C

Interoperability and firewall traversal

Expressway-E

Remote endpoint registration to
CUCM and B2B communication

Cisco TelePresence ISDN Gateway

Interoperability with H.320

endpoints
Applications Cisco Prime Collaboration Provisioning, monitoring,
management, analytics
Cisco TelePresence Management Scheduling, web conference
Suite (TMS) integration, advanced video features
Cisco TMS Suite Extension for Enables TMS scheduling via
Microsoft Exchange Microsoft Outlook
Call Control

Call control is the component that provides the foundation of the video architecture. In
essence, it is the single most important function. Without call control, there is no solu-
tion. Call control is more than just a signaling mechanism. It handles endpoint registration,
dial plan, called and calling party presentation, call admission control, codec selection, and
trunking operations. There is quite a bit more that goes on with CUCM, in particular.

From a video architecture perspective, CUCM provides the common platform for voice
and video endpoint registration and management. This includes soft phone, desk phone,
desktop video endpoints, and immersive TelePresence endpoints. Cisco has made great
strides in consolidating all elements into a single call control entity to ease overall admin-

istration tasks.

In addition, the instant messaging and presence (IM&P) capabilities have been rolled into
CUCM from an administrative standpoint. Although the Cisco Unified Presence Server
(CUPS) is still a separate virtual server, once installed, it is administered through the CUCM




10 CCNA Collaboration CIVND 210-065 Official Cert Guide

administrative web page. This allows a single pane of glass for call control and for IM,
network-based presence, federation, and the use of Cisco Jabber on desktop and mobile
devices.

Endpoints

There has been a slight shift in nomenclature as it pertains to collaboration architecture.
Where the collaboration architecture used to reference phones and calls, it now references
endpoints and sessions. An endpoint is no longer necessarily merely a phone. The endpoint
may be any phone or video device in the Cisco portfolio, be it a 3905, 8861, DX80, or
MX700. From an administrative perspective, they are all identical in how they are config-
ured in CUCM. That said, a call is no longer necessarily audio only. The term session pro-
vides a more generic descriptor while carrying the same essential connotation.

With the diversity of the endpoints available comes a diversity in features that each may
access and use. With call control and endpoints in play, the remaining pieces of the archi-
tecture provide modularity in functionality. Whereas call control provides a foundation,
endpoints provide a means of accessing the wide array of services and applications available
within the remaining architectural components. The endpoint is the face of the system as it
provides the user experience. If the endpoint is difficult to use or complicated to deploy,
there may be a high potential for adoption and growth problems.

Conferencing

A conference is loosely defined as three or more people communicating in real time. This
is a core capability of legacy voice deployments and video deployments. The ability to
communicate only via point-to-point video will have a negative impact on adoption of the
technology. If video is the new way, it needs to function in a similar manner to the old way,
with very little, if any, learning curve.

Conferencing capabilities build upon the existing infrastructure for point-to-point calls.

For multiparty calls, additional resources will be required. The idea, however, is to offer
the same ease of use and consistent experience regardless of how many individuals are in
attendance. This is accomplished by positioning the right components within the network.
These components are sized based on usage expectations and user habits. Participants can
join from any standards-compliant video endpoint using standard definition (SD), high defi-
nition (HD), High Definition Plus (HD+), or a higher-end resolution known as Full[HD (more
on those later in the book). As adoption grows, it may well become necessary to expand the
resources available for conferencing.

Conferences can be classified into three types:

= Ad hoc (instant): This is a conference that is not scheduled. It begins as a point-to-point
call. Once established, one party or the other adds additional participants.

m Personal (persistent): Formerly known as a rendezvous bridge, personal meeting rooms
are static meeting spaces defined on a per-user basis. These rooms can be allocated to
executives, power users, or anyone else who requires it. Cisco Collaboration Meeting
Rooms (CMR) are persistent meeting rooms that can be joined by dialing a URI and
clicking a hyperlink in an invitation email (which launches WebEXx) or by simply dialing
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the pilot phone number and entering the meeting number. Like other WebEx meetings,
CMR meetings can be joined from the WebEXx client on any mobile device. Other terms
that might describe a personal meeting room include meet-me and static bridges.

m Scheduled (meet-me): A conference call planned in advance. The start time and resources
needed are set ahead of time. For scheduled conferences, generally, the required confer-
encing resources are reserved and guaranteed available at start time.

As noted in Figure 1-1, conferencing uses the Conductor and TelePresence server. The
TelePresence server handles the audio/video portion of the conference. The Conductor
coordinates resources for conferences. It has the ability to cascade across bridges

and allocate resources best suited for the types and needs of attending clients
(SD/HD/HD+/FullHD, and so on) even if those resources are not collocated.

Collaboration Edge

Businesses have long struggled to find the most efficient way to provide secure, reliable ser-
vices to their user communities working outside of the traditional office setting. The bring-
your-own-device (BYOD) movement has done little more than increase the pressure to find
innovative access methodologies which provide the necessary access to services and applica-
tions while aligning to business and security policies.

Collaboration edge is a new implementation of an existing technology, firewall traversal.
This mechanism allows Cisco to provide mobile/remote access to teleworkers without the
need for a VPN connection or additional licensing typically associated with that connec-
tion. The solution consists of two core components: Expressway-E and Expressway-C.
Expressway-E acts as a traversal server for external clients, video endpoints, and so

on. It will be the device also in charge of handling B2B calls and cloud connectivity
(WebEXx). Expressway-C acts as the traversal client. It creates outbound connections to the
Expressway-E (and therefore through the firewall without need to open specific ports).
The firewall traversal mechanism opens a connection through the Expressway-E, across the
firewall to the Expressway-C, and then on to the other relevant components as requested by
the mobile client.

In Figure 1-1, the architecture shows the Expressway-C on the internal network; the
Expressway-E sits in the demilitarized zone (DMZ) to handle external requests coming
in. The connectivity is established from the remote clients to the Expressway-E using
Domain Name System (DNS) Service (SRV) records. When the user launches a client from
a mobile device or laptop, the DNS lookup resolves the records for services required by
the client application and makes contact. Registration is processed, and the user is able to
log in successfully.

It is suggested that the Expressway-E and Expressway-C be deployed in a highly available
configuration (that is, in clustered pairs). This ensures that services are always available
even when there may be network-related issues in progress. Optionally, an ISDN gateway
can be deployed in support of legacy H.320 endpoints. The collaboration edge architec-
ture also enables native interoperability with Microsoft Lync audio and video. This allows
Expressway-C to support standards-compliant H.264 AVC interworking with Microsoft's
proprietary SVC implementation. Rich Media Session licenses are required on the

11
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Expressway-C for each session to be passed through. If Microsoft Lync clients are connect-
ing back to the network via a Microsoft Edge server, Expressway-E is required because it
provides traversal using relays around Network Address Translation (NAT) (TURN) services
to Lync on behalf of the Cisco receiving endpoints.

Applications

Applications available for end users are numerous. However, the applications that apply
here are those mentioned in the video architecture. Specifically, these are Cisco Prime
Collaboration and Cisco TelePresence Management Suite (TMS).

Cisco Prime Collaboration is a suite of applications that allow provisioning, deploy-

ment, monitoring, management, and measurement of collaboration-related metrics. With
Collaboration System Release (CSR) 10.x, Cisco has begun including the Cisco Prime
Collaboration Standard suite of applications (for the first cluster) at no additional cost. This
includes Prime Collaboration Deployment (PCD), Prime Collaboration Provisioning (PCP),
and Prime Collaboration Assurance (PCA). An upgrade is available to Prime Collaboration
Advanced, which adds additional functionality to PCP and PCA while adding the Prime
Collaboration Analytics module.

PCD is a migration/upgrade assistant module that provides for rapid installation and mainte-
nance of CUCM and TelePresence components. It can provide a one-jump path for CUCM
migration from very old versions to the latest version. It also assists in making the needed
changes when CUCM IP address changes need to be made. It makes the needed changes
throughout the cluster.

PCP is a provisioning tool that allows the creation of business rules and work flows that
allow for zero-touch deployment of new users, their endpoints, clients, and voice mailbox-
es. When configured to sync with Active Directory (AD), PCP detects new users. It imports
them into the database and provisions all the configured services for a user of that type and
in that location. PCP can also replace the use of the CUCM Administration page for day-
to-day move/add/change or even troubleshooting. It all comes down to work flows and the
desired degree of granularity.

PCA is the monitoring, troubleshooting, and reporting module of the Prime Collaboration
suite. It keeps constant track of the processes, services, call quality, and so on, just as a tradi-
tional network management suite might do. However, it is monitoring metrics such as jitter,
mean opinion score (MoS), and more for voice and video calls.

TMS is a server application meant to perform provisioning, configuration, directory/
phonebook functions, conference scheduling and control, endpoint/infrastructure manage-
ment, and reporting for video endpoints. TMS is also used in scheduling conference rooms,
allocating resources, managing CMRs, and more. It integrates with Microsoft AD and with
Lotus Notes for directory and phonebook functionality. TMS also has a suite extension
(TMSXE) specifically for Microsoft Outlook. This allows the creation of meetings/
conference right from the Microsoft Outlook calendar page. The TMSXE module replicates
calendars between TMS and Microsoft Exchange to keep track of room resources.
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Summary

Video is indeed the new dial tone. Video technologies are seeing expansive growth on all
fronts, be it consumer, personal, desktop, immersive, conferencing, B2B, or any other of the
implementation types you might think of. It is becoming a way of life for a large percentage
of the world’s population. People are simply coming to expect to be able to make eye con-
tact in any conversation regardless of device, distance, or circumstance.

The Cisco Preferred Architecture for Video guide details the basics of the architectures and
what is needed to implement the capabilities discussed both in that document and in this
book. This chapter addressed only the high-level video architecture and its core constituent
components. It is highly recommended that anyone seeking a collaboration certification

be familiar with the Cisco Preferred Architecture documents and the architectures they
describe for the certification pursued.

Exam Preparation Tasks

This chapter provided an overview of the architecture and components contained in the
core Cisco video architecture. The information presented here is not included in the exam
blueprint. Therefore, it is unlikely that you will encounter it on the exam itself. However,
the information presented in this chapter is part of a prescriptive best practice for video
architecture. It is necessary information for deploying and managing Cisco video solutions.
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This chapter covers the following topics:

m Legacy Digital Media Architecture: This section provides an overview of the evo-
lution of digital media as a viable form of content delivery over recent decades.

m Cisco Digital Media Suite: This section discusses the Cisco Digital Media Suite
solution, including high-level architecture and the individual components therein.

m Capture Transform Share: This section briefly overviews the content capture,
transcoding, and publication using the DMS architecture, along with optimiza-
tion capabilities.



CHAPTER 2

Cisco Digital Media and Content
Delivery

This chapter provides an overview of the Cisco Digital Media Suite (DMS) solution. DMS is
a video content creation, editing, transformation, and delivery architecture intended for use
in a variety of manners, including education, sport stadiums, restaurant menus, staff training,
and as many other uses that a moderately active imagination might contrive.

Every question deserves an answer. The age old question “why?” comes to mind when busi-
nesses and educational institutions are first presented with DMS as a potentially useful and
valuable architecture. In addressing that simple question, it is necessary to understand, at
least in part, the roots of the technology. With that in mind, a small discussion of history

is in order, followed by a more lengthy discussion of the DMS solution and its constituent
components.

Like many architectural solutions, DMS consists of a number of software and hardware
components, each dependent on one another. They, in turn, make use of the underlying
network and collaboration infrastructure. As the name implies, DMS is a video-based solu-
tion. As such, its traffic must be properly protected and prioritized throughout the network.
A well-designed quality of service (QoS) deployment is critical to the success of any video
implementation. Although QoS is beyond the scope of this chapter, it is well worth explor-
ing and understanding. For more information on QoS, check out the following sites:

m Cisco Quality of Service: http://www.cisco.com/c/en/us/products/ios-nx-os-software/
quality-of-service-qos/index.html

= Enterprise Medianet Quality of Service Design Guide: http://www.cisco.com/c/en/us/
td/docs/solutions/Enterprise/WAN_and_MAN/QoS_SRND_40/QoSIntro_40.html

“Do | Know This Already?” Quiz

The “Do | Know This Already?” quiz allows you to assess whether you should read this
entire chapter thoroughly or jump to the “Exam Preparation Tasks” section. If you are in
doubt about your answers to these questions or your own assessment of your knowledge
of the topics, read the entire chapter. Table 2-1 lists the major headings in this chapter and
their corresponding “Do | Know This Already?” quiz questions. You can find the answers in
Appendix A, “Answers to the ‘Do | Know This Already?’ Quizzes.”
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Table 2-1 “Do | Know This Already?” Section-to-Question Mapping

Foundation Topics Section Questions

Legacy Digital Media Architecture 1-2
Cisco Digital Media Suite 3-6
Capture Transform Share 7-8

Caution The goal of self-assessment is to gauge your mastery of the topics in this chapter.
If you do not know the answer to a question or are only partially sure of the answer, you
should mark that question as wrong for purposes of the self-assessment. Giving yourself
credit for an answer you correctly guess skews your self-assessment results and might pro-
vide you with a false sense of security.

1. By what means was content distribution accomplished in legacy architecture?

Dynamic distribution using network-based architecture
Manual distribution
Proprietary distribution methodologies

g o o p

Distribution via standards-based protocols
2. Inlegacy architecture, early content portals were constructed using what resource?

Intranet resources including internal servers, simple web pages, and wiki pages
Internet resources including hosted servers and network services

Digital media architecture solutions

o o oo

Multicast network protocol capabilities

3.  Which Cisco DMS component is used for content recording?

a. Cisco Cast
b. Cisco TCS
c. Cisco DMM
d. Cisco DMP

4. Which of the following Cisco DMS components is used as a centralized application
for managing, scheduling, and publishing content?

a. Cisco TCS
b. Cisco DMM
c. Cisco Cast
d. Cisco DMP
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Which Cisco DMS component is used in transcoding recorded media content?

Cisco MXE
Cisco Cast
Cisco DMP
Cisco TCS

e o oo

Which Cisco DMS component is used in controlling playback of digital media?

a. Cisco TCS

b. Cisco Cast

c. Cisco DMP

d. Cisco DMM

Among the services offered by the Cisco Capture Transform Share solution is which
of the following?

Videoconferencing

Video on demand and streaming

WAN optimization

e o oo

Audio conferencing
ECDS is a solution that provides which of the following benefits?

Video on demand capabilities
Audio conference resources
Content distribution management

e oo o

WAN optimization
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Foundation Topics

Legacy Digital Media Architecture

Early implementations of what evolved into digital media systems were largely proprietary
systems meant to provide surveillance capabilities. Initial systems were watch-only systems;
they lacked any capability to record and store the images being collected. This meant that
someone had to be physically watching the screens at all times. As the technologies advanc-
ed, recording capabilities for audio and video started to be implemented and used. These
systems were adapted for use in delivering content to televisions stationed throughout
office buildings, plants, and so on. This could be used to deliver morning news relevant to
the business, announcements, and so on.

These systems were not attached to any external content provider, of course. All content to
be presented was largely created and sourced by the entity owning the system. The “closed-
circuit television” essentially signifies that the content is being sent to only a very limited
set of endpoints, typically over physical media such as coaxial cable. It is the opposite of
“broadcast television,” which is meant to be openly provided to all capable endpoints via
over-the-air broadcast.

Over time, recording capabilities evolved from reel-to-reel systems to the videocassette
recorder (VCR) and then on to network-based storage capabilities. These network-based
capabilities were often server-based solutions that would store content on local hard disks
then push it out across a private network to proprietary display systems.

With the coming of applications such as Microsoft PowerPoint and other slide-show-
capable software packages, digital signage became a viable capability. These architectures
were typically built upon PC-based platforms. Those PCs would be network attached in
order to provide remote management and content access. They would also provide the
interface to keyboard, mouse, and monitor to make local tweaks to and display the created
content.

The PC-based architecture has a number of significant drawbacks that really prevented its
widespread use for dedicated digital signage. The cost of PC hardware, certainly, was one
significant limiting factor. System administration difficulties, software costs, high power
consumption, lack of failover/redundancy capabilities, and security (both physical and soft-
ware related) obstacles made these solutions challenging, at best. In addition to these, the
fact that many early solutions were proprietary meant that there could only be one source
of content in specific formats for the solution. The lack of standards-compliant media was a
huge challenge in attempting to make use of this kind of technology.

The fact that many systems were closed and proprietary is no surprise. Innovation waits for
no one. These types of systems were needed by businesses for a number of reasons. And,
they were needed right now. The business world had no time to wait for the battles to be
won and lost in order to implement the systems they needed for security, content hosting,
and content delivery. Where there is a need, there is going to be someone smart enough to
meet it and capitalize on it.
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Cisco has done much of that type of innovation over the three decades of its existence.

Technologies such as InterSwitch Link (ISL) for LAN Trunking, Cisco Discovery Protocol

(CDP), Cisco Power over Ethernet (Cisco POE), and Skinny Signaling Protocol (SCCP) are

big examples of that kind of innovation. No standard existed to fill the needs demanded

by businesses. So, Cisco created a temporary solution while the relevant standards were

being ratified and put in place. Once the respective standards became a reality and ready 2
for prime time, Cisco instituted a technology migration to those standards. ISL gave way to

802.1Q. CDP has begun a transition to Link Layer Discovery Protocol (LLDP). Cisco PoE

has become 802.1af/802.1ac/801.at PoE. SCCP is giving way to Session Initiation Protocol

(SIP) now that feature parity has become a reality between the two.

Streaming Video

Providing access to streaming video in legacy environments was similarly fraught with chal-
lenges. Again, the problem largely goes back to proprietary formats and the absence of
viable standards in video creation, encoding, transport, and delivery. During this time in the
evolutionary stage of video streaming, the world was still largely server-based, rather than
network-based. So, in the minds of many, servers were the network. The media and proto-
cols used in making the servers communicate was largely irrelevant. No one single protocol
had yet won the day, so to speak. Broadcast-based protocols, such as Novell’s Internetwork
Packet eXchange (IPX) and Apple’s AppleTalk, were still prevalent in the majority of net-
work architectures. TCP/IP was still a relative novelty in the view of many (non-UNIX)
server administrators.

At the same time, Ethernet had a number of available flavors and competing technologies.
10BASE2 (thin coaxial cable), 10BASES (thick coaxial cable), and 10BASE-T (twisted pair)
were all in widespread use as transmission media. IBM'’s Token Ring (at 4 Mbps or 16 Mbps)
technology still had a significant foothold in the realm as well. Eventually, 10BASE-T won
out over its coaxial cable-based cousins, and the battle came down to 10BASE-T Ethernet
versus Token Ring. Ethernet eventually won that battle as well. But, it is worth keeping in
mind that the technologies in use in the 1990s were a wild mix of Layer 1, Layer 2, and
Layer 3 protocols as humerous communications methodologies fought for survival.

Today, there is one prevalent Layer 1 infrastructure for the local-area network (LAN); a
similarly prevalent Layer 2 protocol infrastructure; one prevalent Layer 3 protocol; and a
wide array of standards focused on communication, audio encoding/transmission, video
encoding/transmission, and much more beyond that. The video battle still rages to a large
degree, of course. But, it too will be settled in due time.

With all the chaos in the industry, content distribution was almost entirely manual. That

is, the content had to be pushed by an administrator to a server somewhere, which is then
made accessible to the PC end stations actually presenting the content. In many architec-
tures, administrators were required to manually push the content to each local PC. It all
came down to just how network aware the proprietary application in use happened to be.
The use of web-based services with audio, video, and other content overlay is quite new on
the scene.
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IPTV

Large corporations were able to make use of streaming architectures within a campus
environment by leveraging LAN-attached video encoders that were capable of leveraging
IP-based streaming. The use of multicast technologies became a prevalent delivery mecha-
nism during this time. Content came from a number of sources, including VCR/DVD, satel-
lite, cable TV, and custom content recorded via video camera either at a company-owned
studio or simply in someone’s office. All these content sources could be pushed through

a video encoder and onto the IP network. These IP Television (IPTV) feeds could reach
the PC-based endpoints or proprietary display systems deployed throughout the campus.
However, these feeds could not typically be easily stored or archived, nor could they typi-
cally be deployed in a mixed-vendor endpoint environment. This was the case even once
standards-compliant streaming protocols, formats, and clients were in play.

Content Portals

In the pre-YouTube world, video distribution technologies presented more challenges than
solutions, it seems. During the early evolutionary phases of content distribution technolo-
gies, ease of use was not all that high on the list. The proper use of video still required an
IT personnel resource. Those user-facing tools that were available were somewhat less than
intuitive. As the concept of the intranet came about, network administrators began to push
more and more of the capabilities out to the user community. In most cases, this amounted
to a simple web page format or a wiki-type blog format that presented links to the video
files and hopefully some kind of description of the file content. As the user clicked each
link, the files could be accessed and downloaded. This was usually accomplished via
Common Internet File System (CIFS) or File Transfer Protocol (FTP) to deliver the file to
the user’s local PC. There was no means of simply embedding the video into the web page
to be streamed from a central location. Resources were largely decentralized at this point.

Once downloaded, a client installed on the desktop could then be used to play each file
individually. It was not unusual for a separate desktop client to be needed for each type of
video format to be played.

Although the use of intranet services and wikis did offer a more streamlined means of pro-
viding content, it did not allow users to share content. In many cases, they were not allowed
to upload their own content either. Each server held a different library of content (and,
therefore, had to be accessed independently). This limits user interactivity, sharing, and con-
tent upload.

In today’s world, content is content, and anyone can create, upload, share, and distribute it.
There are obvious needs for security and protection of confidential information, of course.
Those security mechanisms are certainly in place. User interfaces for these content portals
are intuitive and support a wide range of software clients and hardware platforms, both
static and mobile. These services are intended to provide anytime, anywhere, any device
support for all content relevant to the business.
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Cisco Digital Media Suite

In DMS, Cisco provides a comprehensive set of tools that enable companies to create flex-

ible, scalable, and easily accessible content for end users, departments, peers, customers,

and more. DMS offers an all-in-one solution for webcasting, video sharing, digital signage,

and IPTV applications. Making the integration of digital media into the day-to-day business 2
flow enhances communication and changes the way we collaborate and interact with our

peers, colleagues, and others.

Like any other architecture, DMS includes a number of modular components. This modular-
ity allows the creation of a custom-tailored solution based on the business needs at the time
of deployment and the ability to grow, and add additional modules, as desired. The subsys-

tems of the DMS solution are as follows:

= Cisco Digital Signs: Digital signage subsystem that dynamically delivers content to be
displayed
m Cisco Cast: IPTV application that allows on-demand delivery of content

m Cisco Show and Share: Enables users to create live and on-demand content using social
media aspects such as tagging, commenting, and rating

Each of these subsystems is discussed in later in this chapter. All the applications in the
Cisco DMS solution work with the Cisco Digital Media Manager (DMM). DMM is a cen-
tralized web-based management portal through which all products can be administered. The
DMM is also used in managing, scheduling, and publishing digital media content. Figure 2-1
shows the core components of the Cisco DMS solution.

Show and Share
DMP and LCD

Al |

Cisco Cast

Digital Media Manager

Figure 2-1 Cisco Digital Media Suite Components
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Figure 2-2 shows configured output formats and layouts. Each is optimized for the type of
device on which it is meant to be played and converted to the respective format for that
device. Also in the template are options for both on-demand and live streaming format
options.

Cisco Digital Media Manager

Ke All DMS applications use the DMM as a common management platform. DMM is a web-

Y I : ; :

based application that can manage, schedule, and publish content. Media and messaging are
sent to the DMPs at the endpoints. The endpoints have little real control over presented
content. DMM admins control what is shown and when it is presented to end users. The
content can consist of live or recorded messaging or media. It can be surrounded by flash-
based content as well to provide for customization. Content can be created using the Cisco
Digital Media Designer (DMD) and can control when content is presented. This content can
be managed, scheduled (for instant or future deployment), and published via this portal.
It allows the creation of content playlists for both Digital Signs and Show and Share. The
DMM also allows reporting on content playback/video usage. Figure 2-3 shows the home
page of the DMM.
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Figure 2-3 DMM Home Page

The DMM is the primary management interface for the Digital Signs, Show and Share, Cast,
and administration of the DMM server itself. Clicking the Administration tile on the home
page brings you to the Dashboard. The Dashboard provides a summary of DMPs in inven-
tory, Show and Share server status, in addition to failover, clustering, and so on. Figure 2-4
shows the DMM Dashboard page.

Along the top row of the page are additional tabs for configuration of the system and its
controlled subsystems. Users can be assigned to groups and roles specific to their function,
be it admin, read-only, digital signage users, and so on. This administration portal is the
heart of the DMS solution. It is where configuration and troubleshooting take place, ser-
vices are stopped and started, licensing is applied, and so on. If there should happen to be
some failure with the DMM, the DMP functionality would not be impacted.
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Figure 2-4 DMM Dashboard

Cisco Multimedia Experience Engine

for recorded and live content. It performs both transcoding and transrating. The previous
section on Cisco TCS briefly touched on the concept of a workflow. The template, created
in TCS, which specifies output video formats and layouts, is made available to content
authors for selection on a per-device basis. The recorded video is passed to the MXE for
conversion to the specified formats. This can be done manually or via the automated work-
flow mentioned earlier. The content can be adapted from nearly any format, proprietary or
otherwise, and converted to any other format. It can handle audio-only, standard definition
(SD), and high-definition (HD) inputs. It can also perform color correction, cropping,
scaling, and more. The output media can then be viewed on a wide array of devices/
applications. As new formats are introduced over time, they can be added to the MXE
through system upgrades.

The Cisco Multimedia Experience Engine (MXE) provides any-to-any media transformation
Topic

As mentioned, the process is easily automated. If the content was acquired in some manner
other than capture via TCS or other aspect of the DMS solution, it can be manually pushed
through the MXE. Figure 2-5 shows the MXE video selection page.
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Figure 2-5 MXE Manual Video Upload

The process is rather straightforward. The file is uploaded via the Browse button. Once
uploaded, a title is given to the video. Optionally, a description and tags can be added
followed by a click of the Next button. With that done, the output formats need to be
selected. Figure 2-6 shows the output format selection page.
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Figure 2-6 MXE Output Format Selection

Numerous formats are available for the output video. What is shown in the figure is only

a subset of the available options. Once you select the desired output formats and click the
Next button, additional enhancements become available. Figure 2-7 shows the options avail-
able to enhance the video.



Chapter 2: Cisco Digital Media and Content Delivery 27

BUOO Y e[ Cmem O il b s | il i | o T = s K v e == Coewn |G Thefede | St She | s Derh [ 55 b *
o e 3500-new o & 2 B+ N +Ar-0 8=

¥ veiiny S [ Sreetiman Catat Sire Tasl  [§] Sqeared = e e indus of fabier- 45 T L) CotabPess = D OCC dewn ~ ) VIC Hame i Medis

Ciear Fieids

Figure 2-7 MXE Video Enhancement Features

As the video is processed, you can add bumpers, trailers, watermarks, and graphic overlays.
Once the video is selected and configured, you can preview the video and make changes

if so desired. After all options are satisfactorily chosen, you can convert the video into the
selected formats. Figure 2-8 shows the job status page.
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Figure 2-8 Video Conversion Job Status

The format conversions take place in tandem on the MXE. Each format will have a sub-
mission date and time and a status. When each one completes, a link becomes available to
download it or stream it, as permitted by the format. Also, as each conversion completes, an
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Cisco Digital Signs is the subsystem that deals with interactive on-premises digital signage
that delivers video and application content to many displays. It provides a central manage-
ment portal for management of DMP devices. It also allows control and provisioning of
media content that shows on displays, in addition to when that content is shown. The con-
tent sent to the displays can consist of multiple formats, including Flash, live video, pre-
recorded video, and more. The layout of the displayed content can be customized using the
Cisco Digital Media Designer (DMD).

The width and breadth of content possibilities is immense. Some possibilities include
Stock tickers, RSS feeds, social media feeds, streaming video, video on demand, live video,
custom-built applications, Flash media, and more. Content can be created or downloaded
from anywhere on the Internet. The system supports more than simple digital signage. It can
also support interactive services, such as on-demand concierge services, dynamic restaurant
menu services, virtual dressing room services in retail stores, and countless other possible
deployment options. All of this can, and likely will, include all the same services on mobile
devices for customer interaction. Supported video formats, include MPEG1, MPEG2,
MPEG#4 (Part 2), and Windows Media 9 on both the DMP 4400 and DMP 4310 platforms.
The DMP 4310 system also supports H.264 (MPEG4 Part 10) format. Figure 2-9 shows an
example of content used in creating a digital concession stand menu.

Figure 2-9 Cisco Digiral Signage Providing Concession Stand Menu

Cisco Cast

Cisco Cast is another component in the Cisco DMS architecture. It uses the DMP infra-
structure to allow fast, convenient browsing and the viewing of digital media content via
the use of a DMP remote control. It includes three essential functions: one to access video
on demand, one to scroll through live channels, and one that provides a channel guide.
Essentially, it puts the end user in control of what content is delivered to the DMP for
display. This can include live news, financial information, sales/marketing information,
entertainment (on demand, live, custom created), or corporate communications. It includes
support for the use of standard video-streaming formats for both live and on-demand video
content. This includes MPEG1, MPEG2, MPEG4 (Part 2), and Windows Media 9. Some
DMP systems also support standards-based H.264 format.

Cisco Cast includes a tool called Cisco Cast Manager. This tool resides on the DMM.
Using Cast Manager, channel line-ups can be defined and added to an onscreen program
guide. This is the same type of experience typical when using the program guides pro-
vided by most cable and satellite companies today. The channels can include live content,
on-demand content, and third-party content available via subscriptions. The channel
line-ups of these third-party entities can also be integrated into the onscreen guide. Third
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parties can be specific content provides, cable companies, satellite providers, or tele-
vision syndicate channels. There really are no hard-defined limits on what can be brought
into the guide or channel selection. In addition, Cast Manager allows customization of
the guide to include corporate logos, color schemes, and so on.

Cisco Show and Share

Cisco Show and Share (SnS) provides a central web-based portal for users to access live or
prerecorded videos and other shared content. These videos can be flagged for access control
or allowed full public access. Essentially, SnS is a webcasting and video-sharing application.
It provides a platform for authoring, publishing, and reviewing recorded video content. SnS
supports a distributed server architecture to allow for greater scale in larger deployments. It
also includes in-depth reporting capabilities for both video authors and system admins.

When used in conjunction with the Cisco Media Experience Engine (MXE), any video
media format can be transcoded to any other video media format. In addition, the trans-
coded media can be formatted optimally for various common playback devices, such as
smartphones, desktop computers, tablets, and so on.

SnS allows the creation of video communities. These communities could be based on com-
mon interests, membership in a group or class, or any other delineating factor. Access to
recorded content can be limited to the community, an individual, or allowed for everyone.
Regardless of author, editor, or viewer, video content supports tagging, commenting, and
rating. This allows the best or most popular content float to the top of the stack, so to
speak. Commonly used tags are shown in the portal sidebar.

Content can be archived, stored centrally, or distributed based on network infrastructure
needs. Figure 2-10 shows the Show and Share portal interface.
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Based on size and scale, SnS can be deployed in fully on-premises, colocated, or distributed
deployment models. SnS provides the following functions and features:

= Workflows for flexible authoring, publishing, and reviewing

= Multiformat file types and recording from USB cameras

m Creation of secure video communities

= Ability to enable commenting, rating, and word tagging

m Highly flexible user/group management and viewing rights

= Advanced content storage, archiving, and distribution management
m Seamless integration into the digital-content network

SnS 5.5 added a connector for Microsoft SharePoint. This allows content to be published
from SharePoint to SnS. It also allows the user to surface all video from SnS directly in
SharePoint. In addition to allowing for viewing of videos, it allows posting of comments
directly from SharePoint.

Capture Transform Share

Capture Transform Share (CSX) is a solution more so than a product. It is the grouping of
TCS, MXE, and SnS as a single architecture for content recording, transcoding/formatting,
and publication. As might be expected, the solution provides for video on-demand and
video-streaming services. For recording, the solution uses TCS. Recording is initiated simply
by placing a call to the URI of your TCS account. To end recording, simply hang up the
call. Once the call is dropped, the workflow kicks in. The recording is pushed to the MXE
for transcoding to any desired format and optimized for numerous playback devices. The
layout can be customized based on the type of device or media format. With that complete,
the content can be pushed automatically to the SnS portal or held for approval. Additional
options can be added, such as bumpers, watermarks, or Pulse Analytics.

Pulse Analytics is a speech- and voice-recognition mechanism that transcribes audio to text
and identifies speakers in recorded content. Once a speaker is named, it will remember that
speaker for future content publications. Once Pulse Analytics has completed processing

a particular video, the text of the audio is available to those viewing the content. Spoken
words are associated with individual speakers and made searchable. For example, if a pro-
fessor records a biology class wherein the topic of conversation is plant life, the viewer can
search on keywords such as “photosynthesis” or “cell wall” or anything else pertaining to the
topic. If the keywords were spoken during the class session, each instance will be returned
along with actionable links to the specific point in the discussion where the keyword occurs
and who spoke the word. It provides a powerful tool for asynchronous student/teacher
interaction or other non-real-time communication between presenter and viewer.












This chapter covers the following topics:

m Legacy CCTV Video-Surveillance Architecture Evolution: This section covers the
evolution of video surveillance from the early CCTV monitoring systems to the
IP cameras in use today.

m Cisco Physical Security Solution: This section covers the hardware and software
products of the Cisco video-surveillance solution.

m Cisco Video-Surveillance Components: This section provides an overview of
Cisco cameras and analytics, Cisco video-surveillance management software,
and the Cisco media management and storage components.



CHAPTER 3

Cisco Video Surveillance

The Cisco CIVND 2 course is designed to cover Cisco video solutions. Most people
assume that means video communications exclusively. However, Cisco has many prod-
ucts in other venues of video, like IP video surveillance and digital signage. To some
degree, all three of these venues overlap. However, each can stand independently from
the others as well.

This chapter offers a high-level overview of the solution Cisco offers in IP surveillance.
The first section reviews legacy closed-circuit TV (CCTV) video-surveillance architecture
and how it has evolved into what is available today. The subsequent sections cover Cisco’s
physical security offering, the components involved with their solution, and the architec-
tural design of how all the different elements work together.

“Do | Know This Already?” Quiz

The “Do | Know This Already?” quiz allows you to assess whether you should read this
entire chapter thoroughly or jump to the “Exam Preparation Tasks” section. If you are in
doubt about your answers to these questions or your own assessment of your knowledge
of the topics, read the entire chapter. Table 3-1 lists the major headings in this chapter and
their corresponding “Do | Know This Already?” quiz questions. You can find the answers in
Appendix A, “Answers to the ‘Do | Know This Already?’ Quizzes.”

Table 3-1 “Do | Know This Already?” Section-to-Question Mapping

Foundation Topics Section Questions

Legacy CCTV Video-Surveillance Architectures Evolution 1-2

Cisco Physical Security Solution 3-4

Cisco Video-Surveillance Components 69
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Caution The goal of self-assessment is to gauge your mastery of the topics in this
chapter. If you do not know the answer to a question or are only partially sure of the
answer, you should mark that question as wrong for purposes of the self-assessment.
Giving yourself credit for an answer you correctly guess skews your self-assessment
results and might provide you with a false sense of security.

1. Inatraditional video-surveillance solution, what product is used to allow multiple
cameras feed to display on a single monitor?

CCTV

Multiplexer

Multicast

VHS recorder

a0 oo

2. As the traditional video-surveillance solution evolved, what product was developed
that increases the capacity of recordable storage?

VHS recorder

Encoders

DMPs

DVRs

a0 oo

3. What product allows for Cisco Physical Access Gateway devices to connect conven-
tional wired sensors, along with other physical-security elements, through a converged

IP network?

a. Cisco IPICS

b. The Cisco Physical Access Manager appliance
c. Cisco VSM

d. Cisco Video Surveillance Multiservices Platform

4. What Cisco product is a complete IP-based dispatch and incidence-response solution?

Cisco IPICS
The Cisco Physical Access Manager appliance

Cisco Video Surveillance Manager

a0 oo

Cisco Video Surveillance Multiservices Platform
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What Cisco product is used to leverage analog video cameras in an IP video-
surveillance deployment?

VSM
ISR
Encoders

e o oo

Decoders

Which Cisco product is responsible for changing layouts that are displayed on the
viewer portal stations?

Cisco Video Surveillance Manager
Cisco Video Media Server Software
Cisco Video Operations Manager Software

e 0o oo

Cisco Video Virtual Matrix Software

Which Cisco product is responsible for sending video feeds to storage and viewer
portal stations?

a. Cisco VSM

b. Cisco Video Media Server Software

c. Cisco Video Operations Manager Software

d. Cisco Video Virtual Matrix Software

Which Cisco product is responsible for interacting with the video-surveillance
software through a web portal?

Cisco VSM

Cisco Video Media Server Software

Cisco Video Operations Manager Software

e oo o

Cisco Video Virtual Matrix Software
Which Cisco product allows for up to 1 TB of storage for video-surveillance feed?

Cisco Video Surveillance Multiservices Platform
Cisco Integrated Services Router Generation 2
NAS

DAS

e o oo
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A Cisco end-to-end solution can be broken down into three categories:

m Threat detection can be categorized by the physical security elements in a surveillance
solution, such as cameras, motion sensors, and access control.

= Threat monitoring is based on real-time and recorded threat-monitoring services. Such
services may include door sensors and badges, fingerprint scanners or other biometric
sensors, video-surveillance monitoring software, and other media management and stor-
age components.

m The third category of the Cisco end-to-end solution is threat response. This service
includes the IPICS allowing integration with existing communication devices, whether
that be a Voice over IP (VolIP), public switched telephone network (PSTN), or video col-
laboration solution.

Components of a Cisco Digital Media Suite (DMS) could be incorporated, as well, such

as PCs, Digital Media Player (DMPs), Cisco LCD Displays, and the Cisco Digital Media
Manager (DMM). All three of these services work together to offer a complete and highly
effective Cisco video-surveillance solution.

Cisco Video-Surveillance Components

The remainder of this chapter covers Cisco cameras and analytics, Cisco video-surveillance
management software, and the Cisco media management and storage components. The
Cisco video-surveillance solution can be divided into four service domains:

= Input and output devices
= Management

m Storage

= Interactive view

Input and output devices are Cisco IP cameras, analog cameras, encoders, microphones,
motion sensors, and PTZ control. This chapter does not go into microphones and motion
sensors in a Cisco video-surveillance solution. Management elements include features like
central management of previously mentioned devices, operations like PTZ and camera
switching, media control, distribution, and layout changes. Management can also determine
where recorded media is to be stored. Storage involves compressing media when needed
and using scalable storage solutions, whether that be locally attached storage or a network-
attached storage (NAS) or storage-area network (SAN). Interactive view elements monitor
endpoints such as operator view stations. It also contains distribution elements notifications
and media store distribution.

Input and Output Devices

The Cisco IP cameras include standard-definition (SD) and high-definition (HD) capabilities.
They communicate using IP and standards-based interfaces and protocols such as MPEG
and H.264. Cisco IP surveillance cameras also include embedded security and networking,
motion detection, and video analytics. As mentioned before, Cisco Medianet offers the
features POE, automated provisioning, bandwidth optimization, storage optimization, and
enhanced network security. There are four series of cameras to choose from in the Cisco
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solution. Each has different capabilities to cater to the various needs of the customers.

Some come in a box model, and some come in the dome model. The 6000 series comes in
both box and dome models. Figure 3-3 shows box and dome cameras.
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Figure 3-3 Box and Dome Cameras
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The Cisco Video Surveillance 7000 series IP cameras support a 5-megapixel lens. It is an
outdoor fixed HD camera in vandal-resistant housing. This series offers excellent image
quality with resolutions up to 2560x1920 and PTZ support. The Cisco Video Surveillance
6000 series IP cameras support a 2.1-megapixel lens and offers HD video capability in bul-
let, box, and dome models. These cameras can be used indoors or outdoor and support up
to 1080p30 resolutions. The Cisco Video Surveillance 4500E series IP cameras offer true
HD video at 1080p, with H.264 compression. These dome IP digital cameras are designed
for superior performance in a wide variety of video-surveillance applications. The Cisco
Video Surveillance 3000 series IP cameras are full-functioning HD cameras with H.264 sup-
port. These dome cameras can support resolutions up to 1280x800 at 30 frames per second.
The Cisco Video Surveillance PTZ series IP cameras are available in SD or HD resolutions.
Cisco PTZ IP cameras can be remotely controlled to monitor a wider area than traditional
fixed cameras. Table 3-2 compares each of the camera series mentioned.

Table 3-2 Cisco Video-Surveillance Camera Features

Camera Model Camera Type Resolution
Cisco Video Surveillance 7000 5-megapixel HD IP dome cameras | Resolutions up to
series 2650x1920
Cisco Video Surveillance 6000 21-megapixel HD IP dome, bullet, |1080p30

series and box cameras

Cisco Video Surveillance 4500E True 1080p HD multipurpose 1080p30 or
series camera 720p60

Cisco Video Surveillance 3000 HD cameras IP dome cameras 1280x800 at 30
series fps

Cisco Video Surveillance PTZ SD and HD IP 360 dome cameras Up to 1080p
series
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Another output device is the Cisco Video Surveillance Encoder. These devices use digital
signal processors (DSPs) to convert analog signal from legacy analog cameras to digital
format. Encoders are an optional component of the Cisco Physical Security Multiservices
Platform, and the Cisco Video Surveillance Media Server Software must be installed on the
server to use them. There are two cards available offering either 16 BNC connection panel
or an 8 BNC connection panel on a single card. The resolution of these capture cards is D1,
with motion JPEG (M-JPEG) and H.264 support. D1 resolution is 704x480, and is the high-
est SD resolution available in common analog-based CCTV deployments. Additional sup-
port on these encoder cards includes RS-232 for remote PTZ control of cameras.

Note that although only Cisco IP surveillance cameras are mentioned in this chapter, third-
party systems are supported by the Cisco DMS solution. This includes third-party IP sur-
veillance cameras and legacy analog cameras through encoders. Also, Cisco IP surveillance
cameras are supported by third-party management software, as well.

Management

The Cisco Video Surveillance Manager Software (VSMS) is the management and control
plane for the Cisco video-surveillance solution components. Cisco VSMS is a software suite
that includes the Cisco Video Surveillance Operations Manager, Cisco Video Surveillance
Media Server, and Cisco Video Surveillance Virtual Matrix. These software components of
the VSM are the three management software solutions that are discussed in this section.

The Cisco Video Surveillance Media Server software is the core component of the network-
centric Cisco video-surveillance solution. This software is responsible for the record-

ing, storing, and streaming of video feeds. The Cisco Video Surveillance Storage System
complements the Cisco Video Surveillance Media Server software. Video can be stored in
direct-attached storage (DAS), NAS, and SAN storage systems. The way it works is that each
IP camera or encoder sends a single video stream to the Cisco Video Surveillance Media
Server. This software is responsible for simultaneously distributing live and archived video
streams to viewers over an IP network. In case of multiple view requests, the software rep-
licates the unique input video streams to multiple output streams, based on request. For
archive viewing, the Cisco Video Surveillance Media Server continuously receives video
from the IP camera or encoder, as configured per the archive settings. The software sends
video streams to the viewer only when requested. In environments with remote branch
locations, this process becomes efficient because traffic needs to traverse the network only
when requested by remote viewers. Video requests and streams are delivered to the viewer
by using HTTP traffic (TCP port 80) or over HTTPS (TCP port 443).

The Cisco Video Surveillance Operations Manager is the core engine for the Cisco surveil-
lance solution. It offers centralized administration of all the Cisco video-surveillance solu-
tion components and supports Cisco video-surveillance endpoints. For security purposes,

it uses authentication and access management for video feeds. Application programming
interfaces (APIs) can be used for third-party integration, and third-party camera and encoder
support is provided. Tools available in the Cisco Video Surveillance Operations Manager
include a web-based portal that can be used to configure, manage, display, and control
video from any Cisco surveillance camera or encoder. Many third-party endpoints are sup-
ported as well. Tools are available to manage multiple Cisco Video Surveillance Media
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that have been discussed and explains the flow of media, the communication signaling
paths, and interactive views that can be used in a Cisco video-surveillance solution. The two
scenarios that are discussed are the Cisco Video Surveillance Operations Manager Viewer
and the Cisco Video Surveillance Matrix Viewer.

When an operator is interacting with the Cisco video-surveillance software, the Cisco Video
Surveillance Operations Manager software is being used through Microsoft ActiveX web
browser. This traffic can use TCP port 80 (HTTP) or 443 (HTTPS). The following steps out-
line the process Cisco’s video-surveillance software follows to change camera views:

1.

Using this software, the operator can select which cameras need to be viewed on
which displays and in what camera positions.

The Cisco Video Surveillance Operations Manager then sends a signal to the Cisco
Video Surveillance Media Server requesting the video feed from the selected cameras.

The Cisco Video Surveillance Media Server requests video feed form the appropriate
cameras.

The camera sends the video feed to the Cisco Video Surveillance Media Server.

The Cisco Video Surveillance Media Server using TCP, UDP, or multicast sends these
views to the Cisco Video Surveillance Operations Manager.

The Cisco Video Surveillance Operations Manager updates the view on the appropri-
ate view portal stations based on the parameters selected by the operations manager.
The protocol used is based on what was requested by the Cisco Video Surveillance
Operations Manager.

Note The number of video feeds that can be shown depends on the CPU, RAM,
and so on of the computer. If all the feeds are displayed, some might show as
thumbnails only or might even make the PC unresponsive.

If another Cisco Video Surveillance Operations Manager Viewer requests the video from
the same IP camera, the Cisco Video Surveillance Media Server simply replicates the video
stream as requested. No additional requests are made to the camera. Figure 3-4 illustrates
the Operations Manager Viewer scenario.
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Figure 3-4 Operarions Manager Viewer Flow Scenario

The process for switching layout views using a Cisco video-surveillance solution is similar to
the previous scenario. Again, when an operator is interacting with the Cisco video-surveil-
lance software, the Cisco Video Surveillance Operations Manager is being used. The follow-
ing steps outline the process Cisco’s video-surveillance software takes to change layouts and
update camera views:

1. Using this software, the operator can select which layout is desired and which cameras
need to be viewed within the different panes on that particular layout. That commu-
nication is sent to the Cisco Video Surveillance Operations Manager through the web
portal.

2. The Cisco Video Surveillance Operations Manager then sends a signal to the Cisco
Video Surveillance Virtual Matrix requesting a particular layout.

3. The Cisco Video Surveillance Virtual Matrix determines what layout and what cam-
eras are to be used. Then the Cisco Video Surveillance Virtual Matrix sends a signal to
the Cisco Video Surveillance Media Server to request video feed form the appropri-
ate cameras.

4. The Cisco Video Surveillance Media Server requests video feed form the appropriate
cameras.

5. The camera sends the video feed to the Cisco Video Surveillance Media Server.

6. The Cisco Video Surveillance Media Server sends these views to the Cisco Video
Surveillance Virtual Matrix.

7. The Cisco Video Surveillance Virtual Matrix sends the communication to the opera-
tions view portal monitors directly.
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The Cisco Video Surveillance Virtual Matrix sends a keepalive message to the operations
view portal monitors periodically to confirm that the displays are still active. Figure 3-5
illustrates the Cisco Video Matrix Viewer scenario.
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Figure 3-5 Cisco Video Matrix Viewer Flow Scenario

Summary

Because of greater needs, the desire for better quality, and key advancements in technol-
ogy, video surveillance has evolved from its rudimentary form over several decades. From
these advancements, Cisco offers a robust and secure video-surveillance solution for cus-
tomers based on modern-day needs. The Cisco video-surveillance solution offers a wide
assortment of IP video cameras and encoders that enable you to leverage analog camera
that may already be in use. You can manage these components securely and effectively by
using Cisco’s VSM software suite, which includes the Cisco Video Surveillance Operations
Manager, Cisco Video Surveillance Media Server, and Cisco Video Surveillance Virtual
Matrix. This software platform offers integration with other components within an orga-
nization like emergency response and other secure devices incorporated into the business
environment. All of this is supported on a Cisco Video Surveillance Multiservices Platform.
This server basis has scalable built-in storage and can integrate with NAS and SAN storage as
well. The Cisco ISR allows for remote management of remote office facilities, completing
the Cisco video-surveillance solution. Memory table are provided for review of key infor-
mation discussed during this chapter. Review these memory tables to ensure a solid under-
standing of these topics.






This chapter covers the following topics:
m Legacy Videoconferencing: This section covers the history and evolution of
videoconferencing technologies and infrastructure.

m Introducing Cisco Collaboration Solutions: This section provides an overview of
the technology categories comprising Cisco collaboration solutions.

m Cisco Collaboration Architecture: This section explains how these technologies
work together to create a cohesive, end-to-end user experience second to none.
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“Do | Know This Already?” Quiz

The “Do | Know This Already?” quiz allows you to assess whether you should read this
entire chapter thoroughly or jump to the “Exam Preparation Tasks” section. If you are in
doubt about your answers to these questions or your own assessment of your knowledge
of the topics, read the entire chapter. Table 4-1 lists the major headings in this chapter and
their corresponding “Do | Know This Already?” quiz questions. You can find the answers in
Appendix A, “Answers to the ‘Do | Know This Already?’ Quizzes.”

Table 4-1 “Do | Know This Already?” Section-to-Question Mapping

Foundation Topics Section Questions
Legacy Videoconferencing 1-3
Introducing Cisco Collaboration Solutions 4-6
Cisco Collaboration Architecture -9

Caution The goal of self-assessment is to gauge your mastery of the topics in this
chapter. If you do not know the answer to a question or are only partially sure of the
answer, you should mark that question as wrong for purposes of the self-assessment.
Giving yourself credit for an answer you correctly guess skews your self-assessment
results and might provide you with a false sense of security.

1. Which of the following transport technologies uses 23 B channels and a D channel?

a. T1CAS
b. T1PRI
c. E1CAS
d. E1PRI

2. Which of the following first provided centralized call control capabilities for H.323
video endpoints?

a. Gatekeeper
b. CUCM

c. MGCP

d. MCU

3. Which of the following provided a total usable bandwidth of 128 kbps?

a. BRI

b. T1PRI
c. T1CAS
d. E1PRI
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Which of the following are needed to facilitate a videoconference? (Select all that
apply.)

Endpoints

Bridging resource

Call control

Cisco TCS

e o oo

Customer collaboration refers primarily to which of the following?

Call control solutions
Conferencing solutions
Contact center solutions

e oo o

Unified communications

Which of the following provides an on-premises web/audio/videoconferencing
solution?

a. Cisco WebEx Meeting Center

b. Cisco WebEx Meetings Server

c. Cisco WebEx Event Center

d. Cisco WebEx Training Center

Which management tool is Microsoft Windows Server based and can be installed
onto either a virtual or physical server operating system instance?

MXE

TMS

VCS

VTS

e oo o

Which of the following are call control elements? (Select all that apply.)
CUCM

VCS

Expressway

TMS

e 0o oo

Which of the following solutions allows for VVPN-less access from mobile devices and
endpoints, outside the network, to internal voice/video calling, IM/presence, voice
messaging, and other UC services?

Expressway

TMS

ASA

CAC

e oo o
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Initially, all video communications were established using H.323 protocol capabilities. This is
largely due to the fact that H.323 is quite similar in operation to ISDN, in terms of messaging,
troubleshooting, and so on. H.320 is a general recommendation for running voice, video, and
data over ISDN circuits. The PSTN side of the connection handled audio, albeit out of band.

At this point, there is still no true central call control element; however, we do finally see
the advent of true conferencing as a technological possibility, even over distance. This is
accomplished largely by the rapid spread of WAN technologies throughout the globe. By
keeping the traffic on-net, large corporations are suddenly able to eliminate the geographic
barriers that made ISDN-based calling so expensive.

A video call is generally accepted to imply a point-to-point nature. The call does not
become a conference until a third endpoint is added to the call. As mentioned at the begin-
ning of this chapter, a conference requires a bridging resource. Bridging resources can come
in the form of hardware-based multipoint control units (MCUs), or they may be software-
based MCU equivalent entities. Either way, there is a means of mixing the media and get-
ting it to all participating endpoints. Many early adopters of videoconferencing technolo-
gies did eventually get around to investing in their own infrastructure. For those companies
that were just not quite there financially, hosted MCU providers began popping up all over
the place. A large percentage of these providers were productizing hosted best-effort MCU
services and expanded reachability made possible by a brand-new transport option called
the Internet.

Multipoint conferencing technologies began to rapidly evolve in terms of reachability. With
the availability of both hosted and private videoconferencing resources came the need to
expand the options of who could and could not attend a videoconference. These resources
would need to support any combination of ISDN-based or H.323-based connections for
both audio and video participants. Obviously, the need to support the use of Internet-based
endpoints revealed a somewhat significant issue regarding quality of service and reliability.
Figure 4-2 shows how this expanded architecture looked in terms of transport and reach-
ability between endpoints.

In the figure, all the transport mechanisms discussed thus far are represented. Those using
the Internet and WAN transport would be using H.323, whereas the PSTN-based endpoints
would be making use of ISDN technologies.








