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Understanding Components
and the ACI Fabric

In this chapter we will cover:

¢ Understanding ACI and the APIC

¢ An overview of the ACI Fabric

e Converting Cisco Nexus NX-OS mode to ACI mode
ACI Fabric Overlay

An introduction to the GUI

Introduction

Cisco's Application Centric Infrastructure (ACI) is a big evolutionary step in data center
networking. Not because it adds programmability to the network, this has been a rising
trend over the last few years, but because of the increased compatibility between vendors.
This is where the real benefits are.

We can see the start of this evolutionary step with Cisco's FlexPod (an amalgam of Cisco
UCS, VMWare hypervisors, and NetApp storage). Here we see properly validated designs
that span more than one vendor. This in itself was a big step, after all, it makes sense for one
vendor to try and encourage the end-user to purchase their equipment instead of their
competitors. This is done for two reasons; compatibility between devices and the

vendors' financial success.

So, what of networks where one vendor can supply all of the equipment, from the
networking to the storage, to the compute elements? It is actually quite rare to find an
environment comprised of one single vendor in the real world, most networks (and I am

www.hellodigi.ir


http://www.hiva-network.com/
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including virtualization platforms and storage within this term) have equipment from more
than one vendor, because when you are looking for the best performance, you go with the
big names (VMWare for virtualization, NetApp for storage and so on), because they have
the longevity in the industry, the knowledge and support options that are required. The
network becomes heterogeneous because it needs to be in order to fulfill user, application,
and business demands.

The downside to this is that we lose some degree of compatibility. There are industry-
standard protocols that give some level of compatibility back, such as SNMP (Simple
Network Management Protocol), Syslog, and LLDP (Link Layer Discovery Protocol), that
can facilitate alerting, logging and communication between devices, but ACI takes this all
one step further, taking the heterogeneous data center network and making it, well,
homogenous. Through ACI, the data center can be configured rapidly as the application
demands and this includes physical and virtual network elements from multiple vendors.
All of this can be performed through one GUL

Before we dive in, let’s take a few moments to understand what ACI is all about, dispelling
some of the myths along the way.

e Myth: ACl is too expensive

ACl is not cheap to purchase, it is engineered for the data center, so commands data center
process. Even the most basic of starter kits has a list price of $250,000. While a quarter of a
million dollars is enough to get you started in the world of ACI, it is probably out of reach
of most people. Even trying to sell ACI, as a “this could revolutionize our business”
proposal, within most companies would be difficult. Despite the fact that most companies
do not pay list price, ACI represents a huge risk, for a number of reasons.

ACl is in its infancy, so adoption will be slow. The companies that have the easily available
financial resources to dive into it are, most likely, the same kind of businesses that are not
typically early adopters. Established companies that have the cash have more accountability
to stakeholders, shareholders, and the public, so are less likely to rush into investing six-
figure sums, than the eager startup company, to whom $250,000 represents a massive
proportion of their available funds.

Nevertheless, as ACI becomes more prevalent, its adoption rate will increase, despite the
costs (which can always be negotiated).

e Myth: SDN (and ACI) will replace the engineer.

The idea of Software-Defined Networking (SDN) has caused quite a stir in the networking
industry as engineers question whether having a programmable network will mean that the
developer slowly takes their place. So, we have some degree of fear when it comes to ACI,
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yet SDN and ACI only represents a small portion of the market. As the infrastructure scales
up and out, SDN makes more sense. In smaller deployments, the costs outweigh the
benefits, yet SDN (and ACI) will never replace the network engineer. The developer does
not speak the language of networks in the same way that a traditional network engineer
does not talk in development code. The two will remain separate entities in their little silos,
ACI offers a bridge between the two, but both roles remain safeguarded.

So as much as ACI is expensive, data center specific, and occasionally perceived as a threat
to the traditional network engineer, why should you look at it favorably?

e This is SDN, the Cisco way.

ACI allows the network administrator and the application developers to work closer
together. Applications change, networks change. Both have lifecycles of varying length, and
ACI allows for these lifecycles to coexist with each other and complement each other. Both
teams can work together to achieve a common goal.

ACI reduces the complexity of the network, regarding deployment, management, and
monitoring and does this through a common policy framework. Applications can be
deployed rapidly, and the administrative overhead on the network is significantly reduced.
It is, therefore, application-centric, and can facilitate services at layer 4 to 7 to enhance the
application lifecycle.

Through ACI we can automate and program the network. We have a singular platform
with which to provision the network. We can bring in, with ease, services such as
virtualization (VMWare and Hyper-V), firewalls, load-balancers and a whole range of
infrastructure that would, previously, have meant many hours being spent configuring and
reconfiguring as the demands of the application change.

This automation is performed through policies. Policies are centrally configured on the
APIC (Application Policy Infrastructure Controllers), which are (usually) clustered.

The APIC is where we will start.

Understanding ACI and the APIC

ACl is for the data center. It is a fabric (which is just a fancy name for the layout of the
components) that can span data centers using OTV or similar, overlay technologies, but it is
not for the WAN. We can implement a similar level of programmability on our WAN links
through APIC-EM (Application Policy Infrastructure Controllers Enterprise Module),
which uses ISR or ASR series routers, along with the APIC-EM virtual machine to control
and program them. APIC and APIC-EM are very similar, just the object of their focus is

[3]
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different. APIC-EM is outside of the scope of this book, as we will be looking at data center
technologies.

The APIC is our frontend. Through this, we can create and manage our policies, manage the
fabric, create tenants and troubleshoot. Most importantly, the APIC is not associated with
the data path. If we lose the APIC for any reason, the fabric will continue to forward the
traffic.

To give you the technical elevator pitch, ACI uses a number of APIs (Application
Programming Interfaces) such as REST (Representational State Transfer) using languages
like JSON (JavaScript Object Notation) and XML (eXtensible Markup Language), as well as
the CLI and the GUI, to manage the fabric and other protocols such OpFlex to supply the
policies to the network devices. The first set (those that manage the fabric) are referred to as
“northbound” protocols. Northbound protocols allow lower level network components talk
to higher level ones. OpFlex (which we will discuss later in this chapter) is a “southbound”
protocol. Southbound protocols (such as OpFlex and OpenFlow, which is another protocol
you will hear in relation to SDN) allow the controllers to push policies down to the nodes
(the switches).

APIC

1. Admin makes
configuration change
using REST

Southbound

A

Spine Switch
Northbound

2. APIC pushes
policies to nodes
using OpFlex

Leaf Switch

Figure 1.
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That is a very brief introduction to the “how”. Now, let's look at the “why?”. What does ACI
give us that traditional network does not?

In a multi-tenant environment, we have defined goals. The primary purpose is that one
tenant should remain separate from another tenant. We can achieve this in a number of
ways.

We could have each of the tenants in their own DMZ (demilitarized zone), with firewall
policies to permit or restrict traffic as required. We could use VLANSs to provide a logical
separation between tenants. This approach has two drawbacks. It places a greater onus on
the firewall to direct traffic, which is fine for northbound traffic (traffic leaving the data
center), but is not suitable when the majority of the traffic is east-west bound (traffic
between applications within the data center, see figure 2).

[5]
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Northbound Southbound

VLAN 10 VLAN 20 VLAN 10

< »
« '

East-West

Figure 2.

We could use switches to provide layer-3 routing and use access-lists to control and restrict
traffic, these are well designed for that purpose.

Also, in using VLANS, we are restricted to a maximum of 4096 potential tenants (due to the
12-bit VLAN ID).

An alternative would be to use VRFs (Virtual Routing and Forwarding). VRFs are self-
contained routing tables, isolated from each other, unless we instruct the router or switch to
share the routes, by exporting and importing Route Targets (RT). This approach is much
better for traffic isolation, but when we need to use shared services, such as an Internet

[6]
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pipe, VRFs can become much harder to keep secure.

One way around this would be to use route leaking. Instead of having a separate VRF for
the Internet, this is kept in the global routing table and then leaked to both tenants. This
maintains the security of the tenants, and as we are using VRFs instead of VLANs we have
a service that we can offer to more than 4096 potential customers. But, we also have a much
bigger administrative overhead. For each new tenant, we need more manual configuration,
which increases our chances of human error.

ACI allows us to mitigate all of these issues.

By default, ACI tenants are completely separated. To get them talking to each other we need
to create contracts, which specify what network resources they can and cannot see. There
are no manual steps required to keep them separate from each other, and we can offer
Internet access rapidly during the creation of the tenant. We also are not bound by the 4096
VLAN limit. Communication is through VXLAN, which raises the ceiling of potential
segments (per-fabric) to 16 million (by using a 24-bit segment ID).

Outer
1)
MAC Q
Header
14 Bytes
(4 Bytes optional)
c » © <
S 8ol |8 5|5 |~Elo |6
588858 |29/ 58| 88(8-|88 |85
£3(38|2% (37|28 | 2555|838 (8 | 5"
0 0 0
8< n g ;o > i e as (o I(_% 8
48 48 16 16 16 72 8 16 32 32

Figure 2

VXLAN is an overlay mechanism that encapsulates layer-2 frame within layer-4 UDP
packets, also known as MAC-in-UDP (figure 2). Through this, we can achieve layer-2
communication across a layer-3 network. Apart from the fact that through VXLAN, tenants
can be placed anywhere in the data center, and the number of endpoints that far
outnumbers the traditional VLAN approach, the biggest benefit of VXLAN is that we are no
longer bound by the Spanning Tree Protocol. With STP, the redundant paths in the network
are blocked (until needed). VXLAN, by contrast, uses layer-3 routing, which enables it to
use equal-cost multipathing (ECMP) and link aggregation technologies to make use of all
the available links, with recovery (in the event of a link failure, in the region of 125
microseconds.

[7]
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With VXLAN, we have endpoints, referred to as VXLAN Tunnel Endpoints (VTEPs), and
these can be physical or virtual switchports. Head-End Replication (HER) is used to
forward broadcast, unknown destination address, and multicast traffic, which is referred to
(quite amusingly) as BUM traffic.

This 16M limit with VXLAN is more theoretical, however. Truthfully speaking, we have

a limit of around 1M entries in terms of MAC addresses, IPv4 addresses, and IPv6
addresses, due to the size of the TCAM (Ternary content-addressable memory). The TCAM
is a high-speed memory, used to speed up the reading of routing tables and performing
matches against access control lists. The amount of available TCAM became a worry back in
2014 when the BGP routing table first exceeded 512 thousand routes, which was the
maximum number supported by many of the Internet routers. The likelihood of having 1M
entries within the fabric is also pretty rare, but even at 1M entries, ACI remains scalable in
that the spine switches only let the leaf switches know about the routes and endpoints that
they need to know about. If you are lucky enough to be scaling at this kind of magnitude,
however, it would be time to invest in more hardware and split the load onto separate
fabrics. Still, a data center with thousands of physical hosts is very achievable.

An overview of the ACI Fabric

A fabric is a fancy term for how the computing, network and software components of a
data center are laid out. The name itself comes from the crisscross of the network, much like
an item of weaved clothing. The ACI fabric is relatively simplistic. It employs a two-tier
design made of spine and leaf switches, but very particular switches.

ACI hardware

In figure 3, we can see a typical deployment with two spines and three leaves. The Nexus
9500 modular switches are deployed at the top of the topology and act as spines, which in a
traditional three-tiered network design would be the aggregation or core switches. Line
cards are used to provide the ASICs (Application Specific Integrated Circuitry) required
for ACI. There are different line cards available, so make sure that you are not purchasing
an NX-OS mode only card.

The next component is the leaf switches. These are the Nexus 9300 series switches.

The spines connect to the leaves through 40 GE ports, but the spines and leaves are never
connected (spine to spine, or leaf to leaf).

[8]
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Spine switches

Leaf switches

Figure 3

We can also extend the network, offering greater port density through Nexus 2000 series
fabric extenders:

[9]
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Figure 4

We can also add storage, directly into the leaves themselves

[10]
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Figure 5

Or, using another pair of switches, such as Cisco Nexus 5000 series switches, which would
connect to the leaf switches:

[11]
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Figure 6

The APIC controllers connect to the leaf switches.
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Figure 7

The APIC controllers are completely separate from the day-to-day running of ACI. We need
them to push new policies. However, they do not play a part in the functioning of the ACI
fabric’s data plane, only in the control plane.

plane is the movement of packets based upon information in the control

The control plane is what we learn, such as routing information. The data
8 plane.

If we lose one controller, then our tenants’ traffic still flows. If we lose all our controllers,
then our tenants’ traffic still flows. We are just unable to push new policies until the
controllers are reinstated into the network.

ACI best-practice states that we should have a minimum of three controllers. Having three
controllers offers high availability, three offers physical redundancy as well as database
redundancy. So, why not two controllers? Three controllers (well, just an odd number
greater than one) works better in a split-brain scenario (one controller disagreeing with
another). in such an event, the majority would rule. The controllers use LLDP to find each
other, which is part of the process discussed in the ACI fabric overlay section later on in this
chapter. We will look at how to use multiple controllers in the troubleshooting section, as
the majority of this book uses a much simpler design with just one controller, one spine and
two leaf switches, as seen when we look at the fabric menu, later on in this chapter.

[13]
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Understanding third-party integration

One of the most attractive reasons to deploy ACl is the ease of integration with other Cisco
products (such as the ASAv firewall) and third-party systems.

This integration is performed through OpFlex. OpFlex is an open standards-based
southbound protocol, designed to facilitate multi-vendor integration in both data center and
cloud networks. OpFlex is important as it differentiates ACI from other SDN models, which
have integration but do not support the full feature-set. The easiest way to try and explain
this would be to look at it in the context of SNMP.

SNMP (Simple Network Machines Protocol) allows monitoring of network hardware, and
all devices support the most basic MIB (Management Information Base) of
iso.org.dod.internet .mgmt, so at the most basic level, you can pull out data such as
interfaces, IP addresses and so on. We are getting data but at the lowest common
denominator. We need extra information, by way of specific MIBs, to be able to monitor our
firewall’s VPN tunnels or the nodes on our load balancers. OpFlex gives us all the
information, but the data is not bound to any particular format. It is a declarative model,
which benefits any interested party. This declarative model is based on promise theory.

Promise theory, developed by Mark Burgess in the 1990s, sets ACI aside from other SDN
implementations. They use imperative control, in which we have a controlling system, and
the system being controlled is relieved of the burden of doing the thinking. While this does
offer more autonomy to the controller, it can also create a bottleneck within the system.
ACI, however, uses a declarative model. This model states what should happen, but not
how it should be done (leaving that up to the node being controlled). The node then makes
a promise to achieve the desired state and, importantly, communicates back to the
controller the success or failure of the task, along with the reason why. The controller is no
longer a bottleneck in the system, and the commands are simpler; instead of separate
commands to implement the same function on different vendor equipment, we have one
command set understandable by both vendors equipment. This is the benefit of open
standards.

Even with open standards, though, there can be some ulterior motive. It is all well and good
having the next-best thing for integrating different technologies, but when this is designed
for those technologies to run under one particular companies product, there can be some
hesitation. However, there is a large backing from several very well known companies, such
as Microsoft, IBM, Citrix, RedHat, F5, SunGard Availability Services, and Canonical. So,
why has OpFlex gathered such a wide backing?

With the traditional SDN model, there is a bottleneck; the SDN controller. As we scale out
there is an impact in both performance and resiliency. We also lose simplicity and agility;

[14]
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we still need to make sure that all the components are monitored and safeguarded, which
invariably means bolting on more technology to achieve this.

OpFlex takes a different approach. A common language ensures that we do not need to add
any extras that are not part of the original design. There is still complexity, but this is
moved towards the edges of the network, and we maintain resiliency, scalability, and
simplicity. If we lose all of the controllers, then the network continues to operate, we may
not be able to make policy changes until we restore the controllers, but the tenant’s data still
flows, uninterrupted.

The protocol itself uses XML or JSON as the transmission medium. It allows us to see each
node as a managed object (MO). Each MO consists of the following;:

e Properties
Child Relations
Parent Relations
MO Relations
Statistics

Faults

e Health

While the ins-and-outs of these are beyond the scope of this book, you can read about them
more in the IETF drafts. The first one in 2014 (https://tools.ietf.org/html/draft-smit
h-opflex-00) listed all seven items above, but subsequent drafts, the most recent being
October 27th, 2016 (https://tools.ietf.org/html/draft-smith-opflex—-03) compress
the last four items into one, labeled observables.

What this all means is that for third-parties, OpFlex means greater integration across SDN
platforms. If and when OpFlex does become a truly open standard then, by using a simple
JSON file, different vendors equipment can speak the same language.

Converting Cisco Nexus NX-OS mode to ACI
mode

To use ACI, we need to make sure that we are running our switches in ACI mode. We can
check which version we are running by using the show version command:

BIOS: version 08.06
NXOS: version 6.1(2)I3(3)
BIOS compile time: 12/03/2014

[15]
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NXOS image file name is: bootflash:///n9000-dk9.6.1.2.I3.3.bin
NXOS compile time: 12/05/2014 10:50:20 [12/05/2014 2:25]

We can tell that we are running an NX-OS mode switch as the image filename begins with
n9000. ACI image filenames begin with aci-n9000.

The instructions below are for NX-OS release 6.1(2)13(3) and above, and ACI image version
11.0(2x) or later. There are slight differences with earlier releases, so it is best to make sure
you are on the above releases before attempting the switch from NX-OS mode to ACI-
Mode.

Check hardware is supported — look in release notes for Cisco Nexus 9000 Series ACI-Mode
Switches.

Remove or turn off any unsupported module (poweroff module <module>command). If
you do not do this step, the software will use a recovery/retry mechanism before powering
down the unsupported module, which can cause delays.

If you have a dual-supervisor system, then make sure that the standby supervisor module is
in the ha-standby state using the command show module.

Use: show install all impact epld <epld-image-name> to check that the switch
does not require any EPLD image upgrade. The EPLD is the Electronic Programmable Logic
Device and these enhance hardware functionality or to resolve known issues. EPLD
upgrades are quite infrequent, but they should not be overlooked.

Uploading the ACI image

We have a number of ways of performing the upgrade. We can use SCP to copy the image
from the APIC to the switch, or from another SCP server, or copy it directly from a USB
port. We will look at all three methods and are assuming that the Nexus switch has already
been introduced into the network and has connectivity.

A word of warning when using USB drives, though. Smaller is better. Taking a 1TB drive
loaded with all your favorite Nexus images and expecting it to work will only leave you
hunting around for a 2GB drive that has sat in a drawer gathering dust for a few years. This
is due to the level of filesystem support. Older IOS versions only supported FAT16, which
has a filesize limit of 2GB, newer ones support FAT32 (such as IOS 15.1). Sometimes it is
easier to play it safe and go with the FAT16.

[16]
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How to do it...

Method 1: Using SCP to copy the ACI image from the APIC
1. Enable scp on the Nexus switch:
switch(config)# features scp-server
2. Copy the image from the APIC server to the Nexus switch using the CLI:

scp -r /firmware/fwrepos/fwrepo/<switch-image—-name> admin@switch-ip-
address:switch-image

Method 2: Using SCP to copy the ACI image from another SCP server
1. Copy the file from the SCP server using the switch’s command line:
Switch# copy scp: bootflash:

You will be prompted for the details if the SCP server and filenames.

Method 3: Using a USB drive to copy the ACI image

We can copy an image from a USB drive to the bootflash, using the “dir” command first, so
that we can cut and paste the filename in the copy command.

Switch# dir usbl:
(or dir usb2: depending on which USB slot you have plugged the drive into)
Switch# copy usbl:<ACI-image—name> bootflash:

If we have a dual-supervisor system, we have an additional step, which is to copy the ACI
image to the standby supervisor module:

Switch(config) # copy bootflash:aci-image bootflast://sup-standby/

Upgrading the image

The next step is to upgrade the image.

[17]
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How to do it...

In the following code, we first turn off NXOS mode. We then make sure that the first change
survives a reboot. In the third line, we boot the supervisor modules using the ACI image
specified. Lastly, we perform a reload of the switch.

Switch (config) # no boot nxos

Switch(config) # copy running-config startup-config
Switch (config) # boot aci bootflash:aci-image—-name
Switch (config) # reload

Logging in

Once the switch has rebooted with the new image, we can log in.

How to do it...

We log in using the username admin and the password specified during setup. Notice that
the fabric discovery process is started at this point. It may be some minutes before the
services start and we are able to access the switch via the console.

User Access Verification

(none) login: admin
L R I R I e I I I I e I I I I e b I I b b I b b I b I b I b b I b b e b b I I b b b I b b I I b b I i b b b i

* x

Fabric discovery in progress, show commands are not fully functional

Logout and Login after discovery to continue to use show commands.
hkhkhkhkhkhkkhkhkhkhkhhkkhkhkhrhhhhhhhkhhkhrhhkhhhhhkhhkhrhhkhdhhhhkhhkrhkhkhdhkhhkhhkhrhkhkkhdhhrhhkkhhkrhkhkkhkhhrrhkhk*x

* *

(none) #

Reverting to NX-OS mode

If, for any reason, you need to revert to NX-OS mode from ACI Mode, then follow these
steps:

1. Reload the switch
admin@apicl:aci> reload

2. Access the bootloader

[18]
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Ctrl+]
Loader>

3. Boot using the NX-OS image
loader> boot nxos—image—name

This can take a little while (usually under half an hour) while the system reformats the
system to make subsequent reloads faster.

As you can see, from the screenshot above, the switch performs a fabric discovery. We will
look at this in the next section.

ACI Fabric Overlay

ACI uses Inter-Fabric Messaging (IFM) to communicate between the different nodes. [IFM
uses TCP packets, which are secured by 1024-bit SSL encryption, and the keys are stored on
secure storage. The Cisco Manufacturing Certificate Authority (CMCA) signs the keys.

Issues with IFM can prevent fabric nodes communicating and from joining the fabric. We
will cover this in greater depth in Chapter 9, but we can look at the output of the checks on a
healthy system:

apicl# netstat —-ant | grep :12

tcp 0 0 10.0.0.1:12151 0.0.0.0:%* LISTEN

tcp 0 0 10.0.0.1:12215 0.0.0.0:% LISTEN

tcp 0 0 10.0.0.1:12471 0.0.0.0:%* LISTEN

tcp 0 0 10.0.0.1:12279 0.0.0.0:% LISTEN
<truncated>

tcp 0 0 10.0.0.1:12567 10.0.248.29:49187 ESTABLISHED
tcp 0 0 10.0.0.1:12343 10.0.248.30:45965 ESTABLISHED
tcp 0 0 10.0.0.1:12343 10.0.248.31:47784 ESTABLISHED
tcp 0 0 10.0.0.1:12343 10.0.248.29:49942 ESTABLISHED
tcp 0 0 10.0.0.1:12343 10.0.248.30:42946 ESTABLISHED
tcp 0 0 10.0.0.1:50820 10.0.248.31:12439 ESTABLISHED
apicl# openssl s_client -state —-connect 10.0.0.1:12151

CONNECTED (00000003)

SSL_connect:before/connect initialization

SSL_connect:SSLv2/v3 write client hello A

SSL_connect:SSLv3 read server hello A

depth=1 O = Cisco Systems, CN = Cisco Manufacturing CA

verify error:num=19:self signed certificate in certificate chain
verify return:0

SSIL_connect :SSLv3 read server certificate A

SSL_connect:SSLv3 read server key exchange A

[19]
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SSL_connect:SSLv3 read server certificate request A

SSL_connect:SSLv3 read server done A

SSL_connect:SSLv3 write client certificate A

SSL_connect:SSLv3 write client key exchange A

SSL_connect:SSLv3 write change cipher spec A

SSL_connect:S3SLv3 write finished A

SSL_connect:SSLv3 flush data

SSL3 alert read:fatal:handshake failure

SSL_connect:failed in SSLv3 read server session ticket A
139682023904936:error:14094410:SSL routines:SSL3_READ_BYTES:sslv3 alert
handshake failure:s3_pkt.c:1300:SSL alert number 40
139682023904936:error:140790E5:SSL routines:SSL23_WRITE:ssl handshake
failure:s23_1lib.c:177:

Certificate chain

0 s:/CN=serialNumber=PID:APIC-SERVER-L1 SN:TEP-1-1, CN=TEP-1-1
i:/0=Cisco Systems/CN=Cisco Manufacturing CA

1 s:/0=Cisco Systems/CN=Cisco Manufacturing CA
i:/0=Cisco Systems/CN=Cisco Manufacturing CA

Server certificate

subject=/CN=serialNumber=PID:APIC-SERVER-L1 SN:TEP-1-1, CN=TEP-1-1
issuer=/0=Cisco Systems/CN=Cisco Manufacturing CA

No client certificate CA names sent
SSL handshake has read 2171 bytes and written 210 bytes

New, TLSv1/SSLv3, Cipher is DHE-RSA-AES256-GCM-SHA384
Server public key is 2048 Dbit
Secure Renegotiation IS supported
Compression: zlib compression
Expansion: NONE
SSL-Session:
Protocol : TLSvl1l.2
Cipher : DHE-RSA-AES256-GCM-SHA384
Session-1ID:
Session-ID-ctx:
Master—-Key: 419BF5E19D0A02AA0D40BDF380E8E959A4F27371A87EFADLB
Key—-Arg : None
PSK identity: None
PSK identity hint: None
SRP username: None
Compression: 1 (zlib compression)
Start Time: 1481059783

[20]
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Timeout : 300 (sec)
Verify return code: 19 (self signed certificate in certificate chain)

apicl#

IFM is essential in the success of the discovery process. A fabric node is only considered
active when the APIC and the node can exchange heartbeats, through IFM. Going forward,
though, we still need IFM once we have active nodes, as it is also used by the APIC to push
policies to the fabric leaf nodes

The fabric discovery process has three stages and uses IFM, LLDP (Link Layer Discovery
Protocol), DHCP (Dynamic Host Configuration Protocol) and TEPs (Tunnel Endpoints).

e Stage 1:

The leaf node that is directly connected to APIC is discovered.
e Stage 2:

A second discovery brings in any spines connected to initial “seed” leaf.
e Stage 3:

In this stage, we have the discovery of other leaf nodes and other APICs in
the cluster.

The process can be visualized as in figure 8:

[21]
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easssssssss— | | DP ﬁ
h LLDP n———

e DHCP DISCOVER/REQUEST
<= DHCP OFFER/ACK m—

e HTTP GET Firmware -
« Firmware Response m—

e |FM - Policy Element sl

Figure 8

The node can transition through a number of different states during the discovery process:

¢ Unknown —node discovered but no node ID policy configured
¢ Undiscovered — Node ID configured but not yet discovered

¢ Discovering — node discovered but no IP address assigned

e Unsupported —node is not a supported model

Disabled — node has been decommissioned
¢ Inactive — no IP connectivity
e Active — node is active

Using the command acidiag fnvread can see the current state. Below, the leaf node is in
a state of “unknown” (note that I have removed the final column in the output that was

[22]
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“LastUpdMsg”, the value of which was 0:

apicl# acidiag fnvread

ID Pod ID Name Serial Number IP Address Role State
0 0 TEP-1-101 0.0.0.0 unknown unknown
Total 1 nodes

apicl#

During fabric registration and initialization a port may transition to an out-of-service state. In
this state, the only traffic permitted is DHCP and CDP or LLDP. There can be a number of
reasons why we would transition to this state, but these are generally due to human error,
such as cabling or LLDP not being enabled, again, these are covered in chapter 9.

There are a couple of ways in which we can check the health of our controllers and nodes.
We can use the CLI to check LLDP (show 11dp neighbors), or we can use the GUI
(System | Controllers | Node | Cluster as Seen By Node):

QuickStart | Dashboard | Controllers | Faults | Config Zones

Controllers B8

I Processes

El controlier Policies

Cluster as Seen by Node

- Name

M Quick Start
4 B8 Gortrollers o¥
4 o apict (Node-1) P i
roperties
M Cluster as Seen by Node P
Fabric Name: ACI Fabric1
M Interfaces
- Target Size: 3
Storage Current Size: 1
8 NTP Dotails Difference Between Local Time and Unified Cluster Time (ms): 0
B Equipment Fans ACI Fabric Internode Secure Authentication Communications: Permissive -
» I Power Supply Units
B Equipment Sensors Controllers

Admin State

Operational State

Health State Serial Number SSL Certificate

1 apicl

100.0.1

In Service

Faully Fit TEP-1-1 yes

Figure 9

This shows us the APIC, and we can look at our leaf nodes from the Fabric menu. In the
code output from acidiag fnvread, we saw a node named TEP-1-101. This is a leaf
node, as we can see from the GUI (Fabric > Inventory > Fabric Membership):

www.hellodigi.ir
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alaln Tenants Fabric VM Networking L4-L7 Services
CISCO

Inventory | Fabric Policies | Access Policies

Client - TEP-1-101

I Quick Start
Il Topology
e
== Pod S 4
Il POD Fabric Setup Policy
4 I Fabric Membership F’ropertieS
E teP-1-101 Serial Number; TEP-1-101
I Unmanaged Fabric Nodes Node ID: 0
MW Unreachable Nodes Name:
Il Disabled Interfaces and Decommissioned Model: N9K-C9396PX
Node Role: leaf
IP: 0.0.0.0

Decomissioned: no
Supported Model: yes

Certificate

Figure 10

We will look at the GUI in the next section.

An introduction to the GUI

On accessing the APIC, we are presented with the login page. It can take a few minutes for
the system to fully initialize before we can log in.

[24]
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Application Centric Infrastructure - ACI

Please sign in to connect to APIC

User ID: admin

Password: seesees

Mode: Advanced -

LOGIN

atfran]n
CISCO

Figure 11

Once we have successfully logged in we are shown the System page. We have the main
menu at the top, and each menu item has a submenu.

Here we can see the System menu, with its submenu showing Quickstart, Dashboard,
Controllers, Faults and Config Zones:

System menu

The system page shows us the health of the system, separated into the overall system health
and nodes and tenants with under 99% health. Faults counts are listed on the right-hand
side, by domain, and by type. We can see the controller status in the bottom right-hand
corner.

[25]
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alaln System Tenants Fabric VMNetworking ~ L4-L7 Services Admin Operations Apps el i Adwanced e
cisco welcome, admin-+
QuickSiart | Dashboard | Corirolles | Fauts | Config Zones
System Health ER i Fault Counts By Domain
Faut Love: A A o
svsTEMwiDE 2 3 2 09
. Aocess o o 3 s
£ 50
g Exemal o o 0 0
2 Framevork o o o 3
nira 2 3 6 8
3
22:00 1.Feb 02:00 04:00 06:00 08:00 10:00 12:00 14:00 16:00 18:00 20:00 Management o . o o
Time Security. o o 12 3
WWWWWWWWNWWWWWMW renant o o R R
1re 0400 08:00 00 0 2000
@ m o}
Fault Counts By Type
Nodes With Health < 99 o o A A ©
+ Name PoD D Type Health Score
Commuricat. o o o o
Leat1 1 leat
Leatz 1 leaf
KN twomea 0 s o o
Spine-1 1 spine
i i [ Operatonsl 2 o 12 £
Controller Status
o e famn Qparaina ot
Tenants With Health < 99 £ —
ome . 1 wiot 10001 mSooo (PR Fuyrr
No s have been founc,

Figure 12

Moving on to the Controllers submenu we can see the screen from the previous section.

alialn System Tenants Fabric  VMNetworking L4-L7 Services  Admin Opsrations

cisco
| QuickStart | Dashboard | Controllers | Faults | Config Zones

Cluster as Seen by Node

Qi
I Quick Start

4 M controllers < i ACTIONS ~
4w apict (Node-1)

BT Properties
Fabric Name: ACI Fabric1
B interfaces Target Size: 3
B8 storage Current Size: 1
B NTP Details Difference Between Local Time and Unified Cluster Time (ms): 0
W Equipment Fans ACI Fabric Internode Secure Authentication Communications: Permissive -
» I Power Supply Units
. Equipment Sensors Controllers
B Processes - D Name [ Admin State Operational State Health State Serial Number SSL Certficate
& conroter Policies 1 apict 10.00.1 In Service Javailabie Fully Fit TEP-1-1 ves

Unauthorized Controllers

Serial Number State

No items have been found.
Select Actions to create a new item.

Figure 13

We have one controller (apicl), its IP address is 10.0.0.1, it is in service, available and the
health state is “Fully Fit.” If we click on any of the column headings, we can sort them by
ascending or descending order, which is useful if you have a large number of controllers.
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Properties
Fabric Name: ACI Fabric1
Target Size: 3
Current Size: 1
Difference Between Local Time and Unified Cluster Time (ms): -1

ACI Fabrie Internode Secure Authentication Communications: Permissive -
Controllers
- D Name P Admin State Operational State Health State = Serial Number SSL Certificate
1 apici 10.0.0.1 In Service :m : : : Fully Fit %] son ascending yes

%l Sort Descending

[E Columns

g =
gz 5
3
3

Unauthorized Controllers

Serial Number State

=
T

=l

; Admin State
No items have been found.

Select Actions to create a new item.

=l

Operational State

=

Health State

Serial Number

= E

SEL Cenificate

Figure 14

We can see the interfaces present on our controller (apicl) from the Interfaces menu on the
left-hand side:

Controllers Q
kol |nterfaces
I Quick Start
4 [ Controllers < i

A Node-1 :
4 o et (Nodert) Physical Interfaces
Il Cluster as Seen by Node

Name MTU MAC State
I Interfaces.
M Storage apici-ethi 1500 5E:2D:79:09:09:61 up
| NTP Detalls apici-ethd 1500 F2:FD:40:BF:45:09 up
I Equipment Fans
» B Power Supply Units Aggregated Interfaces
M Equipment Sensors Name MTU MAC Associated Physical Interfaces  Active Interface
W Processes bond0 1500 F2:FD:40:BF:45:09 eth1/3 eth1/3
D Controller Policies bond1 0 NiA

L3 Management Interfaces

Name MTU MAC Encap

bond0.4 1500 F2:FD:40:BF:45:08 vlan-4

bond1 L] 00:00:00:00:00:00 unknawn
Figure 15

We can keep track of how much storage we have used from the Storage menu option, and
again, this is sortable by clicking on the column heading:
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T ..

I Quick Start
4 I cControllers
4 oz apict (Node-1) < i
B Guuster as Seen by Nade Mount Point File System ~ Utilized (Percentage) Blocks (KB) State
I interfaces - -
Idatafadmin/bin/category.yaml  fdev/mapper/crypidir2 o] too7r03e OK
I Storage
B8 TP Details Idata/admin/oinicollectLocal...  fdevimapper/cryptdir2 L ] ] 10077036 OK
M Equipment Fans Idatatadmin/binftechsupport...  fdevimapper/cryptdir2 L ] too7v03s OK
» B Power Supply Units Idataladmin/bintrimtechsup...  /devimappericryptdir2 L ... | 10077038 oK
Ml Equipment Sensors
Idatanginx/mmi fdevimapper/cryptdir2 L ] 10077036 OK
M Processes
Tl Controller Policies Idatalsam.config fdevimapper/crypidir2 L] | 10077036 OK
Nocal fdevimappericrypidir2 Lo too7v036 OK
Nocal/rootmgmt fdevimapper/crypidir2 ] 10077026 OK
Jmgmt fdevimapper/cryptdir2 L ] 10077036 OK
Narirun/bashroet/controller fdevimapper/crypidir2 L] | 10077036 OK
Figure 16

You will notice that the screen flickers every few seconds as it refreshes.

Also in this section, we can see stats on our NTP servers, our fans and power supply units
and the equipment sensors (which in the simulator are all empty). Under Processes, we can
see how much memory we are currently using from the Stats option:

All Processes i
Processes Faults History
Ol v o ACTIONS ~
@~ CPU usage (percentage) -+ memory allocated (bytes)
18M
8 16M
Thursday, Dec 8, 13:33
i | memory allocated (bytes): 15,097,174 -+

7 \ 14

10M

sa1Aq

ercentage
A

Figure 17
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We can also check on the CPU usage from the same window.

All Processes i
Processes Faults History
oCRsviuo remons-
@ CPU usage (percentage) -+ memory allocated (bytes)
18M
8 16M
— \ Thursday, Dec 8, 13:33
7 . o CPU usage (percentage): 7
6 12M
L]
g
=] 1M 2
] (=]
o m
= L
L)
a
4 &M

Figure 18
We can also see current and historical faults end events from the Processes menu.

The last menu option under Controllers is Controller Policies, here we can set policies for
exporting diagnostic information. We will look at this in the troubleshooting section.

The final two options are Faults, in which we can see a couple of examples and Config
Zones.

' 'cll|s'é|°| ' System Tenants Fabric Namvxking Sle-xllgas Admin Operations Apps

QuickStart | Dashboard | Controllers | Faults | Config Zones
Faults ﬁ i
oF

- Severity Domain Type Code Count Cause Sample Fault Description

& Infra Operational Fi410 1 obstacle This fault occurs when the operational size for a controller cluster can not reach the configured target size.

& Infra Operational FO104 1 port-down This fault occurs when a bond interface on a controller is in the link-down state.

[ 1] Tenant Config F0523 1 configuration-failed This fault occurs when an End Point Group is incompletely or incorrectly configured.

Figure 19.
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We do not have any Zones, but we can create one from the drop-down menu. Configuration
Zones allow us to sub-divide our ACI fabric, meaning that we can make configuration
changes to one zone at a time, reducing the chances of an error affecting the entire fabric.
Note that if you get access to the Cisco Devnet sandbox environment, that the Config Zones
option is unavailable. Devnet is a great place to learn the developer-side of Cisco's products,
as well as getting access to hands-on labs and virtual and hardware-based sandbox
environments. The virtual ones are fairly limited, but available all the time. The physical
rack equipment offers the full range of functionality, but does get booked up months in
advance. You can find more about Devnet by going to the Devnet site: https://developer.
cisco.com/site/devnet/home/index.gsp.

Tenants menu

The Tenants tab shows us all our tenants. We have three pre-configured (common, infra
and mgmt.):

| 3 M L4-L7 3 .

|I|IuI|l| System Tenants Fabric Networking  Services Admin Operations Apps
CISco

ALL TENANTS | Add Tenant | Search: [ElICUETGEII | common | infra | mgmt

All Tenants
sl 4 ACTIONS ~

- Name Description Bridge Domains VRFs EPGs Health Score

common 1 2 0 m
intra 1 1 1 | 100 |
mgmt 1 2 0 m

Figure 20.

If we select a tenant and go through the options, we can see the Application Profiles
assigned to it, the Networking configuration, Layer4-Layer7 Service Parameters, and all of
the policies. We will go through these in greater detail in the next chapter when we set up
some tenants.

This is where we would create new tenants.

Fabric menu

From the fabric menu and the Inventory submenu, we can see our topology:

[30]
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jatjn c VM La-L7 . .
lcll s-c|°- System Tenants Fabric Netwarking Services Admin Operations

Inventory | Fabric Policies | Access Policies

Topology - Spine: 1 - Leaves: 2

Ol ¥ s> n]e]e-]

» I Fabric Membership
» I Unmanaged Fabric Nodes

I Unreachable Nodes
I Disabled Interfaces and Decommissioned Switches

Spine-201

Leaf1-101 Leaf2-102

Figure 21

If we expand the Pod out, we can see all of our leaf and spine nodes:

[31]

www.hellodigi.ir



http://www.hiva-network.com/

Understanding Components and the ACI Fabric

4 I Pod1

4 = Lgaf-101 (Node-101)

F i Chassis

» Il Supervisor Modules
» M Line Modules
» Il Fan Trays
» Il Power Supply Units
Il Fabric Extenders
I Interfaces
M Protocols
Ml Processes
Il Span Sessions
M Pools
M Rules
Leaf2-102 (Mode-102)
Spine-201 (Mode-201)
il Chassis
I Interfaces

3

h

Il Frotocols

Ml Processes

Il Span Sessions
M Pools

M Rules

Figure 22

Going through these, we can see our interfaces, routing tables, processes, Pools, and Rules.
One thing to note here is that we have many more routing options with a leaf node than we
do a spine node:

[32]
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|

w

[

Pod 1
=5 | eaf1-101 (Node-101)
» Bl Chassis
» I Fabric Extenders
» M Interfaces
4 I Protocols
» B arp
» & Bar
» Bl cop
» & coor
» & EGre
RENCT
r El pva
» E ipve
& sis
E Lace
» B Loe
& no
» & oser
» El osprva

» I Processes

w

» Il Span Sessions
I Fools

I Rules

Leaf2-102 (Mode-102)
E spine-201 (Node-201)
» Il Chassis

» I Interfaces

m v v

4 W Protocols
CREN:Tc
» & coor
» B pva
» E ipvs
r B sis
R ENE
» I Processes
» Il Span Sessions
» Il Pools
» M Rules
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Figure 23

Under the Fabric Membership option, we have a list of our leaf and spine nodes, which
shows us the serial numbers, ID, name, model, role and assigned IP address. It also gives us
the certificate information, so we know that SSL is healthy, so IFM can function.

Inventory | Fabric Policies | Access Policies

Biia kel Client - TEP-1-101
I Quick Start
I Topology
b 22 Pod1
4 M Fabric Membership
B TeP-1-101 Properties
& TeP-1-102 Serial Number: TEP-1-101
El TEP-1-108 Node ID: 101
» Il Unmanaged Fabric Nodes Name: Leaf1-101
I Unreachable Nodes Model: N9K-CI396PX
I Disabled Interfaces and Decommissioned Switches Node H"I‘:l '::; -

Decomissioned: no
Supported Model: yes

Certificate
Subject: /CN=serialNumber=PID:N9K-C9396PX SN:TEP-1-101, CN=TEP-1-101
Walid from: 2015-09-17T18:32:56.000-05:00
Walid to: 2060-07-26T18:32:56.000-05:00

Figure 24

The last three options in this menu are for the Nodes we may be having issues with,
whether they currently are unmanaged, unreachable or disabled and decommissioned.

The other options in the Fabric submenu are our policies. Here we can set up Callhome
policies, monitoring, and troubleshooting, and spanning tree, VPC policies, whether we
want to have CDP turned off or on, and various layer-2 policies. Many of these options have
three options, take LLDP for example. We have an option for LLDP-OFF (disabled), LLDP-
ON (enabled) and default (Receive State is enabled, and Transmit State is enabled).
Similarly, for CDP we have CDP-OFF (disabled), CDP-ON (enabled) and default (where the
Admin State is “Disabled”).

VM Networking

Under the VM Networking menu is where we would start to connect ACI into our third-
party vendors. The default options are Microsoft, OpenStack, and VMWare.

[35]
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afialn VM Networking  L4-L7 Services Operations
Cisco
Inventory
Provider - Microsoft
I Quick Start
4 [ Microsoft
4 © senver Properties
I controllers Name: Microsoft
I OpenStack SCVMM Domains:
I vMware
« Name
server
Figure 25

L4-L7 Services

L4-L7 Services allows us to further extend our ACI fabric with additional third-party
solutions. This is performed through the addition of packages, which we can import from
the Packages submenu, Quick Start option. This is something we will look at in a later

chapter.

alialn Tenants Fabric VM Networking ~ L4-L7 Services Operations

cisco

Inventory | Packages

9

Quick Start
I Quick Start
» B L4-L7 Service Device Types
HELP
The Packages menu allows you to import L4-L7 device packages, which are used to define, configure, and manitor a network service device such as a firewall, SSL offioad, load balancer, context switch,
SSL termination device, or intrusion prevention system (IPS). Device packages contain descriptions of the functional capabllity and setlings along with interfaces and netwrk connectivity information for
‘each function. A network service device is deployed in the network by adding it to a service graph.

You can use the Import a Device Package wizard to import a device package for a function that you want to manage with APIC. We recommend that you import device packages before configuring a

service graph
Quick Start See Also
Import a Device Package ° E La-L7 Service Device Types

Figure 26

Admin

Under the Admin menu is where we configure AAA (Authentication, Authorization, and
Accounting). Here we can setup RBAC and also connect to authentication providers, such
as LDAP, like Microsoft Active Directory, RADIUS or TACACS+. We can also setup PKI to

use certificate chains.

[36]
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We can create maintenance schedules, either one-off tasks or regular ones. We can configure
our log retention policies, upgrade our firmware, and configure Callhome (after setting up
the policies in the Fabric menu), SNMP and Syslog. The Admin menu is also where we
would perform configuration rollbacks, and the importing of configuration files and
exporting of technical support files.

Tenants Fabric VM Networking ~ L4-L7 Services Admin Operations

AAA | Schedulers | Historical Record Policies | Firmware | External Data Collectors | Config Rollbacks | Import/Export

Quick Start S
B Quick Start
» I import Policies
» I Rollback Policies HELP
» B Export Policies Import and Expart policies control the sending to an extemal host of technical support files, core files, and configuration files, and the receiving of configuration files.

K .
B Remote Locations Al APIC policies and configuration data can be exported o create backups. You can configure an export policy that aliows either scheduled or immediate backups to a remote server, and you can
configure policy details Such as transfer protocol, compression aigorithm, and frequency of transfer. Policies can be configured by users authenticated using AAA, but the security mechanism for the

actual transfer is based on usemame and password.

Quick Start See Also

Define a remote source or destination Femote Locations

00

Create an on-demand technical support report

Figure 27

Operations

The final menu option is Operations. This is where will can perform most of our
troubleshooting, should the need arise. From here we find endpoints and look at the traffic
path, along with any faults along the path. We can perform traceroute as well to check the
data plane. This is something we will look at in Chapter 9.

We can also check out usage with the Capacity Dashboard, create Optimizer configuration
templates, track our endpoints, and even look at a traffic map.

Tenants Fabric VM Networking ~ L4-L7 Services Admin Operations yel

Visibility & Troubleshaoting | Capacity Dashboard | ACI Optimizer | EP Tracker | Visualization

Visibility & Troubleshooting i
This tool provides:
1. Location of the specified end points in the fabric and displays the traffic path including any L4-L7 devices. Along the path between these end points, statistics, contracts, faults,
‘events, and audit logs are displayed in scope.
2. Optional triggering of traceroute, and alomic counters for roubleshaoting these end points. These debugging steps create and delete corresponding debugging policies as
needed.
In interactive mode, you can navigate through these capabilities step by step. In report generation mode, both 1 and 2 are executed automatically for offline analysis.

Session select or create a sassion - Description:

ame.
Source Deemar  Destination [ Extemal IP
type or search by MAG, IPv4 or IPV6 address S type or search by MAG, IPv4 or IPv6 address S
eg T000Tor T 8.9! T000.Tor T
() Time Window  Latest Minutes: | 260 = To: now [ Use fixed time
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Figure 28

For now, though, it’s time to start configuring!
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Configuring Policies and
Tenants

In this chapter, we will cover the following recipes:

¢ Creating Fabric Policies

e Creating Access Policies

¢ Creating Tenants

¢ Configuring Bridge Domains

¢ Configuring Contexts

¢ Creating Application Network Profiles
¢ Creating Endpoint Groups

¢ Using Contracts between Tenants
¢ Creating Filters

e Creating Contracts within Tenants
¢ Creating Management Contracts

Introduction

We will start to configure the ACI fabric, by creating some policies and a couple of tenants.

The ACI policy model is all about mapping application requirements to policies. We need
Tenant A to talk to an SQL server; we create a policy for that. We also need Tenant A to talk
the storage system; we create a policy for that.

The APIC looks after the policies. When we make a change to an object within the fabric, it
is the job of the APIC to apply this change to the policy model, which then makes the

www.hellodigi.ir
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change to the affected endpoint. Such an example would be adding a new device to the
fabric. Communication with the new device is prohibited until the policy model is updated
to include the new device.

There are different policies, but these can be split into fairly distinct groups; ones that
govern the ACI fabric as a whole and those that are concerned with tenants.

All the policies are recorded in the MIT, or Management Information Tree.

The MIT.

In this chapter, we will start by creating a fabric policy to enable NTP (Network Time
Protocol), as this is an essential service for the smooth functioning of the fabric (along with
DNS, which is covered in chapter 4). We will look at access policies and enable CDP (Cisco
Discovery Protocol) across the fabric.

We will then create our first tenant, and set it up for networking by creating the networking
and application components and then we will give it something to do, by creating a contract
which we will provide to a second tenant to consume.

This is a basic idea of what we will be configuring:

[40]
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TenantA TenantB
VRF A VRF B
Bridge Domain 1 Bridge Domain 2
Application Profile 1 Application Profile 2
Contract

EPG 1 — EPG 2

We will also look at creating a management contract for permitting SNMP traffic, which we
will be needing for Chapter 8.

Creating fabric policies

In this recipe, we will create an NTP policy, and assign it to our POD. NTP is a good place
to start, as having a common and synched time source is critical for third-party
authentication, such as LDAP and logging.

In this recipe, we will use the Quick Start menu to create an NTP policy, in which we will
define our NTP servers. We will then create a POD policy and attach our NTP policy to it.
Lastly, we create a POD profile, which calls the policy and applies it to our pod (our fabric).

[41]
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NTP Policy

SNMP Policy
Policy Group BGP Policy
Pod Profile

We can assign pods to different profiles, and we can share policies between policy groups.
So, we may have one NTP policy, but different SNMP policies for different pods.

[42]

www.hellodigi.ir


https://technet24.ir

Configuring Policies and Tenants

NTP Policy
SNMP Policy SNMP Policy

Policy Group Policy Group

ISIS Policy BGP Policy

Pod Profile Pod Profile

The ACI fabric is very flexible in this respect.

How to do it...

1. From the Fabric menu, select Fabric Policies. From the Quick Start menu, select
Create an NTP Policy:

[43]
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L4-L7 Services

Tenants Fabric VM Networking

Inventory | Fabric Policles | Access Policies

Quick Start

I Quick Start
4 [ Swich Policies
4 I Policies HELP
» I Callhome Inventory Policies
» I Fabric Node Controls
» I Power Supply Redundancy Policies

Fabric policies govern the operation of internal fabric interfaces. The system proy
according to their requirements. The APIC enables administrators to select the p

Fabric policies configure interfaces that connect spine and leaf switches. Fabric |

» I Policy G
icy Groups Using the Quick Start Wizards, you can apply a common template to a number o
> I Profiles
» Il Overrides
Quick Start

» Il Module Policies

» I Interface Policies

» I Pod Policies

» I Global Policies
B Monitoring Policies I——> Create an NTP Policy

Create a leaf switch profile
Create a spine switch profile

Configure a DNS service policy to connect with DNS providers

I Troubleshoot Policies ) i
Assign an NTP Policy to a Pod

2

b

» I Geolocation Policies
» Create an SNMP Palicy
[ 4

I Analytics Policies
I Tags Create an SNMP Trap Source
Monitor fabric port statistics

View traffic map (and configure atomic counters)

Configure an MP-BGP Route Reflector

2. A new window will pop up, and here we give our new policy a name, a
description (which is optional) and enable it. We can also define any
authentication keys, should the servers use them. Clicking on Next takes us to the

next page, where we specify our NTP servers.

[44]
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LG DL L WYILEEIUES, YOIL et | ULy e LU I DILAT | DR DILJREINE ULP e T ILIR T ILPE LRI 7 LR | EILAaS . WV DAL DI DIET I LF el WUPL ] AR L IR LRI LT el YUILL WL Uy LRI |

Create Date And Time Policy

1 STEP 1 > Identity 1. Identity 2. NTP Servers

Specify the information about the Date/Time Policy

Name: NTP-POLICY

Description: |optional

Administrative State: | disabled BREE0 ) r

NTP Client Authentication +
Keys:

10 Key Trusted E

‘ PREVIOUS ” NEXT ” CANCEL I

3. We click on the plus sign on the right-hand side, and enter the IP address or
Fully Qualified Domain Name (FQDN) of the NTP server(s):

[45]
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LU ATUOH L ¥ VLG LIS, YL LG | LAY G LA I DI E UG RO LU G T LA U] ST, VD DL I R UL VUL L DO D LUITLITS O VUL Y G LI o

Create Date And Time Policy

STEP 2 > NTP Servers 1. Identity 2. NTP Servers

Specify the NTP servers to be used in this policy

Minimum Pelling Maximum Paolling

Host Name/IP Address Preferred Intarval Interval

Management EPG

| PREVIOUS | FINISH I| CANCEL I

4. We can also select a management EPG, which is useful if the NTP servers are
outside of our network. Then we click on OK.

[46]
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Create Providers
ST

MName:

poal.ntp.org

Specify the information about the NTP Server

Description:

optional

Fo
Preferred:
Minimum Polling Interval: 4 = |
Maximum Polling Interval: g =
Authentication Key: select a2 value - lio
Management EPG: select an option -
tic
‘ OK ” CANCEL |
‘ PREVIOUS I FINISH ” CANCEL I
5. Then click on Finish.
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Lluick Start Wizards, you can apply a Commaon template 1o a number of inteérnaces. We recommend that you create the policies that vou will apply batore |

Create Date And Time Policy

i STEP 2 > NTP Servers 1. Identity 2. NTP Servers
b d
Specify the NTP servers to be used in this policy
I x +
I — - - -
Host Name/IP Address Preferned mr;:'::llm Polling m:‘:::m Polling Management EPG 31:
pool.ntp.org True 4 6 b
i r
B
E

‘ PREVIOUS | FINISH ” CANCEL I

We can now see our custom policy under POD policies:

[48]
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I Cuick Start
» Il Switch Policies
» Il Module Policies
» I Interface Policies
4 I Pod Policies
4 A Policies
4 I Date and Time
» & Policy NTP-POLICY 4—
» & Policy defautt
&l defaurt
» Il SNMP
» Il Management Access
T 1s1s Policy defautt
&l coop Group Policy defaut
2l BGP Route Reflector default
» IE Policy Groups
» I Profiles
Il Giobal Policies
Il Monitoring Policies
Il Troubleshoot Policies
I Geolocation Policies
I Analytics Policies
M Tags

v ¥ v v v v

At the moment, though, we are not using it:

[49]
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Providers - NTP Server pool.ntp.org i

Policy Faults History

0
[+

& Name Switch VRF Preferred Sync Status

No items have been found.

| SHOW USAGE I| SUBMIT I| RESET I

6. Clicking on Show Usage at the bottom of the screen shows that no nodes or
policies are using the policy.

Policy Usage Information o

These tables show the nodes where this policy is used and other policies that use this policy. If you modify or delete this policy, it will
affect the nodes and policies shown in the tables.

]

Nodes using this policy Policies using this policy
Mg Id w Marme Aesources Mame Type
This policy is not deployed to any node. This policy is not used by any other policy.

CHANGE DEPLOYMENT SETTINGS CLOSE
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7. To use the policy, we must assign it to a POD, as we can see from the Quick Start
menu:

Quick Start

Create a leaf switch profile
Create a spine switch profile

Configure a DNS service policy to connect with DNS providers
Create an NTP Policy

Assign an NTP Policy to a Pod

Create an SNMP Paolicy

Create an SMMP Trap Source

Monitor fabric port statistics

View traffic map (and configure atomic counters)

00000000

Configure an MP-BGF Route Reflector

8. Clicking on the arrow in the circle will show us a handy video on how to do this.
We need to go into the policy groups, under POD policies and create a new
policy:

System Tenants Fabric VM Networking ~ L4-L7 Services Admin Operations

Inventory | Fabric Policies | Access Policies:

Pod Policies - Policy Groups i

I Quick Start
» B Switch Policies
» B Module Poiicies o¥ ACTIONS -

» M Interface Policies
- ) - oo Date Tme 515 COOP Group BGP Route Management Access NP
4 I Pod Policies Policy Policy Policy Reflector Policy Policy Policy

» I Policies

No items have been found.
i Policy Groups Select Actions to create a new item.

» M Profiles
» I Global Policies

9. To create the policy, click on the Actions menu, and select Create POD Policy
Group
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ACTIONS -

E.] Create Pod Policy Group

m Delete

10. From here we can attach our NTP-POLICY to the PoD-Policy. To attach the
policy, click on the drop-down next to “Date Time Policy” and select NTP-

POLICY from the list of options:

Create Pod Policy Group o

Specify the Policy Group properties

Name: PoD-Policy

Description: | optional

Date Time Policy: select a value -

ISIS Policy: NTP-POLICY

COOP Group Policy: | default

BGP Route Reflector Policy: ) .
¥"| Create Date and Time Policy

Management Access Policy: select 2 value -

SNMP Policy: select o value -

SuUBMIT

CANCEL

We can see our new policy.
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Pod Palicies - Policy Groups i
e 4 ACTIONS ~
- Date Time 1515 COOP Group BGP Route Management Access SNMP
ame Policy Policy Policy Reflector Policy Policy Policy
PaD-Policy NTP-POLICY

11. We have not finished yet, as we still need to create a POD profile and assign the
policy to the profile. The process is similar to before, we go to Profiles (under the
Pod Policies menu), and select Actions, then Create Pod Profile

ACTIONS ~

E.] Create Pod Profile

— Delete

12. We give it a name, and associate our policy to it.

I Quick Start
I Switch Policies
M Module Policies
I Interface Policies
4 [ Pod Policies
4 [ Poiicies
I Date and Time
| snwP
I Management Access
& 1s1s Policy default
2 coor Group Policy default
12 BGP Route Reflector default
4 M Policy Groups
12 PoD-Policy
4 M Profiles
= Pod Profile defauit
M Gicbal Policies
I Monitoring Policies
I Troubleshoot Policies
I Geolocation Policies
I Analytics Policies
N Tags

Create Pod Profile

(i]%

Specify the profile Identity

Name: POD-Profile

Description:

Pod Selectors:

Type
ALL

Blocks

Policy Group
PoD-Policy

SUBMIT CANCEL
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How it works...

Once we create a policy, we must associate it with a Pod policy. The Pod policy must then
be associated with a Pod Profile.

We can see the results below:

Properties
Name: POD1
Description:

Type: ALL
Fabric Policy Group: PoD-Policy il

Policy Usage Information
\i) These tables show the nodes where this policy is used and other policies that use this policy. If you modify or delete this policy, it will
affect the nodes and policies shown in the tables.
Nodes using this policy Policies using this policy
Node Id « Name Resources Name Type
1 apicl Click to Show Details
e This policy is not used by any other palicy.
CHANGE DEPLOYMENT SETTINGS I CLOSE I

Our APIC is set to use the new profile, which will be pushed down to the spine and leaf
nodes.

We can also check the NTP status from the APIC CLI, using the command “show ntp” (you
may want to add NTP servers using the IP address until the DNS recipe from Chapter 4 is
completed).

apicl# show ntp
nodeid remote refid st t when poll reach delay
offset jitter

1 216.239.35.4 .INIT. 16 u - 16 0 0.000
0.000 0.000
apicl#

Creating Access policies

Access policies control the operation of switch ports, allowing for connectivity to resources
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such as storage and compute, hypervisors, layer 4 to layer 7 devices, and protocols such as
CDP, LLDP, and STP.

In this recipe, we are going to look at access policies and enable a pre-configured policy. We
wil then look at how to override this policy on a per-port basic, and also to override blocks
of ports on a leaf.

How to do it...

1. From the Fabric menu, select Access Policies. Expand out Interface Policies,
Policies and then CDP Interface. We can see that there is already a default policy:

'éll's'élc;' System Tenants Fabric VM Networking L4-L7 Services Admin Operations Apps

Inventory | Fabric Policies | Access Policies

Policies

CDP Interface Policy - default

I Quick Start

» Il Switch Policies

» Il Module Policies

4 I Interface Policies = i

4 I Folicies Properties
» I Link Level Name: default
» I Fiber Channel Interface Policy Description: |optional
» Il Siow Drain Policy
» I Priority Flow Control Policy Allas:

4 [ COF Interface
E default Admin State: EEIEELES] Enabled

» Il LLDF Interface

2. The default is for CDP to be disabled. So switch the Admin State to enabled, and
click on SUBMIT in the bottom corner of the window:
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CDP Interface Policy - default i
m Faults History
O i ACTIONS ~
Properties
Name: default
Description:
Alias:

Admin State: | Disabled Enabled

| SHOW USAGE I| SuBMIT I| RESET I

3. This has enabled CDP globally, but what if we need to be a little more selective
and disable on a single port?

4. Right-click on CDP Interface and select “Create CDP Interface Policy”.
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4 I nterface Policies
4 I Policies
» IN Link Level
» IM Fiber Channel Interface Policy
» IM Siow Drain Policy
» IM Priority Flow Control Policy
4 [ CDP Interface
2 defaurt I Create CDP Interface Policy

5. Name the new policy “CDP-OFF” and set the state to disabled.

Create CDP Interface Policy o X

Specify the CDP Interface Policy Identity

Mame: CDP-OFF

Description: | optional

Alias:

Admin State: Disabled Enabled

SUBMIT CANCEL

6. Click Submit.
7. We now have two policies, one with CDP enabled, the other has CDP disabled.
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Inventory | Fabric Policies | Access Policles

Policies < -
Policies - CDP Interface
I Quick Start
» I Switch Policies
» Il Module Policies C} i
4 I interface Policies
» -~ Name Label Admin State
4 [ Policies -
» B Link Level CDP-OFF Disabled
» I Fiber Channel Interface Policy default Enabled

» M Slow Drain Policy
» Il Pricrity Flow Contrel Policy
4 I CDP Interface

El cop-oFF

E, default

8. We can now create a Leaf Policy Group (well, we should create two, actually).

Right-click on Leaf-Policy Groups and select “Create Leaf Access Port Policy
Group”.

[581]

www.hellodigi.ir



https://technet24.ir

Configuring Policies and Tenants

Policies

Il Quick Start
» Il Switch Policies
» I Module Policies
4 M Interface Policies
> I Folicies
4 I Policy Groups
» I Leaf Policy Groups
» Il Spine Policy Groups
> M Profiles
> IE Interface Overrides
» Il Global Policies
» Il Monitoring Policies
» I Troubleshoot Palicies
» I Pools

» Il Physical and External Domains

EE

CHOCNONO

Leaf Policy Groups

&3 4

Link Lewel
Policy

- MName

Create Leaf Access Port Policy Group
Create PC Interface Policy Group
Create VPC Interface Policy Group

Create PC/AVPC Override Policy Group

9. Name the new policy “CDP-Off” and choose the CDP-OFF policy from the drop-
down menu next to CDP Policy.

[591]

www.hellodigi.ir



Configuring Policies and Tenants

10.
11.

Create Leaf Access Port Policy Group

Name:

Specify the Policy Group identity

CDP-Om

Description:

Link Level Policy:

optional

select a value

CDP Policy:

select a value

-

MCF Paolicy:
LLDP Policy:

CDP-OFF b

default

STP Interface Policy:

Storm Control Interface Policy:

Create CDP Interface Policy

select a value

-

L2 Interface Policy:

select a value

-

Port Security Policy:

select a value

-

Egress Data Plane Policing Policy:

select a value

Ingress Data Plane Policing Paolicy:

select a value

Moenitoring Policy:

select a value

Priority Flow Control Policy:

select a value

Fiber Channel Interface Policy:

select a value

Slow Drain Policy:

select a value

Attached Entity Profile:

select an option

‘ suBMIT ” CANCEL I

Click Submit.

Repeat the process to create a second Leaf Access Port Policy Group, this time
selecting default from the CDP Policy drop-down. The results should look like

this:
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Leaf Policy Groups

O ¥

Link Level CDP MCP
Policy Palicy Palicy

+ Name

3 type: Interfaces
CDP-Off CDP-OFF

CDP-On default

12. Navigate to Interface Policies > Interface Overrides > Leaf Interface Overrides and
select “Create Leaf Interface Override”.

— - Leaf Interface Overrides
Bl Quick Start
» Il Switch Policies
» I Module Policies 3 4
4 M Interface Policies
» Il Policies + Name
» I Policy Groups default
» Il Profiles
4 I nterface Overrides
4 [ | eaf Interface Overrides |
E default Create Leaf Interface Override
» Il Spine Interface Overrides

13. Enter a name for the override and select the port from the drop-down list.
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Create Leaf Interface Override

Specify the Policy and Interface

Name: Turn-off-cdp

Description: | optional

Path Type: m Direct Port Channel | Virwal Port Channel |

Path: | select a path

Policy Group: -
@ Pod-1/Node-101/eth1/14

€ Pod-1MNode-101/eth1/15
€ Pod-1/Node-101/eth1/16
€ Pod-1/Node-101/eth1/17
€ Pod-1/Node-101/eth1/18
& Pod-1MNode-101/eth1/19
&) Pod-1/Node-101/eth1/20
& Pod-1/MNode-101/eth1/21
€ Pod-1MNode-101/eth1/22
€ Pod-1/Node-101/eth1/23
& Pod-1/MNode-101/eth1/24

| SUBMIT || CANCEL I

14. From the Policy Group drop-down, select the CDP-Off policy created earlier.
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Create Leaf Interface Override om

Specify the Policy and Interface

Name: Turn-off-cdp

Description: | optional

Path Type: m Direct Port Channel | Virtual Port Channel |

Path: |Pad-1/Node-101/eth1/20 [~

Node IDVFex ID)Card ID/Port ID For example: Node-17/eth1/6, or
Noda-17/Fax-101/eth1/6

Policy Group: select an option -
CDP-Off h
CDP-On

Create PC/VPC Qverride Policy Group

Create Leaf Access Port Policy Group

| SuUBMIT I| CANCEL I

15. Click Submit.
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Create Leaf Interface Override om

Specify the Policy and Interface

Name: Turn-off-cdp

Description:

Path Type: m Direct Port Channel Virtual Port Channel |

Path: | Pod-1/Nade-101/eth1/20 =

Node IDFex ID)Card IDVPort ID For example: Node-17/eth1/6, or
Node-17/Fax-101/eth1/6

Policy Group: CDP-Off - @

| SuBMIT || CANCEL I

How it works

There are many pre-configured policies, which will cover the majority of the day-to-day
configuration changes you will need to support your infrastructure. Many of these will
already be enabled, or disabled, allowing you to tweak them as needed. Not all the defaults
will suit every environment. Taking CDP as the example, we may need to turn it off on a
single port, as we did above by creating an override.

We can check that the override is working as expected, by looking at the policy.
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Inventory | Fabric Policies | Access Policies

Policies BEE

M Quick Start
» I Switch Policies

Host Path Selector - Turn-off-cdp

» Il Module Policies
4 M Interface Policies o i
» I Policies Properties
» I Policy Groups Name: Turn-off-cdp
» M Profiles Deseription: | optional
4 [ Interface Overrides
4 M | eaf Interface Overrides

Policy Group: CDP-Off - @
E‘ WIS EE S Interfaces:
E, default
» I Spine Interface Overrides » Interface
» I Gilobal Policies Pad-1/Mode-101/eth1/20

» Il Monitoring Policies
» Il Troubleshoot Policies

If we click on “Show Usage” down in the bottom right-hand corner, we can see that the
policy is being used by Leaf-1

Policy Usage Information

| i) These tables show the nodes where this policy is used and other policies that use this policy. If you modify or delete this policy, it will
affect the nodes and policies shown in the tables.

Nodes using this policy Policies using this policy
Mode Id « Name Resources Name Type
101 Leaf-1 Click to Show Details

This policy is not used by any other policy.

CHANGE DEPLOYMENT SETTINGS CLOSE

Clicking on “Click to Show Details” will show is the port that is the object of the override.
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Usage Details For Node 101 m

! This policy is used in these resources in Node 101, |

Marme Type

eth1/20 Layer 1 Physical Interface Configuration

| CLOSE

There's more...

The solution above, would not ba appropriate, though, if we wanted to turn CDP off for a
range of ports.

To turn off CDP for a range of ports, we would need to create a Leaf Interface Profile. To do
this we navigate to Interface Policies > Profiles > Leaf Profiles and right-click on it and select
“Create Leaf Interface Profile”.
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A - Leaf Selectors Profiles
Ml CQuick Start
» IM Switch Policies
» BE Module Policies S 4
4 I Interface Policies
» I Policies - Name
» I Palicy Groups
4 I Profiles
BN L eaf Profiles |
» B Spine Profiles [#] Create Leaf Interface Profile
» I Interface Overrides Create FEX Profile

Name the profile and click on the plus sign next to Interface Selectors.
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Create Leaf Interface Profile o X

Specify the profile Identity

Name: CDP-Off

Description: | optional

Interface Selectors: +

Marme Type

| SUBMIT ” CANCEL |

Enter a name for the port selector, and enter the ports in the Interface IDs row. Select CDP-
Off as the Interface Policy Group from the drop-down list.
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Create Access Port Selector (i ]%¢

Specify the selector identity

Name: 1 5-20

Description: | opltional

Interface IDs: 1/15-1/20
Connected To Fex: [
Interface Policy Group: CDP-OfF - @

‘ OK I | CANCEL |

Click OK.
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Create Leaf Interface Profile o X

Specify the profile Identity

Name: CDP-Off

Description: | optional

Interface Selectors: X +

MName Type
15-20 range

‘ SUBMIT I| CANCEL |

Click Submit.

The next step is to create a switch profile. Navigate to Switch Policies > Profiles. Right-click
on Leaf Profiles and select “Create Leaf Profile”.
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Policles

I Quick Start
4 A Switch Policies
» I Folicies
» I Policy Groups
4 I Profiles
[ | Leaf Profile |
» Bl Spine Profii () Create Leaf Profile

Name the profile and then click on the plus sign next to Leaf Selectors. Select Leaf-1 and
click on Update.

Create Leaf Profile o ) 4
STEP 1 > Profile 1. Profile 2. Associations
Specify the profile Identity
Mame: |eaf-1-Profile
Description: |optional
Leaf Selectors: x +
MName Blocks Policy Groug
Leaf-1

101

+ select an option

‘ ‘ UPDATE I CANCEL | ‘

‘ PREVIOUS ” NEXT ” CANCEL |
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Click Next.

In the next window, select the CDP-Off profile.

Create Leaf Profile (i ] %

STEP 2 = Associations 1. Profile 2. Associations

Select the interface/module selector profiles to associate

Interface Selector Profiles: dh

Select Mame Description
"m CDP-Off

Module Selector Profiles: dh

Select Mame Description

‘ PREVIOUS | FINISH ” CANCEL I

Click Finish.

To check the deployment, navigate to Interface Policies > Profiles > Leaf Profiles > CDP-Off
and select 15-20. Click on “Show Usage” in the bottom right-hand corner. We can see that
the policy is being used by the Leaf-1 node, and clicking on the link under Resources, will
show that the 6 interfaces (1/15 to 1/20) are using the CDP-Off policy group.
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I Quick Start
4 M Switch Policies
I Policies
I Policy Groups
4 M Profiles
4 [ Leaf Profiles
& Lear1-Profile
I Spine Profiles
M Overrides
I Module Policies
4 I Interface Policies
M Policies
I Policy Groups
4 M Profiles
4 M Leaf Profiles
4 T2 copon
& 1520
I Sspine Profiles
Il Interface Overrides
B Giobal Policies
I Monitoring Policies
I Troubleshoot Policies
8 Pools

[ ] Physical and External Domains

o

Y

Access Port Selector - 15-20

h 4
Properties
Name: 15-20
Deseription:
Type: range

Policy Group: CDP-Off

Port Blocks:

Interfaces

11520

Policy Usage Information

Nodes using this policy

Paolicies using this policy

These tables show the nodes where this policy is used and other policies that use this policy. If you modify or delete this policy, it will
affect the nodes and policies shown in the tables.

Node Id « Name

Resources

Name Type

101 Leaf-1

Click to Show Details

This policy is not used by any other policy.

Usage Details For Node 101 (%]

This policy is used in these resources in Node 101.

CHANGE DEPLOYMENT SET]

Type

slg
g
= 3
I=| @
z

Layer 1 Physical Interface Configuration
Layer 1 Physical Interface Configuration
Layer 1 Physical Interface Configuration
Layer 1 Physical Interface Configuration
Layer 1 Physical Interface Configuration
Layer 1 Physical Interface Configuration

CLOSE I

CLOSE

This methidology allows us to have very granular control over the fabric.

Creating Tenants

Tenants can be anything we want them to be (within reason), they can be a customer or a
business unit within an enterprise, or a grouping of policies. The term “tenant” is flexible,
but each tenant is (by default) an isolated unit within the fabric. It is a logical container, one
that can remain self-contained, or, through contracts, share resources with other tenants.

The MIT for the Tenant is shown below.
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Tenant MIT.

As you can see from the diagram above, tenants contain some different components,
including application profiles, bridge domains, VRFs (also referred to as “Contexts”), and
contracts. Some of these components, such as bridge domains have their own components,
such as subnets.

We have a couple of tenants preconfigured. These are the “Common” tenant, which holds
policies for shared services, such as firewalls, DNS settings, the “Infrastructure” tenant,
which holds policies and VXLAN pools, and the “Mgmt” tenant, or management tenant,
which is used for out-of-band access, fabric discovery. The tenants we configure fall under
the heading of “User” tenants, and in this recipe, we will create our first tenant.

How to do it...

1. From the Tenants menu, click on the Actions menu and select Create Tenant.
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All Tenants

oY —————>  ACTIONS -~
~ Name Description Bridge Domains VRFs EPGs Health Score Create Tenant
common 1 2 0 /45

infra 1 1 1

mgmt 1 2 0

2. In the popup window, give the tenant a name, and click on Submit.

Create Tenant 0 m

Specify tenant details
Name: TenantA
Description:
Tags: -
enter tags separated by comma
GUID:
Monitoring Policy: default - i@
Security Domains: +
MName Description
VRF Name:
Take me to this tenant when | click finish
| SuBMIT I| CANCEL |

We do not need to enter anything for the other fields. Leaving these empty will not prevent
us from creating the tenant.

How it works...

By creating a tenant, we are creating a container. If we look at it from the Tenant menu, we
can see that we can now drag and drop the components needed into it.
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1 System Tenants Fabric VM Networking L4-L7 Sarvices Admin Operations
cisco
TENANTS | Add Tenant | Search: [IRCNCKGal | common | infra | mgmt | Tenanta
Networks SH
i Quick Stant
4 - Tenant TenantA < E
::::i::%mes Drag and drop to configure: g BQ ?} Q Common: @ ‘m) | =| g| ?l T |
» I Bridge Domains
» Bl VRFs
» I External Bridged Networks
» Bl Extemal Fouted Networks
» I Route Profiles
» I Protocol Policies
I 1417 Senvice Parameters
» I seourity Policies
» [ Troubleshoot Policies
» I Monitoring Policies
» I L4-L7 Services

We do not have any components yet, so let’s start by configuring a bridge domain.

Configuring Bridge Domains

Bridge domains (BD) provide layer 2 forwarding within the fabric, as well as a layer 2
boundary. A BD must be linked to VRF (also known as a context) and must have at least
one subnet associated with it. BDs define the unique layer 2 MAC address space and also
the flood domain (if flooding is enabled).

Bridge domains can be public, private, or shared. Public bridge domains are where the
subnet can be exported to a routed connection, whereas private ones apply only within the
tenancy. Shared bridge domains can be exported to multiple VRFs within the same tenant,
or across tenants when part of a shared service.

In this recipe, we will create a bridge domain and, along with it, define a VRF and a subnet
for communication within the tenancy.

How to do it...

1. We start by going into the tenant we created in the previous recipe and clicking
on Networking and then Bridge Domains.
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i ; WM L4-L7 i :
cisco System Tenants Fabric Networking Services Admin Operations Apps
ALL TENANTS | Add Tenant | Search: [T RImtCaetalll | common | infra | mgmt | TenantA
Tenant TenantA ] . . . .
_ Networking - Bridge Domains E i
I Quick Start
4 & Tenant TenantA
» I Appiication Profiles o¥ ACTIONS ~
4 I Networking -
B Bridge Domains « Name ix'z";"::'lg’" Segment Multicast Address ?:?;';M“C :iﬁ:::"’w" ARP Flooding Unicast Routing Deseription

» I VRFs
No items have been found.

» I External Bridged Networks Select Actions to create a new item.
» M External Routed Networks

» I Route Profiles

» I Protocol Policies

2. Click on Actions, then on Create Bridge Domain.

ACTIONS ~

| E.] Create Bridge Domain

wutir
m Delete

3. This launches a new window. Here we name our bridge domain and assign a
VREF to it if we have already created one, or create a new VREF.
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Create Bridge Domain

STEP 1 > Main

1. Main

2. L3 Configurations

3. Advanced/Troubleshooting

Mame:

Description:

Type:
VRF:
Forwarding:

End Point Retention Policy:

IGMP Snoop Policy:

Specify Bridge Domain for the VRF

TenantA-BD

optional

0 -

select a value

common/copy

common/default

Create VRF
SelEctE valle

If we choose Create VRE, this brings up another window:
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Create Bridge Domain

ST

Sy

Create VRF

OL.

Specify Tenant VRF

Mame:

Description:

Policy Control Enforcement Preference:

Policy Control Enforcement Direction:
BGP Timers:
OSPF Timers:

Monitoring Policy:

Tenanta_VRF

optional

Enforced Unenforced

select a value -

select a value -

select a value -

SUBMIT

CANCEL

v

Because we have not created any timer policies for BGP or OSPF or a monitoring

policy, we can leave these fields empty and use the default values.

4. Once we click on Submit the new VREF is selected:

[79]

www.hellodigi.ir



Configuring Policies and Tenants

Create Bridge Domain o 2

STEP 1 > Main 1. Main 2. L3 Configurations 3. Advanced/Troubleshooting

Specify Bridge Domain for the VRF

Name: TenantA-BD

Description; | optional

Type: regular

VRF: TenantA/TenantA_VRF  + (3

Forwarding: Optimize -

End Point Retention Policy: sclect a value -

This pollc?':r only applies to Tocal L2 T3 and
remote L3 entries

IGMP Snoop Policy: select 2 value -

‘ PREVIOUS ” NEXT ” CANCEL |

5. We can set the forwarding to Optimize, and leave the End Point Retention Policy
and IGMP Snoop Policy to the defaults and click Next to take us to the L3
Configurations window.
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Create Bridge Domain

STEP 2 > L3 Configurations 1. Main

2. L3 Configurations

3. Advanced/Troubleshooting

Specify Bridge Domain for the VRF

Unicast Routing: [+] Enabled
ARP Flooding: [ ] Enabled
Config BD MAC Address:
MAC Address: 00:22:BD:F8:19:FF

Subnets: +
Gateway Address Scope Primary IP Address Subnet Control
BD Learning:
Limit IP Learning To Subnet: []
DHCF Labels: +
Name Scope DHCP Ogtion Policy
Associated L3 Outs: +
L3 Out
L3 Qut for Route Profile: select 2 value v
Route Profile: sclect value -
‘ PREVIOUS | NEXT | ‘ CANCEL |

This is where we enable Unicast Routing, ARP flooding (if we want to), specify a

MAC address, and create a subnet.

ARP flooding is disabled by default. The fabric will convert any ARP
broadcast traffic into unicast traffic and push it to the destination leaf
node. If we want to enable traditional ARP flooding behavior, this is

where we would enable it.
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6. To create a subnet click on the plus sign, which brings up another window:

Create Bridge Domain
Create Subnet o m

Specify the Subnet Identity

ST

Sy
Gateway IP: 10.0.0.1/24
address/mask

Treat as virtual IP address: [|
Make this IP address primary: [
Scope: [] Private to VRF

[[] Advertised Externally
[[] shared between VRFs

Description: |optional

[

Subnet Control: ND RA Prefix

] querier IP
L3 Out for Route Profile: coloct o value -
Route Profile: select value -

7. Here we specify the subnet and subnet mask for the network and set the scope to
be private, public (“Advertised Externally”) or shared.

6. Private to VRF means that the subnet will not be advertised
externally (outside of the VRF). Advertised Externally means
just that, and will be flagged for advertising through a routing
protocol to an external device. Shared between VRFs is similar
to advertising externally, but is kept within the fabric. Because
we are only concentrating on TernantA, at this stage, we will
use the Private to VRF scope.

7. Click OK which will take us back to the L3 Configurations window.
8. Click next to take us to the final window, where we can select a monitoring
policy.
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Create Bridge Domain om

STEP 3 > Advanced/Troubles. .. 1. Main 2. L3 Configurations 3. Advanced/Troubleshooting

Specify Monitoring Policy

Monitoring Policy: select 2 value -

| PREVIOUS I| FINISH I| CANCEL |

9. Click Finish.

How it works...

We can see the bridge domains we have created from the Networking / Bridge Domains
menu within the tenant settings.

This page gives us an overview of all of the bridge domains associated with a tenant,
including the multicast address.
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Networking - Bridge Domains ﬁ i
O i ACTIONS ~
Unknown Unicast . Custom MAC L2 Unknown . - i
« Name Traffic Class ID Segment Multicast Address Address Unicast ARP Flooding Unicast Routing Description
TenantA-BD 32771 15892442 225.0.140.192 00:22:BD:F8:19:.... Hardware Proxy False True

Because bridge domains permit multicast traffic, but at the same time, isolate it from other
bridge domains, each bridge domain will get its own multicast address.

Clicking on a particular bridge domain takes us into all of the settings for it, and allows us
to change the associated VREF, as well as changing the flooding settings and policies.

Bridge Domain - TenantA-BD i

m Operational Stats Health Faults History
m L3 Configurations Advanced/Troubleshooting
(S 4 m ACTIONS ~

Properties
Mame: TenantA-BD
Description:

Alias:

Legacy Mode: No
VRF: TenantA/Tenantd_VRF + 3

Resolved VAF: TenantA/TenantA_VRF

L2 Unknown Unicast: Hardware Proxy

L3 Unknown Multicast Fleoding: [ Optimized Flood
Multi Destination Flooding: Flood in BD Drop | Flood in Encapsulation
O

PIM:
IGMP Policy: =

ARP Flooding: [
BD Learning:
Limit IP Learning To Subnet: [_]

End Point Retention Policy: -
TRES policy only applies to Tocal L2, L3, and remote L3 entries

IGMP Snoop Policy: .

The subnet we created can be found within the Bridge Domains menu, under the
configured bridge domain menu, and then Subnets menu:
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Tenant TenantA ]
I Quick Start

Subnets

4 X Tenant TenantA
» I Application Profiles < i
4 I Networking

4 I Bridge Domains
4 5 TanantA-BD = Gateway Address Scope Primary IP Address Virtual IP

@l DHCP Relay Labels 10.0.0.1/24 Private to VRF False False
Il L4-L7 Service Parameters
4 M subnets
B 10.0.0.1/24
» [l ND Proxy Subnets

Lastly, the VRF we created can be found under Networking and then VRFs menu:

Networking - VRFs §i
s 4 ACTIONS -
« Name Segment Class ID gzlf:;;:‘:r:m\ Enforcement ;T’I;t;y['if:nLro\ Enforcement Description
TenantA_VRF 3112960 32770 Enforced Ingress

We can create additional VRFs if we want to, which we shall do in the next recipe.

Configuring Contexts

So far, we have configured a tenant and created a bridge domain and context for it.
Contexts, also known as VRFs (Virtual Routing and Forwarding), are unique layer 3
forwarding domains. We can have multiple VRFs within a tenant, and VRFs can be
associated with more than one bridge domain (but we cannot associate a bridge domain
with more than one VRF).
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TenantA

Bridge Domain 1 Bridge Domain 3

Bridge Domain 2

In this recipe, we will create a second VRF under TenantA and a new bridge domain.

How to do it...

1. From the Networking menu under the tenant, select VRFs.

Advanced Mode

W ey Admin Operations
cl1sco Networking Services P w::xor:.r:i

alaln System Tenants Fabric

ALL TENANTS | Add Tenant | Search: | common | infra | mgmt | TenantA

Tenant TenantA B . .
O 1o ..o g - VRFs §i
M Quick Start
4 & Tenant TenantA
» B Appiication Profiles s 4 ACTIONS ~
4 I Networking
Policy Control Policy Control .
» M Bridge Domains « Name Segment Class ID Preforence Direction Descriptior
TenantA_VRF 3112960 32770 Enforced Ingress

» @ TenantA_VRF

2. From the Actions menu, select Create VRF
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ACTIONS ~

Create VBF

Delete

Descr

3. Give the VRF a name, and select any applicable options. Here I have chosen to
add a DNS label of VRF2. We can create a new bridge domain (this is the default
option) at this stage as well.
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STEP 1> VRF 1. VRF 2. Bridge Domain

Specify Tenant VRF
Name: TenantA_VRF2

Description: |optional

Policy Control Enforcement Preference: =5

Policy Control Enforcement Direction: Ingress

End Point Retention Policy: sclect a value v
This policy only applies to remote
L3 entries
Monitoring Policy: sclect a value v
DNS Labels:  VRF2
enter names separated by comma

Route Tag Policy: select a value v
Create A Bridge Domain:
Configure BGP Policies: [_]
Configure OSPF Policies: [ |
Configure EIGRP Policies: [_|

‘ PREVIOUS || NEXT I| CANCEL I

4. Click Next, and select the Forwarding settings (such as “Optimize”), and change
any defaults (which I have not changed).
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Create VRF om

STEP 2 > Bridge Domain 1. VRF 2. Bridge Domain

Specity Bridge Domain for the VRF

Name: TenantA_BD2

Description: | optional

Forwarding: Optimize hd

IP Learning:

Limit IP Leamning To Subnet: [

Config BD MAC Address:
MAC Address: 0:22:B0:F8:19:FF

| PREVIOUS I FINISH || CANCEL |

5. When you have done this, click Finish. The new VRF will be shown underneath
the first VRF we created.

Networking - VRFs E i
O i ACTIONS ~
« Name Segment Class ID Policy Control Enforcement P(_)Ilcy_ControI Enforcement Description
Preference Direction
TenantA_VRF 3112960 32770 Enforced Ingress
TenantA_VRF2 2392064 49153 Enforced Ingress
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How it works...

Selecting the newly created VRF from the left-hand side, we can click on “Show Usage” to
see which bridge domain it is associated to:

i -]
VRF - TenantA_VRF2
M Quick Start
&3 4
Properties
4 == TenantA-BD Name: TenantA VRF2
) Il DHCP Relay Labels Description:
L s Policy Usage Information om
4 IE sub
E-II i These tables show the nodes where this policy is used and other policies that use this palicy. If you modify or delete this policy, it will
— \\l) affect the nodes and pelicies shown in the tables.
E
f: :
B ND Proxy Subnets Nodes using this policy Policies using this policy
= TenantA_BD2 Node Id « Name Resources Name Type
4 I vRFs ’ TenantA BD2 Bridge Domain

- This policy is not deployed to any node.
4 [P TenantA_VRF

I Deployed VAFs (Simple Mode)

I Mutticast

EPG Collection for VRF

ﬁ TenantA_VRF2
I External Bridged Networks
‘ CHANGE DEPLOYMENT SETTINGS I CLOSE I

Il External R Networks
Il Route

Adrress Family

Going into the VRF, we can see the policy details, as we saw previously. We can also look at
associated EPGs and external routed networks, from the Operational tab.

Using the Stats menu, we can see a graph of the traffic (unicast and multicast) that passes
through the VRF.

From the Health menu, we can look at the health of the VRF and, as we get further with
configuring our fabric, a diagram of the relationships between objects. This view will also
allow us to troubleshoot the entire path.

We can also see any faults that may have occurred, as well as the history for the VRF, such
as the audit log.
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VRF - TenantA_VRF2

i

Policy Operational Stats Health Faults History
Faults Events Health Audit Log
o ¥
~ Time Stamp ID User Action Affected Object Description
.37+ ; " . uni/tn-TenantA/ctx-
2016-12-18T19:37:04.637+00:00 4294967337 admin creation TenantA_VRF2/dnslbl-VRF2 Lbl VRF2 created
.37+ ¢ i : uni/tn-TenantA/ctx-
2016-12-18T19:37:04.636+00:00 4294967339 admin creation TenantA_VRF2/rsbgpCixPol RsBgpCtxPol created
2016-12-18T19:37:04.636+00:00 4294967341 admin creation uni/tn-TenantA/ctx-TenantA_VRF2 Ctx TenantA_VRF2 created
.37+ q . . uni/tn-TenantA/ctx-
2016-12-18T19:37:04.636+00:00 4294967342 admin creation TenantA_VRF2/any Any created
.37+ y " : uni/tn-TenantA/ctx-
2016-12-18T19:37:04.636+00:00 4294967343 admin creation TenantA_VRF2/rsctxToEpRet RsCtxToEpRet created
.37+ : i : uni/tn-TenantA/ctx-
2016-12-18T19:37:04.636+00:00 4294967344 admin creation TenantA_VRF2/rsctxToExtRouteTa. . RsCtxToExtRouteTagPol created
2016-12-18T19:37:04.636+00:00 4294967345 admin creation unifin-TenantA/ctx- RsOspfCtxPol created

TenantA_VRF2/rsospfCtxPol

Looking at the audit is useful for two reasons. Firstly, we can see that we will have full
tracking of actions through RBAC. Each action is time stamped along with the user who
made the change. Secondly, we can start to see the kind of commands used by the APIL

There's more...

If we wanted our new bridge domain (TenantA_BD?2) to be associated with our first VRF
(from the bridge domains recipe), we could do this. We select the bridge domain, and from
the VRF drop-down, select TenantA/TenantA_VREF.
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Tenant TenantA

Il Quick Start
4 & Tenant TenantA
» I Application Profiles
4 Il Networking
4 [ Bridge Domains
4 = TenantA-BD
» Il DHCF Relay Labels
I 1 4-17 Service Parameters
4 M subnets
&0 10.0.0.1/24
B0 10.2.20.1/24
B0 2001:abcd:abed::1001/64
» Il ND Proxy Subnets
4 = TenantA_BD2
» Il DHCP Relay Labels
M 1417 Service Parameters
» I Subnets
» Il ND Proxy Subnets
4 I VRFs
A ﬁ TenantA_VRF
[ ] Deployed VRFs (Simple Mode)
I Mutiicast

Click Submit and accept the policy change warning popup. The VRF will change along with

the resolved VRF.

Properties

BEE

Bridge Domain - TenantA_BD2

o¥

Properties

Mame:
Description:

Type:
Alias:

Legacy Mode:
VRF:

Resolved VRF:

L2 Unknown Unicast:

L3 Unknown Multicast Flooding: TerantArTenantA VRF

Multi Destination Flooding:

PIM:
IGMP Palicy:

Mame: TenantA BD2
Description: | optional

Type:
Alias:

TenantA BD2
optional

0 -

No
TenantA/TenantA_VRA « @

common/CommaonVAF

common/copy

common/default

TenantA/TenantA_VRF2

Create VRF
SEIECT 3N opuon -

Legacy Mode: No

VRF: TenantA/TenantA_VRF + 3

Resolved VRF: TenantA/TenantA_VRF

od in Encapsulation

Vg
s |
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Creating Application Network Profiles

Application Profiles (APs) are containers for the grouping of Endpoint Groups (EPGs). We
can have more than one EPG with an AP. For example, an AP could group a web-server
with the backend database, with storage, and so on. EPGs are assigned to different bridge
domains.

TenantA

VRF A Application Profile 1

Bridge Domain 1 EPG 1

Bridge Domain 2 EPG 2

Application Profiles define different aspects to the tenancy, governing security, Quality of
Service (QoS), Service Level Agreements (SLAs) and layer 4 to layer 7 services.

APs are so intrinsically linked to EPGs (and contracts to a lesser extent) that it is harder to
create these as separate tasks. For this reason, we will create them in one recipe. As you can
see from the picture below, we are even guided in the quick start to create the EPGs and
contacts when we create the application profile.
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il System Tenants Fabric i e Admin Operations

CISCO Networking Services

ALL TENANTS | Add Tenant | Search: | common | TenantA | infra | mgmt

S

M Quick Start
4 A Tenant TenantA )
Quick Start
Il Application Profiles
These procedures show the steps to create a new tenant and to deploy an
» I Networking application profile within that tenant using the example in the Application
W 14-L7 Service Parameters Profiles Concepts help.

» I Security Policies

» I Troubleshoot Policies
» Il Monitoring Policies

> I L4-L7 Services

Create a security domain for the tenant administrator

Create a tenant (SCVYMM)

Create a tenant and VRF

i

Create the tenant with IPv6 Neighbor Discovery
Create a filter for the contract
Create a contract

Create an application profile under the tenant

While creating the application profile, create the necessary

> EPGs

While creating the application profile, specify contract
consumers and providers

00000000

i I A I

If we click on the grid-style icon next to the play button the help window for the task will
pop up-

How to do it...

1. We can create an AP from the quick start menu by clicking on the Create an
application profile under the tenant link. This method is slightly different to
selecting Application Profiles from the left-hand side menu and then using the
actions menu to select Create Application Profile. The end result is the same,
however.

The window that appears is shown in figure 74.
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Create Application Profile

Specify Tenant Application Profile
Name: (1]

Description: |optional

Tags: v
enter tags separated by comma
Monitoring Policy: seclect a value v
EPGs N Contracts

Create EPGs on the left table to add contracts

Name Description

2. We need to enter a name (such as TenantA_AP1):
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Create Application Profile

Specify Tenant Application Profile

Name: TenantA_AP1|

Description:
Tags: v
enter tags separated by comma
Monitoring Policy: v
EPGs Contracts
+
Create EPGs on the left table to add contracts
Name Description

We also need to create an Endpoint Group, which we will do in the next recipe.

Creating Endpoint Groups

Endpoint Groups are managed objects that contain (unsurprisingly) endpoints. Endpoints
are devices that are connected to the network, either directly or indirectly. Endpoints have
certain attributes, such as an address, a location; they can be physical or virtual. Endpoint
groups are a logical grouping of these, based on common factors. The factors are more
business-related, such as having common security requirements, whether the endpoints
require virtual machine mobility, have the same QoS settings, or consume the same L4-L7
services. Therefore, it makes sense to configure them as a group.

EPGs can span multiple switches and are associated with one bridge domain. There is not a
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one-to-one mapping between an EPG and particular subnets, and one cool thing about
membership in an EPG is that it can be static for physical equipment, or dynamic when we
use the APIC in conjunction with virtual machine controllers, again this will cut down on
the number of manual configuration steps.

How to do it...

1. From within the Create Application Profile window, click on the plus sign next
to “EPGs.”

Create Application Profile

Specify Tenant Application Profile

Name: TenantA_AP1

peserpton: Create Application EPG

Tags:

Gnter s sepa| S TEP 1 > Identity

Monitoring Policy: default

EPGs Specify the EPG Identity
+ Name: (1)
Name Description Description: | optional
Tags: v

enter tags separated by comma

QoS class: Unspecified v

Intra EPG Isolation: Unenforced

Forwarding Control: ["] proxy-arp

Custom Qo0S: sclect 2 value -
Bridge Domain: sclect a value v @
Monitoring Policy: select a value -

Associate to VM Domain Profiles: [_]
Statically Link with Leaves/Paths: []
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2. Give the EPG a name, and select the bridge domain associated with it:

Create Application EPG

STEP 1 > Identity 1. Identity
Specify the EPG Identity
Name: TenantA_EPG1
Description: | optional
Tags: v
enter tags separated by comma
QoS class: Unspecified -
Intra EPG Isolation: Unenforced
Forwarding Control: [] proxy-arp
Custom QoS: seclect a value v
Bridge Domain: TenantA/TenantA-BD| + ()
Monitoring Policy: seclect a value v
Associate to VM Domain Profiles: [ ]
Statically Link with Leaves/Paths: [_|
‘ PREVIOUS ” OK ” CANCEL I

3. We can click OK to be returned to the previous window.

Intra-EPG isolation is designed to prevent endpoints in the same EPG
from communicating with each other. Useful if you have endpoints
belonging to different tenants in the same EPG
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Create Application Profile 0m

Specify Tenant Application Profile

Name: TenantA_AP1

Description: | optio
Tags: v
enter tags separated by comma
Monitoring Policy: default v i@
EPGs .
X+ Provided Contracts Consumed Contracts
+ +
Name Description
TenantA_EPG1 Name Name
Ij
TenantA_| 1

SUBMIT CANCEL

4. We can click Submit here and our AP and EPG will be created, or we can specify
some contracts to provide, consumer, or both. For the moment, we will just click
on Submit and create the contract separately in the next recipe.

How it works...

We can start to see the different components of the ACI fabric starting to merge together
now, giving us an understanding of how they all tie in together. A virtual machine
(endpoint) can be assigned to an endpoint group, which is tied to an application profile. The
endpoint group is associated with a bridge domain, which contains the subnet (or subnets)
and, in turn, the bridge domain is linked to a VRF instance. The VRF controls our routing,
and all of these components go to make up the tenant.
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The tenant is, at the moment, very isolated. If we were to add another tenant into the mix,
the two would not be able to communicate. We can permit inter-tenant communication by
using contracts. Which is what we will start to set up next.

Using contracts between Tenants

Contracts allow EPGs to communicate with each other, according to the rules we set.
Contracts can be very granular, including the protocol, port, and direction of the traffic. We
do not need a contract for intra-EPG traffic, this is implicitly permitted, but a contract is
essential for inter-EPG traffic.

An EPG can be a provider of a contract, a consumer of a contract, or can perform both
functions; providing and consuming at the same time. We can also provide or consume
multiple contracts simultaneously. Contracts are (to simplify them) access lists. However,
they are not bound by the same limitations that access lists are. To read about why contracts

are better than access lists, refer to this link: http://www.cisco.com/c/en/us/td/docs/swi
tches/datacenter/aci/apic/sw/l1-x/aci-fundamentals/b_ACI-Fundamentals/b_ACI_F
undamentals_BigBook_chapter_0100.html#concept_ODEEOF8BB4614E3183CD568EA4C259F

4. To try and simplify the definition of provider and consumer, we have two contracts. One
opens up HTTP access to a particular destination (it provides), the other permits access
from the other EPG to the HTTP server (consuming). We can also be less stringent and have
full TCP and UDP access between two EPGs, so would have two contracts and both EPGs
would consume one and provide the other, allowing the full bi-directional connectivity.

How to do it...

1. We need to create another Tenant for this recipe. Repeat the previous recipes
from this chapter using the following settings: Name: TenantB Bridge Domain
Name: TenantB-BD VRF Name: TenantB_VRF Subnet: 10.0.1.1/24 Application
Profile Name: TenantB_AP1 EPG Name: TenantB_EPG1

2. This has created another tenant, but at the moment, the two will be unable to
communicate. We need to edit the subnets we have created and set them to
“Shared between VRFs”. Navigate to Tenants > TenantA > Networking > Bridge
Domains > TenantA-BD > Subnets > 10.0.0.1/24 and tick the Shared Between VRFs
checkbox. Click submit and apply the changes. Repeat the process for the
TenantB 10.0.1/24 subnet.

3. We are going to create a very basic contract. TenantA will be the provider and
TenantB will be the consumer. We start by selecting the Security Policies option
from the left-hand side menu for TenantA:
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atfran]ns
CISCO

ALL TENANTS | Add Tenant | Search: | common | mgmt | TenantA | TenantB | infra

Tenant TenantA

System Tenants Fabric VM Networking

Security Policies
I Quick Start

4 A Tenant TenantA
» Il Apgplication Profiles o +
> Il Networking -
Il L4-L7 Service Parameters & Mame Scope QoS Class

4 [ Security Policies

Il contracts

» I Taboo Contracts
» Il Imported Contracts
b I Filters
» Il Troubleshoot Palicies
» Il Monitoring Policies
b Il L4-L7 Services

4. From here, we select “Create Contract” from the “Actions” drop down.

m Taboo Contracts Imported Contracts Out-Of-Band Contracts Filters

ACTIONS ~

o Create Contract
Tags Exported Tenants Description

Create Taboo Contract
seen found.

; Create Filter
2ate a new item.

ODEEE

Delete

Figure 80.
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5. We need to give the contract a name and click on the plus sign to create a new
subject of the contract:

Specify Identity Of Contract

Name: TenantA_Contract]

Scope: VRF -
QoS Class: Unspecified v
Target DSCP: Unspecified v

Description: | optional

Tags: -

enter tags separated by comma

Subjects: +

Name Description

Figure 81.

6. In the new window, we need to specify the subject. We assign it a name:
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Create Contract Subject o m

Specify Identity Of Subject

Name: TenantA_Subject

Description: optional

Target DSCP: Unspecified hd

Apply Both Directions:
Reverse Filler Ports:

Filter Chain
+
Filters L4-L7 SERVICE GRAPH
Name Directives Service Graph:
PRIORITY
Qos: —

| OK I | CANCEL I

7. The next step is to create a filter chain. Filter chains are where we classify our
traffic (according to which attributes between layer 2 and layer 4 we decide
upon). Clicking the plus sign next to Filters gives us a list of filters that exist
within the “common” tenant.
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Filter Chain

Filters

Name « Directives

w none

O +

CANCEL

Name « Tenant

(=] Tenant: common

arp common
() default common
est common

___ () icmp common

Clicking on the plus sign above the word “Tenant” will allow us to create a
custom one.
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Create Filter

Entries:

Specify the Filter Identity

Name: TenantA-HTTP-Filter

Description: |optional

+
Match Source Port/ Range Destination Port / Range
Name: EtherType ARPFlag  IP Protocol Only  Stataful TCP Session Rules
Fragmen From To From To

susmIT CANCEL

10.
11.

. Click the plus sign next to Entries to create an entry for HTTP:

Entries: x +
Match Source Port / Range. Destination Port f Range
Name EtherType ARPFlag P Protocol Only  Stateful TCP Sessicn Aules
Fragmen From To From T
HTTP [ » Unspecific + tep > O [] Unspecified + Unspecified + hiip + hup - [ % -

Name the entry and set the EtherType to “IP”, the IP Protocol to “tcp” and set the
destination port range to “http”.

. Click Update.

Click Submit.
Back on the Create Contract Subject window, click Update
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Create Contract Subject om

Specify Identity Of Subject

Name: TenantA_Subject

Description: optional

Target DSCP: Unspecified -

Apply Both Directions:
Reverse Filter Ports:

Filter Chain
Filters x + L4-L7 SERVICE GRAPH
Name Directives Service Graph: select an option -
TenantAjTenantA-HTTP-Filter * none x -
PRIORITY
UPDATE I CANCEL o A

12. Click OK.
13. Click Submit.
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Create Contract

(i]%

Name:
Scope:

QoS Class:
Target DSCP:

Description:

Tags:

Subjects:

Specify Identity Of Contract

Tenantd_Contract

VRF

Unspecified

Unspecified

optional

enter tags separated by comma

Mame

TenantA_Subject

Drescription

SUBMIT

CANCEL

14. Once we click on Submit, we can see the contract listed in the security policies.
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S - Security Policies
I Quick Start
4 & Tenant TenantA m
4 I Application Profiles ~ +
» & TenantA_AP1 U=
4m Networking + Name Scope QoS Class Target DSCP Subjects
4 I Bridge Domains TenantA_Contract VRF Unspecified Unspecified TenantA_Subject

> == TenantA-BD
) &= TenantA_VRF2
» Il VRFs
» Il External Bridged Networks
» I External Routed Networks
» Il Route Profiles
» Il Protocol Policies
M L4-L7 Service Parameters
4 W security Policies
4 I Contracts
» & TenantA_Contract
» I Taboo Contracts

15. The next step is to attach it to the EPG. We do this from the Contracts option
under the tenant application profile TenantA > Application profiles >
TenantA_EPGI > Contracts.

O
Contracts i
B Quick Start
4 & Tenant TenantA
4 M Appication Profiles o¥ ACTIONS ~
4 & TenantA_AP1 Add Provided Contract
 Tenant Name Contract Name Contract Type Provided / Consumed QoS Class State Label
4 M Application EPGs Add Consumed Contract
No items have been found.
4
® EPG Tenanta_EPG1 e ftems have been found. Add Consumed Contract Interface
M Domains (VMs and B... Add Taboo Contract
|

» [ static Bindings (Paths)
M static Bindings (Leaves),
» I Fiber Channel (Paths)
M Contracts
W Static EndPoint

Delete

16. We click on Actions, then on “Add Provided Contract”, and select the contract
we previously created.
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Add Provided Contract

Select a contract

Contract: sclect 2 value O

QoS: TenantA/TenantA_Contract -

Contract Label: common/default

Subject Label:

Create Contract

SUBMIT CANCEL
17. We can add contract labels and subject labels.
Add Provided Contract o b4
Select a contract
Contract: TenantA/TenantA_Contract - @
QoS: Unspecified v
Contract Label: Contract_LBL
Subject Label: Contract_Subject|

SUBMIT CANCEL

These labels are optional and are used to increase granularity during policy

enforcement.

18. Once we hit submit, our contract is connected to our EPG.
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ALL TENANTS | Add Tenant | Search: [N el | common | TenantA | infra | mgmt

Tenant TenantA

Contracts i
M Quick Start

4 A+ Tenant TenantA

4 I Application Profiles 0 i ACTIONS ~
4 & TenantA_AP1
~ Tenant Name Contract Name Contract Type Provided / Consumed QoS Class State Label Subject Label
4 M Application EPGs
4 ® EPG TenantA_EPG1 8 Contract Type: Contract
8 Domains (VMs and ... | || TenantA TenantA_Contract Contract Provided Unspecified formed Contract_LBL Contract_Subject

» M Static Bindings (Paths)
M static Bindings (Leaves)|
» B Fiber Channel (Paths)
M Contracts
M static EndPoint

19. We need to do the same with TenantB, this time setting it as a Consumed

contract:
Tenant TenantB B
Contracts
B Quick Start

4 A Tenant TenantB
4 I Application Profiles O i
A & TenantB_AFP1

& Tenant Name
4 I Application EPGs

4 & EPG TenantB_EPG1
Il Domains (VMs and Bare-M...

» Il Static Bindings (Paths)
I Static Bindings (Leaves)

» Il Fiber Channel (Paths)
[ ]

o st [¥] Add Taboo Contract

» B s, H  Add Provided Contract
[ W E] Add Consumed Contract

- L4 E] Add Consumed Contract Interface
Il L 4-L7 Service Parameters |' | '

20. If you try and add the previously created contract, you will not find it in the
drop-down list.
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Add Consumed Contract OL

Select a contract

Contract: select a value ~@

QoS: common/default -

Contract Label:
Create Contract 1

Subject Label:

SUBMIT CANCEL

This is because the scope is set to “VRF”. We need the scope to be set to
“Global” so that other tenants can see it.

21. Return to TenantA, and navigate to Security Policies > Contracts >
TenantA_Contract. Click the Policy tab on the right-hand side.

Tenant TenantA (]

Contract - TenantA_Contract i
M Quick Start
4 A&t Tenant TenantA Topology m Faults  History
» I Appiication Profiles o+ ACTIONS -
» I Networking -
I 14-L7 Service Parameters Propertieg
4 [ security Policies Name: TenantA_Contract
4 M cContracts Alias:
4 % TenantA_Contract Scope: VRE -
(& Tenanta_Subject QoS Class: Unspecified -

22. Change the scope to “Global” and click Submit at the bottom right-hand corner.
Click on Submit Changes.

23. We need to export the contract now. From TenantA > Security Policies, right click
on Contracts and select “Export Contract”.

24. Set the name for the export, select the contract created earlier and select TenantB.
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Export Contract om

Select the name for the imported contract, the global contract you
want to export, and the tenant where the imported contract will be
created

MNarme: Tenant®_Export

Description:

Contract: Tenantd_Contract -

If you export a private confract, both EPGs using this
contract need to use the same Context

Tenant: TenantB - i@

SUBMIT CANCEL

25. Click Submit.

26. We should now be able to see the exported contract being imported into TenantB.

O] . L
m Security Policies - Imported Contracts

I Quick Start

4 X Tenant TenantB
» Il Application Profiles O +
» Il Networking

« Name Tenant Imported Contract Name Imported Contract Type
I 1 4-L7 Service Parameters -

4 I Security Policies TenantA_Export TenantA TenantA_Contract Contract
» I Contracts
» Il Taboo Contracts
» Il imported Contracts
» I Filters

27. Navigate to Contracts, right-click on it ans select “Add Consumed Contract
Interface”.
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Tenant TenantB H
Contracts
I Quick Start
4 Xr Tenant TenantB
4 I Application Profiles e 4

A @ TenantB_AP1
4 I Application EPGs
4 (O EPG TenantB_EPG1

Il Domains (VMs and Bare-M...

» IM Static Bindings (Paths)
Il Static Bindings (Leaves)

» IM Fiber Channel (Paths)
[ | cnnhai‘-
M Static E &

» B Subnete [#] Add Provided Contract

= Tenant Name

Add Taboo Contract

Bm 2 7v [ AddConsumed Contract

M L4-L7 I E] Add Consumed Contract Interface
Il L4-L7 Service Parameters IV | '

28. Select the TenantB/TenantA_Export.

Add Consumed Contract Interface (i ] %

Select a contract interface

Contract Interface: select a value - i

QoS: common/default -

éTenanthT enantA_Export

SUBMIT CANCEL
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29. Click Submit.
30. We can now see the contract listed.

Contracts

o¥

« Tenant Name Contract Neme Contract Type Provided / Consumed QoS Class State

= Contract Type: Contract Interface

TenantB TenantA_Export Contract Interface Consumed Unspecified formed

How it works...

We have created a very basic regular contract to provide to another tenant. There are other
types of contracts we can create. Taboo contracts are used to deny and log traffic. Like
conventional access control lists to deny traffic, these need to come first. An example would
be where we are permitting a large number of ports and wanted to deny one or two
particular ports; we would do this with a taboo contract to deny the traffic, created before
the regular contract permitting the entire range.

In the above recipe, we added a couple of labels. Labels allow us to classify what objects can
talk to each other. Label matching is performed first, and if no label matches, then no other
contract or filter information is processed. The label-matching attribute can be all, none, at
least one or exactly one.

While filters specify the fields to match on between layer 2 and layer 4, the subject can
specify the actual direction of the traffic (unidirectional or bidirectional).

The contract we created was not that exciting but offers a building block onto which we can
add more filters.

Creating Filters

In this recipe, we will create a filter and apply it to the contract we created previously.

How to do it...

1. From the TenantA Security Policies menu, select the Filters option. Click on
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Actions, and then click on Create Filter.

2. Give the filter a name, description (if you want to), and then click on the plus
sign. The entries in the filter must have a name, but after that, you can be as
permissive or restrictive as you need. Here we have created a filter called “https”,
which sets a filter on the layer 3 EtherType of “IP”, the layer 4 IP protocol of “tcp”
and the layer 7 protocol of https (as the destination port range). This follows the
same steps as the previous recipe.

Create Filter 0 m

Specify the Filter Identity

Name: TenantA-HTTPS-Filter

Description:

Entries: X+
Match Source Port / Range Destination Port / Range
Name EtherType ARP Flag IP Proiocol Only Stateful TCP Session Aules
Fragmen From T From T
HTTPS P tep False False unspecified  unspecified  hitps hitps Unspecitied
suBMmIT CANCEL

3. We can now click on Submit, and we can see the filter listed under the tenant’s
filters:

Security Policies - Filters

S 4
« Mame Entries
TenantA-HTTP-Filter HTTF (tcp, Destination: httg)
TenantA-HTTRPS-Filter HTTPS (tcp, Destination: https)
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4. To attach this filter to the contract, we need to select the contract we created
earlier, then, under the Filters window, click on the plus sign.

5. In the window that pops up, we can select the new filter from the drop-down
menu, we can choose to log the activity, and click on Submit:

Property
Name: TenantA_Subject
Description

Apply Both Directions: true
Reverse Filter Ports

Fiters Add Filter (i ]%

Name State

TenantA-HTTP-Filter formed

Choose a filter to associate
Fiter: TenantA/TenantA-HTTPS-Filter  ~ (33

Directives: /] log

Service Graph
QoS Class: Unspecified

Target DSCP! Unspecified

SUBMIT || CANCEL

6. Finally, we see our filter sitting alongside the default filter from the previous

recipe.
Property
Name: TenantA_Subject
Description:

‘Apply Both Directions: true
Reverse Filter Ports:
Fiters: -

Name Tenant Directives State

TenantA-HTTPS Filter TenantA log formed

TenantA-HTTP-Filler TenantA formed

Page [T | of1 ObjectsPerPage: 15 v Displaying Oblects 1-2012

Configuring contracts between different tenants is the harder of the options. By contrast,
configuring contracts between EPGs in the same tenant takes much fewer steps, as do
management contracts. We will look at these next. This will also help show how contracts
work so much more nicely than access-lists as you scale the number of APs, EPGs and
tenants.
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Creating contracts within Tenants

We will now create another Application Profile and EPG within TenantA, and provide a
contract for the other to consume.

How to do it...

1. Create another Application Profile and EPG within TenantA. The end result

should look like this:
Tensat TenentA kel £PG - TenantA_EPG2
Il Quick Start

4 & Tenant TenantA
4 [ Application Profiles
» & Tenanta_AP1
4 & TenantA_AP2 G i
4 M Application EPGs
» ) EPG TenantA_EPG2
» I uSeqg EPGs
I L 4-L7 Service Parameters

Properties
Mame: TenantA_EPG2

Description:

» Il Networking
Il |47 Service Parameters Tags: v
- . enter tags separated by comma
» I Security Policies

» - Troubleshoot Policies

Alias:

uSeg EPG: false
»+ Il Monitoring Policies =

peTag(sclass): 32774
» Il L4-L7 Services

QoS class: Unspecified -

Custom QoS: =

Intra EPG Isolation: Unenforced

Forwarding Control: [ ] proxy-arp
Configuration Staus: applied
Configuration Issues:
Label Match Criteria:  AtleastOne -
“ Bridge Domain: TenantA/TenantA-BD « 3

Resolved Bridge Domain: TenantA/TenantA-BD
Monitoring Policy: -

2. Expand the new EPG, right-click Contracts and select “Add Consumed Contract”.
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4 A Tenant TenantA

4 W Application Profiles O i

[ & TenantA_AP1
] & TenantA_AP2
4 I Application EPGs
4 ® EPG TenantA_EPG2

» IM Static Bindings (Paths)

» I Fiber Channel (Paths)

+ Tenant Name

Il Domains (VMs and Bare-M...

Ml static Bindings (Leaves)

M contracts |
M Static EndF Add Taboo Contract

» Bl Subnets Add Provided Contract

B L4-L7 Virtu Add Consumed Contract

B 1417 1P Al [#]  Add Consumed Contract Interface

Il L4-L7 Service Parameters | |

3. From the drop-down list, select the contract.

Add Consumed Contract

OL

Select a contract

www.hellodigi.ir

Contract: TenantA/TenantA_GContrac - @
QoS: Unspecified b
Contract Label:
Subject Label:
SUBMIT CAMNCEL
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4. Click Submit. We can get a visual representation of this as well.
Application Profile - TenantA_AP1

Policy
cH

Drag and drop to configure: 9 9 @ @ ) ‘) o o ‘) J
ract 2 HEPG Vi Barsmetal L2 L3

VM ware  Microsoft Jporstack

TenantA_EPG1
TenantA_VRF/AnyEPG TenantA_EPG2

The same method would be used if we had another EPG within the same AP.

Creating Management contracts

The final contract we are going to create is one in the mgmt tenant. This one will allow SNMP traffic between
the APIC and the SNMP software, which we will be setting up in Chapter 8.

How to do it...

1. Create a filter (snmp-contract) in the mgmt tenant (Tenants > mgmt > Security
Policies > Filters).

2. Create two entries, permitting UDP ports 161 and 162).
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ALL TENANTS | Add Tenant | Search: [ESRRSRISlil | common | mgmt | TenantA | Tenantd | infra
Fiter - snmp-contract
B Quick Start
4 & Tenant mgmt
» I Application Profiles
» I Networking < i
» M P Address Pools Properties
M 4.7 Service Parameters Name: snmp-contract
4 M Security Policies Description: | 00onal
» I Contracts
» B Taboo Contracts fre

» I imporied Contracts

Entres:
» M Out-Of-Band Contracts
4 I Fiters Match Source Port / Range Destination Port / Range.
Namo EtherType ARPFlag 1P Protocol Ony  Statetul
4 'Y snmp-contract Fragmen From T From To
] suwe e " wp Fass Fase unpected unspeoted 161 o
#] SNMP-Trap
SNMP-Trap 3 udp False False unspeciied  unspecfied 162 162

» I Troubleshoot Policies

3. Right-Click on Out-Of-Band Contracts and select “Create Out-Of-Band Contract”.

4. Name the contract (OOB-SNMP) and click the plus sign next to Subjects. Select
the snmp-contract created previously.
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Create Out-Of-Band Contract om

Create Out-of-Band Contract

Name: QOB-SNMP

Scope: VRF -

QoS Class: Unspecified v

Description:

Subjects: +

Create Contract Subject o m

Specity Identity Of Subject

Name: SNMP
Description: optional
Filter Chain
Filters o
L4-L7 SERVICE GRAPH
Mame Service Graph: select an option -
select a value -
|
Mame Tenant PRIORITY
=@ Tenant: common s
[ oap common
o default common -
o ooren
] ) icmp commeon

= Tenant: mgmt

) snmp-contract mgmt 4—

5. Click Update.
Click OK.
7. Click Submit.

o

How it works...

This is an out-of-band contract which we will be needing later on in the book. Earlier versions of the ACI
software did not require this contract, but newer ones do. The contract is permitting traffic to the UDP ports
used by SNMP and for the SNMP trap notifications.
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Hypervisor Integration (and
other 3rd Parties)

In this chapter, we will cover the following recipes:

e Installing device packages

e Creating VMM Domains and integrating VMWare
¢ Associating vCenter Domains with a Tenant
¢ Deploying the AVS

¢ Discovering VMWare Endpoints

¢ Adding Virtual Machines to a Tenant

¢ Tracking ACI Endpoints

e Integrating with A10

¢ Deploying the ASAv

e Integrating with OpenStack

¢ Integrating with F5

e Integrating with Citrix NetScaler

Introduction

ACl is highly extensible. Through device packages, we can add several different devices to
our environment, which is referred to (in ACI terms) as “service insertion.”

The packages themselves are small zip files. Some require certain permissions from the
manufacturer before you can download them (such as Citrix), whereas others just require
registering your email address (A10, for example).

www.hellodigi.ir
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Inside the zip file, we have some different files. Taking the A10 APIC package as the
example here, we have five Python files, one XML file and one GIF image in a folder called
“Images.” The zip file’s size is a mere 65KB. The XML file is, for most, going to be the easiest
file to understand. This file is called “device_specification.xml.” It starts with defining the
vendor (vinsMDev), along with a package name (which is one of the python scripts) and the
version details (vmsDevScript):

<vnsDevScript name="A10" packageName="device_script.py" ctrlrVersion="1.1"
minorversion="1.0" versionExpr="4.[0-9]+.[-A-Za-z0-9]*"/>

Next, we define the device profiles (vnsDevProf), whether they are virtual or physical
devices, and the number of Ethernet interfaces that they have (note that I have truncated the
output):

<vnsDevProf name="vThunder" type="VIRTUAL" context="single-Context"
pcPrefix="trunk ">

<vnsDevInt name="ethernet 1" />

<vnsDevInt name="ethernet 2" />

<!—truncated ->

<vnsDevInt name="ethernet 7" />

<vnsDevInt name="ethernet 8" />
</vnsDevProf>
<vnsDevProf name="vThunder-ADP" type="VIRTUAL" context="multi-Context"
pcPrefix="trunk ">

<vnsDevInt name="ethernet 1" />

<vnsDevInt name="ethernet 2" />

<!—truncated ->

<vnsDevInt name="ethernet 7" />

<vnsDevInt name="ethernet 8" />
</vnsDevProf>
<vnsDevProf name="Thunder" type="PHYSICAL" context="single-Context"
pcPrefix="trunk ">

<vnsDevInt name="ethernet 1" />

<vnsDevInt name="ethernet 2" />

<!—truncated ->

<vnsDevInt name="ethernet 19" />

<vnsDevInt name="ethernet 20" />
</vnsDevProf>
<vnsDevProf name="Thunder-ADP" type="PHYSICAL" context="multi-Context"
pcPrefix="trunk ">

<vnsDevInt name="ethernet 1" />

<vnsDevInt name="ethernet 2" />

<!—truncated ->

<vnsDevInt name="ethernet 19" />

<vnsDevInt name="ethernet 20" />
</vnsDevProf>

[123 ]
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After the interface declarations, we define some interface labels for “external” and “internal”
(vnsMIfLbl) and some credentials (vnsMCred and vnsMCredSecret). The first big section
we get to is next, which is the cluster configuration (vnsClusterConfig). This section covers
core functionality, such as time and DNS, hostname, interface numbering, IPv4 and IPv6
functionality and NTP. We then move to vinsMDevCfg, which is for network interface
settings, including Virtual Router Redundancy Protocol(VRRP).

The “vnsMFunc” tag takes up the bulk of the XML file. These are device-specific entries, so
the contents of this tag will vary considerably between the different vendors. However, they
must all follow the same schema.

The final tags are vinsComposite (comparisons between two values, such as “on” or “off,”
“tcp” or “udp,” “Yes” or “No) and vnsComparisons (match a-z and A-Z, or match 0-9, is it an
IP address or subnet mask?).

<vnsComposite name="TrueFalse" comp="or">
<vnsComparison name="True" cmp="eq" value="true"/>
<vnsComparison name="False" cmp="eq" value="false"/>
</vnsComposite>
<vnsComposite name="EnableDisable" comp="or">
<vnsComparison name="enable" cmp="match" value="enable"/>
<vnsComparison name="disable" cmp="match" value="disable"/>
</vnsComposite>
<vnsComposite name="onOff" comp="or">
<vnsComparison name="on" cmp="match" value="on"/>
<vnsComparison name="off" cmp="match" value="off"/>

</vnsComposite>

<!—— Basic comparison Objects ——>

<vnsComparison name="isAlpha" cmp="match" value="[a-zA-Z]+"/>
<vnsComparison name="isNumber" cmp="match" value="[0-9]+"/>

<vnsComparison name="isIPAddress"
cmp="match"

value="([01]?dd?|2[0-4]d|25[0-5]).([01]?dd?[2[0-4]1d[25[0-5]).([01]?dd?|2[0-
41d125[0-5]).([01]2dd?|2[0-4]1d|25[0-5])"/>
<vnsComparison name="isIPMask"

cmp="match"

value="([01]?dd?|2[0-4]d|25[0-5]).([01]?dd?[2[0-4]1d[25[0-5]).([01]?dd?|2[0-
41d125[0-57).([01]2dd?|2[0-4]1d|25[0-5])"/>

We also have tags that set the fault codes (vnsMDfcts) and function profiles
(vnsAbsFuncProfContr). The function profiles are, again, device specific, and for the A10,
specify whether the device is a web server or a web server with high availability.

While we, as engineers, do not need to be concerned with what the contents of these XML
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files are, they do serve as a good reminder of the declarative nature of ACI. The XML files
are all based on a common schema, and if the vendor can fit what they need around this
schema, then the appliance should run very happily within the ACI framework.

tp://www.cisco.com/c/en/us/td/docs/switches/datacenter/aci/api
c/sw/1-x/L4-L7_Device_Package_Development/guide/b_L4L7_Package

For a more in-depth look at device packages, refer to the following link:nht
0 .html

Let’s find out how to add a device package.

Installing device packages

Installing a device package from the GUI is very simple.

How to do it...

1. From the L4-L7 Services menu, click on Packages:

VM Networking  L4-L7 Services

Inventory | Packages

2.
3. The Quick Start menu gives us one option; “Import a Device Package.”

[125 ]
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Hypervisor Integration (and other 3rd Parties)

Quick Start

HELP

The Packages menu allows you to import L4-L7 device packages, which are used to define, configure, and monitor a network service
system (IPS). Device packages contain descriptions of the functional capability and settings along with interfaces and network conneci

You can use the Import a Device Package wizard to import a device package for a function that you want to manage with APIC. We r.

Quick Start

Import a Device Package ° E

4.
5. Click on this link to bring up the file open dialog box:

Import Device Package om ’

File Name: BROWSE...

SUBMIT CLOSE

6.
7. Click on browse, and select the zipped package file you want to import. Do not
extract the files.
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Import Device Package om e

File Name: C:\fakepath\a10_apic_pkg_420_201€|| BROWSE...

SUBMIT CLOSE

8.

9. Click Submit. You will see another message briefly appear as the file is uploaded
to the APIC.

How it works...

If we look at “L4-L7 Service Device Types”, we can see the newly added device package.
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SN
CISCO

Packages

M Quick Start
4 I L4-L7 Service Device Types
» El A10-Thunder-4.2.0

If we expand out the package, we can see a number of options; these should be familiar if
you have looked through the packages XML file.
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Packages E

M Quick Start
4 M L4-L7 Service Device Types
4 E| A10-Thunder-4.2.0
4 I L4-L7 Service Functions
El Apc
4 I L4-L7 Services Function Profiles
E BasicWebServer
El bns
E MS-Exchange
El ssLoffload
El webserverwithHA

We won't be going through these settings now, as we will look at A10 devices later in this
chapter.

There's more...

Here is a link to a list of device packages (some require specific permissions to download —
such as ASA):

http://www.cisco.com/c/en/us/solutions/collateral/data—-center-virtualization
/application-centric-infrastructure/solution-overview—c22-734587.html

Next, we will move on to integrating VMWare with ACL
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Hypervisor Integration (and other 3rd Parties)

Creating VMM domains and integrating
VMWare

AClI uses Virtual Machine Manager (VMM) domain profiles to facilitate communication
between virtual machine controllers and the ACI fabric. There are a handful of components
that make up a domain, and these are:

e Virtual Machine Manager Domain Profile
e EPG Association

o Attachable Entity Profile Association

e VLAN Pool Association

The Virtual Machine Manager Domain Profile groups VM controllers together. Within this
are the components “Credential” for connecting to the VM controller and the “Controller”
which specifies how to connect to the VM controller.

The EPG Association allows the APIC to push endpoint groups into the VM controller as
port groups and also permits the EPG to span across several VMM Domains.

The Attachable Entity Profile Association associates a VMM domain to the physical
network. Here, we use an attachable entity profile (AEP), which is a network interface
template, to set policies on leaf switch ports.

Finally, the VLAN pool association specifies the VLAN ID, or range of IDs, for
encapsulation.

How to do it...

0 This recipe assumes that you already have a vCenter server already setup

1. From Fabric > Access Policies > Pools > VLAN, Select “Create VLAN Pool” from
the Actions menu

2. Give the pool a name and click the plus sign to set the block range:
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Create VLAN Pool

Specify the Pool identity

Name: WVMWare-Pool

Description:
Allocation Mode: W EL T Static Allocation
Encap Blocks: +

WLAN Range Allocation Mode

Create Ranges o

Specify the Encap Block Range

Type: VLAN

Range: VLAN « 10 - WLAN - 20
Integer Value Integer Value

EUAGRT LR Dynamic Allocation Inherit allocMode from parent | Static Allocation ‘

‘ OK | ‘ CANCEL I

3. Click OK. The new range should be listed under “Encap Blocks:.” Click on
Submit. The new VLAN pool will be listed:
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atfran]n VM

System Tenants Fabric

c1SCO Networking Admin  Operations

Inventory | Fabric Policies | Access Policles

Policles

Pools - VLAN

|+ Quick Start
» Il Switch Policies
» Il Module Policies
- oX
» I interface Policies

» M Global Policies ~ Mame Allocation Mode

Encap Blocks

» I Monitoring Policies VMWare-Pool Dynamic Allocation [10-20]
» Il Troubleshoot Policies
4 M Pools

4 W viAn

E, VMWare-Pool (Dynamic Allocation)

4. From the VM Networking menu, right click on VMware and select “Create
vCenter Domain.”

'I'cll's'é!;' System Tenants Fabric Net::king
Inventory
Inventory
Il Quick Start
> Il Microsoft

» Il OpenStack

[ ] —
i -
i+] Create vCenter Domain

H Sawve as ...
B rost..

5. Fill in the details for the “Virtual Switch Name,” and from the drop-down, select
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the VLAN pool created earlier.

Create vCenter Domain o

Specify vCenter domain users and controllers

Virtual Switch Name:  ACI-VMWare-VSwitch

Wirtual Switch: VMware vSphere Distributed Switch Cisco AVS

Associated Attachable Entity Profile: default % - @
Delimiter:
VLAN Pool: WMWare-Pool(dynamic) -~
Security Domains: +
MName Description

No Security Domains Discovered

vCenter Credentials: +
Profile Name Username Description
vCenterfvShield: +
Name P Type Stats Collection
Port Channel Mode: select a value -
wvSwitch Policy: ) CDP @ LLDP 0 Neither
Firewall Mode: Disabled -

susmIT | CANCEL I

6. Fill in the vCenter Credentials with an appropriate username and password by
clicking the plus sign.
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7. Create the relevant credentials. Here will name the controller, set the IP address
(or hostname), the Distributed Virtual Switch (DVS) version, the data center (as
defined in vCenter), the associated credential (created in step 6).

vCenter Credentials: X +

Profile Name Username Description

192.168.1.18 administrator@802101.local

Add vCenter/vShield Controller

Specify controller profile
Type: (@ vCenter

() vCenter + vShield

vCenter Controller

Name: vCenter

Haost Name (or IP Address): 192.168.1.18

DVS Version: vCenter Default -

Stats Collection: BEsEEG Enabled

Datacenter: B02101.local

Management EPG: -

Associated Credential: 192.168.1.18 -

Figure 111.

8. We also need to create the management EPG. Clicking on the drop down arrow
next to this option brings up the option to “Create EPG Under Tenant mgmt.”
Clicking on this option brings up another window.
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Create Management EPG o %

Specify the EPG identity

Application Profile: ~ @

l Name: (7]
Description:

Qo5 class: Unspecified -

Intra EFG Isolation: Enforced Unenforced

Forwarding Control: [] proxy-arp

Custom QoS: select a value -

Bridge Domain: select 2 value -

SUBMIT CANCEL

9. We create an Application Profile by clicking the drop down in the image
above and selecting “Create Application Profile Under Tenant mgmt.”.

Specify the EPG identity

Application Profile: ~ O

MName:
Create Application Profile Under

Description: Tenant mgmt

10. We name the application profile and select the monitoring policy (if we have one)
and add any tags or description.
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Create Application Profile

oL

Specify Tenant Application Profile

MName: Vmware-Default

Description:

Tags:

enter tags separated by comma

Menitoring Policy: default

SUBMIT

CANCEL

11. Click on Submit.

12. Returning to the previous screen, we can name the EPG and accept the default

values for the other options.
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Create Management EPG

[i]%

Specify the EPG identity

Application Profile: Vmware-Default

f Name: VMware-EPG

Description:

QoS class: Unspecified

Forwarding Control: [ ] proxy-arp
Custom QoS: default

Intra EPG Isolation: Enfaorced Unenforced

Bridge Domain: mgmt/in|

SUBMIT

CANCEL

13. Click Submit.

14. On the final screen, click on OK
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Add vCenter/vShield Controller om

Specify controller profile
T)rpe: vCenter

() vCenter + vShield

vCenter Controller
Mame: vCenter

Host Name (or IP Address): 192.168.1.18

DVS Version: vCenter Default -

Stats Collection: Disabled Enabled

Datacenter: 802101.local

Management EPG: Vmware-Default/VMware-EPG  ~ 71

Associated Credential: 192.168.1.18 -

| 0K I | CANCEL I

15. Click on Submit
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Create vCenter Domain o m

Specify vCenter domain users and controllers

Virtual Switch Name: ACI-VMWare-VSwitch

AL  VMware vSphere Distributed Switch

Associated Attachable Entity Profile: default - @
Delimiter:
VLAN Pool: VMWare-Pool(dynamic) > i@
Security Domains: +
MName Diescription
vCenter Credentials: X +
Profile Name Username Diescription
192.168.1.18 administrator@802101.local
vCenter/vShield: X +
Name IP Type Stats Cellection
vCenter 192.168.1.18 vCenter Disabled
Port Channel Mode: select a value -
vSwitch Policy: = CDP LLDP (© Neither
Firewall Mode: Disabled -

‘ SUBMIT ” CANCEL |

I have set the vSwitch policy to use LLDP, which will be significant later.
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Note that although we have not specified any Security Domains or Port
Channel Mode, the new configuration is accepted.

16. If we start drilling through the left-hand side menu, we should be able to see any
virtual machines running on the ESXi hosts connected to the vCenter server:

4 Il VMware
4 @ ACKVMWare-VSwitch
4 I controllers
4 == vCenter
4 [ Hypervisors
4 [ 192.168.1.17
4 I Virtual Machines

Ll ISE 1.4
Eld ISE 2.0
kil TURNKEY FILESERVER
UNL 8
kil Unified Networking Lab - book
Ll VIRL.1.2.83
WSA-g
bl acisim-0.0-0.1a
Wil flawless-server_2.5
vCenter

& vmnicO

&8 vmnicl

&8 vmnic2

& vmnic3

& vmnic4

b E, DVS - ACI-VMWare-VSwitch

17. We can check that the DVS is created by looking through the vCenter console:
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| [ 802101.local | Actions ~

Getting Started  Summary  Monitor  Manage | Related Objects |

[Top Level Objects | Clusters | Hosts | Virtual Machines | WM Templates in Folders | vADDS | Datastores | Datastore Clusters | Networks | Distributed Switches | |

L2 & B 2 el Grtons~
Name 1a|VC
o= ACIHVMWare-VSwitch [ 192.168.1.18

18. If we look at the properties of the vSwitch, we can see that LLDP is enabled (as
per the configuration made earlier.

& ACI-VMWare-VSwitch - Edit Settings

LR MTU (Bytes): 9000

Multicast filtering mode: | Basic |~ |

A0

Discovery protocol
Type: [ Link Layer Discovery Protocol |~ |
Operation: [ Both |~ |

There’s more...
There is an ACI plugin for vCenter:

http://www.cisco.com/c/en/us/td/docs/switches/datacenter/aci/apic/sw/l-x/virt
ualization/b_ACI_Virtualization Guide_2 0 _1x/b_ACI_Virtualization_Guide_2_0_
1x_chapter_01010.pdf

The plugin allows you to manage the ACI fabric from within vSphere web client. You can
create, modify and delete tenants, application profiles, EPGs, contracts, VRFs and bridge
domains, instead of switching between the different applications. You can install the plugin
by visiting https://<APIC IP>/vcplugin

The next step is to associate the vCenter domain with our tenant.
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Hypervisor Integration (and other 3rd Parties)

Associating a vCenter domain with a tenant

We can associate a vCenter domain with a tenant through the drag and drop interface.

How to do it...

1. Navigate to the tenant's Application Profile.

alialn System Tenants Fabric VM Networking ~ L4-L7 Services Admin Operations
Cisco
ALL TENANTS | Add Tenant | Search: | common | TenantA | infra | mgmt
Tenant TenantA E . . .
_ Application Profile - TenantA_AP1
M Quick Start

4 & Tenant TenantA
4 M Application Profiles

<
» & TenantA_AP1 E @ @ e 0 o { ) ‘ia
4 [ Networking Drag and drop to configure: Q 9 ) =
Contract Ef VEPG \ZLE L

» I Bridge Domains Baemetal VMWare Microsoft  Openstack L2
» I VRFs
» I External Bridged Networks
» I Extenal Routed Networks Tenanth_Co...
» I Route Profiles
» [ Protocol Policies
B 14-L7 Service Parameters
» I security Policies
» [ Troubleshoot Policies
» I Monitoring Policies
» I L4-L7 Services

TenantA_EPG1

2. Drag a “VM Ware” object onto the Tenant EPG. You should see a dotted line
appear.
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Application Profile - TenantA_AP1

o

Drag and drop to configure: Q 9 @ @ ° ) 0 ° e @
Contract EPX HEPG VZ Any L2 L3

Baremetal VM Ware  Microsoft ~ Openstack

Tenantf_Co...

Flide /

\ /
TQn\antA_Efg)l

VM Ware

3. Once you release the mouse button, a new window will appear.

VMM Domains m

o¥ 100 ACTIONS ~

Port Encap (Or Secondary VLAN

“ VCenter Domain Primary VLAN For Micro-Seg For Micro-Seg)

Allow Micro-Segmentation Encap Mode Override

No items have been found.
Select Actions to create a new item.

4. Click on the Actions menu and select “Add VMM Domain Association.”

5. In the new window, select the vCenter domain added in the previous recipe.
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Add VMM Domain Association (i ] %

Choose the VMM domain to associate

VCenter Domain: seclect an option ~O

Delimiter: VMware/ACIl-VMWare-VSwitch

Encap Mode Override: | Create vCenter Domain

SUBMIT CANCEL

6. Choose the appropriate VLAN mode and encapsulation mode.
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Add VMM Domain Association (i ] %

Choose the VMM domain to associate

VCenter Domain: VMwarefACI-VMWare-VSwitch > @

Delimiter:

Allow Micro-Segmentation: ]

Encap Mode Override: BRE[EETENTET | VLAN VXLAN

Click Submit.

7. The VMM domain will now be associated, and appear on the tenant’s Application
Profile.
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Application Profile - TenantA_AP1

o [ 100 |
Drag and drop to configure: a 9 @ @ ’ ) 0 ° ‘) [ L )
Contract EP HEPG VZ Any Baremetal VM Ware Microsoft ~ Openstack L2 L3

Tenani A_Co...

TenantA_EPG1

How it works...

We have now created a distributed virtual switch (DVS) and, through this, have connected
vCenter to the tenant.

There is another way to connect vCenter though; the Cisco way.

Deploying the AVS
The Cisco Application Virtual Switch (AVS) is an alternative to the vSphere Distributed
Switch (VDS) we set up earlier.

The AVS is based around the Nexus 1000v switch but customized for ACI.
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The benefits of the AVS are that it allows you to create a Virtual Tunnel End Point (VTEP )
on the VMWare hosts. This enhances the scalability (over the VDS) as we are not bound by
a one-hop limit. One of the differences between using the DVS to the AVS is that the DVS
uses LLDP for VM discovery, whereas AVS uses OpFlex.

We need to install an additional plugin to vCenter to be able to run the

AVS. You can download it from the following link: https://software.ci
sco.com/download/release.html?mdfid=282646785&softwareid

=286280428srelease=1.1 You will require a CCO account and the specific
entitlement.

How to do it...

Earlier in this chapter, we created a vCenter domain. As part of this, we created a vSphere
Distributed Switch. The other option would be to use the Cisco AVS (refer to the figure in
step 5 in the Creating VMM domains and integrating VMWare recipe above).

Click on VM Networking

Right click on VMware

Select Create vCenter Domain

Give it a name.

Select Cisco AVS as the Virtual Switch

SIS
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eate vCenter ain

Virtual Switch Name:

Virtual Switch:

Switching Preference:

Associated Attachable Entity Profile:

Specify vCenter domain users and controllers

AVS-Switch

| VMware vSphere Distributed Switch Cisco AVS
No Local Switching Local Switching

select a value v

Delimiter:

AVS Fabric-Wide Multicast Address:

Allow Mixed Encap Mode:

Pool of Multicast Addresses (one per-EPG):

Must Use a Multicast Address different from the o
Pool of Multicast Addresses.

Disabled Enabled

Security Domains:

vCenter Credentials:

vCenter:

Port Channel Mode:
vSwitch Policy:

Interface Controls:

Firewall Mode:

select an option ~O
+

Name Description

+
Profile Name Username Description

+
Name P Type Stats Collection
select a value v
) CDP )/ LLDP @ Neither
[]BPDU Guard  [] BPDU Filter

6. Set the switching preference
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7. Set the “AVS Fabric-Wide Multicast Address.”

8. Set the multicast address pool (creating one if required)

9. Set the vCenter credentials and vCenter details (which is the same as the other
recipe)
10. Set the port-channel mode, vSwitch policy, interface controls and firewall mode.

How it works...

Many of the options can be left as the default values. The essential ones will have a red
circle with an exclamation mark in it.

Specify vCenter domain users and controllers

Virtual Switch Name: O

Virtual Switch: | VMware vSphere Distributed Switch Cisco AVS
Switching Preference: B[] Kol [RETT T Local Switching

Associated Attachable Entity Profile: -

Delimiter:

AVS Fabric-Wide Multicast Address:

Must Use a Multicast Address different from the v
Pool of Multicast Addresses.
Allow Mixed Encap Mode: [RBEEIED) Enabled
Pool of Multicast Addresses (one per-EPG): ~

In the settings above, No Local Switching was selected (the default setting). With this
setting, all traffic between VMs in the same EPG must flow through the leaf node and
VXLAN is the only encapsulation method available. This is also known as “FEX Enable
Mode.” This is not the recommended method.

The preferred method is Local Switching Mode. Traffic between VMs in the same EPG is
routed by the hypervisor, instead of having to flow through the leaf node. Traffic between
VMs in different EPGs will still need to flow through the leaf node, but there can still be
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considerable performance gains with local switching mode. Local switching mode can also
use VLAN and VXLAN for encapsulation, and is referred to as “FEX Disable Mode.”

There’s more...

e For the AVS to work, it needs to be installed. Follow this guide for how to install
the plugin and the AVS.

http://www.cisco.com/c/en/us/td/docs/switches/datacenter/nex
usl1l000/avs/vsum—-getting-started/1-0/b_Cisco_Virtual_Switch_U
pdate_Manager_Getting_Started_Guide_Release_1_0_For_Cisco_AV
S/b_Cisco_Virtual_Switch_Update_Manager_Getting_Started_Guid
e_Release_1_0_For_Cisco_AVS_chapter_01.pdf

e There is also a useful PDF of the differences between the DVS and the AVS.
http://www.cisco.com/assets/global/DK/seminarer/pdfs/Cisco_T

ech_Update-ACI_Hypervisor_integration-22_og_24_september_
2015.pdf

Discovering VMWare endpoints

Naturally, there will be additional VMs created within the VMWare environment. As such,
we will need the new machines to be reflected in ACI.

We can do this manually.

How to do it...

1. From the VM Networking tab, open up the VMWare menu, and click on the
switch that was created earlier.

2. Right-click on the vCenter name in the properties window.
3. Select “Trigger Inventory Sync.”
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VMNetworking ~ L4-L7 Services

Inventory

Domain - ACI-VMWare-VSwitch i

-
B roe oo
o+ AcTIONS +
Properties
ACHVMWare-VSwitch
Contolers: - Name Sue wosel Serl Revision Moo VinuaiMochines
VGonter Onie 00 1 o
& Tiggerinvertory Sync.
B peiete
Savoas.
@ eox

4. Click “Yes” to the message that pops up.

Trigger Inventory Sync m

| ? ) You are about to trigger manual inventory sync. Are you sure?

v [

How it works...

When we trigger the inventory sync, ACI polls the connected vCenter servers and pulls in a
list of all the virtual machines.

Here are the statistics before the sync:

Properties
Name: ACI-VMWare-VSwitch
Controllers: .+ Name State. Model Serial Revision Hypervisors Virtual Machines
vCenter Online VMware vCenter Server 6.0.0 build-2656761 0OeOfbcac-af68-4e71-b1do-f...  6.0.0 1 10

Page [1 | Oft Objects Per Page: 15w Displaying Oblects 1-10f 1

Notice that ACI sees ten virtual machines.
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After the update, we can see 11 virtual machines.

Properties
Name: ACI-VMWare-VSwitch

Controllers: . Name state Model Serial Revision Hypervisors Virtual Machines

vCenter Online VMware vCenter Server 6.0.0 build-2656761 060fbcdc-af68-4e71-b1d9-f...  6.0.0 1 1

We do not need to perform manual updates all the time, however as the
APIC will do this automatically as well.

Adding Virtual Machines to a tenant

Now that we have associated our vCenter to the APIC, we need to start associating some
virtual hosts to the tenant.

To do this, I set up a new ESXi host in VirtualBox (with the VM set to use 2CPUs, two 30GB
hard disks, and 4GB memory). If you are short on available hardware and are running the
ACI Simulator within one ESXi host, this avoids any issues that could be caused by adding
the host controlling the ACI simulator to a tenant running within the simulator.

I am not sure if there would be any issues, but I did not want to encounter
any “divide by zero” issues!

How to do this...

1. Add the ESXi host to vCenter and license it.

2. Go to the networking settings, and add the new host to the DVS by right clicking
on the switch and selecting “Add and Manage Hosts.”
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Navigator 8 & TenantA|TenantA_AP1|TenantA_EPG1 Actions ~
4 Home '@ Getting Started Summary Monitor Manage | Related Objects
o 8B a]|
+[1192.168.1.18 IVlrluaI Machines | VM Templates in Folders | Hosts]

w |i7 802101.local
w [_]ACI-VMWare-VSwitch
@ACI»Network Name 1P‘rovisioned Space
@ ACI-VMWare-VSwitch 1

B8 ACI-VMWa &= Actions - ACI-VMWare-VSwitch

% DPortGrou| Distributed Port Group »

&2 quarantine ii2 Add and Manage Hosts...

R NIE &2 Migrate VM to Another Network...

3. Follow the wizard to add the ESXi server. Once this has completed, you should
see the host listed.

é TenantA|TenantA_AP1|TenantA_EPG1 Actions =

Getting Started Summary Monitor Manage [ Related Objects ]

|Vir'tua| Machines | VM Templates in Folders Hosts]

B [® | 42§ Actions »
Name 1 | State Status
@ 192.168.1.121 Connected & Normal

4. Import an OVA file (I am using a Tiny Linux OVA file due to small footprint), by
selecting the import option under “Virtual Machines.” I have called the VM
“Tiny-ACL.”

5. You should see the virtual machine from the ACI GUIL

[153 ]

www.hellodigi.ir




Hypervisor Integration (and other 3rd Parties)

VM Virtual Interface - Network Adapter 1 (0.0.0.0-00:50:56:83:78:6E)

BEX] s e o
el 4

Properties
Name: Network adapter 1
Type: Virtual Machine
Mac: 00:50:56:83:78:6E
State: Down
IP: 0.0.0.0
HV Name: 192.168.1.121
HV State: Powered On
HV Interfaces: . Management Address Interface Name Proto Neighbor ID

No items have been found.
Select Actions to create a new item.

VM Name: Tiny-ACI
VM State: Powered Off

How it works...

By adding an ESXi host to the tenant, we can run virtual machines within the tenant. But
once we start adding virtual machines to hosts, how do we keep track of them? Let's find
out!

Using Virtual Machine Tracking

Once the number of tenants increases, it is likely that the number of virtual machines will
also increase. How, then, do you keep track of all the VMs and to which tenant they belong?

Thankfully, the ACI Toolkit can help you with this (and a host of other scenarios).

How to do it...

1. Download the ACI Toolkit virtual machine from http://bit.1ly/1Iz1izY.
2. Deploy the OVA file to create the VMWare guest virtual machine.

3. Update the packages by logging into the virtual machine using the username and
password of “acitoolkit,” then run the command “sudo ~/install.”

4. Connect the APIC to the ACI Toolkit’s MySQL database by running the
command
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1. python aci-endpoint-tracker.py -u https://192.168.1.205 -1 admin -p
apicpassword -i 127.0.0.1 -a root -s mysqglpassword

5. Log into MySQL using the command

5. mysql -u root —p

You will be prompted for the password

6. Switch to the ACI Toolkit database using the command

6. use acitoolkit;

7. We can then query the endpoint table by using some of the following commands:

7. select * from endpoints;
select * from endpoints where tenant="Tenant_ A"

How it works...

The ACI Endpoint Tracker connects the APIC to a MySQL database, which you can easily
query.

For updates to be inserted into the database, the Endpoint Tracker must be running.

There’s more...

This recipe is just to wet your appetite. Please refer to the developer’s documentation for the
wealth of functions that the toolkit offers.

https://acitoolkit.readthedocs.io/en/latest/tutorialpackages.html

https://acitoolkit.readthedocs.io/en/latest/endpointtracker.html
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Hypervisor Integration (and other 3rd Parties)

The A10 Thunder is the easiest way to get started with L4-L7 services. This is because you
can download a trial of the A10 Thunder, and also download the device package from A10.
The other services listed are a little more difficult to get started with unless you have a large

wallet.

In this recipe, we will be adding a new application profile and EPG so that we can deploy
the A10 between the existing TenantA_AP1 and the new Web application profile.

How to do it...

1.

Create a second Application Profile, called TenantA-Web-AP, using
TenantA_VRF2 bridge domain created in Chapter 2.

Create Application Profile ﬁm

Specify Tenant Application Profile

Name: TenantA-Web-AP

Description:
Tags: -
enter tags separated by comma

Monitoring Policy: -

EPGs
x +
Name BD Domain Static Path Static Path VLAN  Provided Contract ~ Conumed
Contract

Web-EPG TenantA_VRF2 ACI-VMWare-V... TenantA_Contract

| SUBMIT || CANCEL |

The Application Profiles window should look like this:
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TenantA-Web-AP TenantA_AP1
e ja
S o>

2. Create a subnet for TenantA_VRF2:
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Create Subnet o x

Specify the Subnet Identity

Gateway IP: 20.0.0.1/24
address/mask

Treat as virtual IP address: [

Make this IP address primary: [ |

Scope: ] Private to VRF
[] Advertised Externally
[[] shared between VRFs

Description: | opfional

Subnet Control: ~] ND RA Prefix

["1 Querier IP
L3 Out for Route Profile: select a value v
Route Profile: select value -

‘ SUBMIT ” CANCEL |

3. vCenter should see the new EPG settings

+ [JACI-VMWare-VSwitch
€3 ACI-Network
- o= ACHVMWare-VSwitch
E8 ACI-VMWare-VSwit-DVUplinks-32
é ConsumerTenant|Consumer-AP1|Consumer-EPG
% DPortGroup
== quarantine

£ TenantA|TenantA-Web-AF|Web-EPG >

é Tenantd|TenantA_AP1|TenantA EPG1

4. We have already covered installing the vThunder device package at the start of
this chapter, but you can register to download it from here: https://www.alOnet
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works.com/cisco-aci-integration

5. Download the trial from https://www.alOnetworks.com/products/virtual-dd
os—mitigation-load-balancer—application-delivery

6. Deploy the OVA template into vCenter. When you get to section 2d (Setup
Networks), make sure that the first Ethernet adapter is set to use the management
network (often shown as “VM Network”) and that ethernetl is set to the
TenantA's AP1 EPG, and ethernet? is set to use the web EPG.Once the VM has
been deployed, the settings should look like this:

{# vThunder 4.1.0-P3 - Edit Settings (7 »

| Virtual Hardware | VM Options | SDRS Rules ‘ vApp Options |

+ @ cPU - @
+ Wl Memary
b (2 Hard disk 1 12 ={(ee |+

3 SCSl controller 0 LSl Logic Parallel

» [ Network adapter 1 | VM Network | ~ | [ Connected

» [ Network adapter 2 | TenantA|TenantA_AP1|TenantA_EPC | ~ | [ Connected

> Network adapter 3 | TenantA|TenantA-Web-AP|Web-EPG | - | [+] Connected

» (@ CD/DVD drive 1 | Host Device | | [] Connected
3 Floppy drive 1 | Host Device | - | [] Connected
» [ Video card -

» 3 VMCI device
+ Other Devices

+ Upgrade [] Schedule WM Compatibility Upgrade...

7. The VM will need licensing. There will be a licensing link on the download page;
we need to get the current UID to generate the license. We can SSH to the VM
(using the password of “al0” when prompted:

1. Stuarts-iMac:~ stu$ ssh admin@192.168.1.223
Password: (type "alO" here)
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ACOS system is ready now.

[type ? for help]

vThunder (NOLICENSE) >

vThunder (NOLICENSE) >en

Password: (press enter here)
vThunder (NOLICENSE) #show license uid

2. Copy this license into the licensing page and wait for them to email you the
license file.

3. Once you have the file, start up a TFTP server and copy the trial_license.txt file to
the TFTP server directory.

4. From the vThunder CLI, install the license

1. vThunder (NOLICENSE) #import license trial_license.txt
tftp://192.168.1.88/trial_license.txt
(make sure that you replace any IP addresses with ones for your
environment)

2. We now need to assign the device to the tenants. From TenantA, click on L4-L7
Services, and select “Create a L4-L7 device”:

ALL TENANTS | Add Tenant | Search: EiCIgiEIIAeE | common | TenantA | ConsumerTenant | infra | mgmt
enant TenantA i .
Quick Start

M Quick Start

4 A& Tenant TenantA
o , HELP
4 m Application Profiles
48 TenantA_AP1 A device package defines and manages a class of L4-L7 service devices i

o service graph identifies the set of network or service functions that are pro
» I Application EPGs

» Il uSeg EPGs

M 417 Service Parameters Quick Start
» Networking Follow these steps to provision an end-to-end L4-L7 service chain.

I 417 Service Parameters .
Import a device package

» MW Security Policies
Create a L4-L7 function profile
» Il Troubleshoot Policies

» I Nonitoring Policies Create a L4-L7 device

4 M L4-17 Services Create a L4-L7 service graph template

3. As mentioned earlier, the essential fields will have red exclamation circles next to
them.
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Create L4 evices

STEP 1> General 1. General 2. Device Configuration
Please select device package and enter connectivity information.
General Device 1
Managed: < Management IP Address: ') Management Port: nter or select val + )
Name: o Chassis: select 2 value v
Service Type: ADC -
Device Interfaces: +
VTS WO PHYSICAL pro— o
Physical Domain: select an option ')
View: @ Single Node ) HA Node
© Cluster
Device Package: sclect a package >0
Model
Cluster
Management IP Address: (1] Management Port: enter or select val « @
Device Manager: sclect 2 value -
Cluster Interfaces: +
Type Name Concrete Interfaces
Connectivity
APIC to Device @ Out-Of-Band
Management Connectivity: - | g2
Credentials
Username: o
Password: ')
Confirm Password: ')
‘ PREVIOUS ” NEXT ” CANCEL I

In the General field, fill in the name, device type, physical domain and device

package:
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General

Managed:
Name:

Service Type:

Device Type:
VMM Domain:

View:

Device Package:

Model:

%

A10-vThunder

ADC ~

PHYSICAL VIRTUAL

ACI-VMWare-VSwitch

L

@ Single Node
() Cluster

( ) HA Node

A10-Thunder-4.2.0

~ @

vThunder-ADP -

Leave the Connectivity setting to “Out-Of-Band.”

Connectivity

APIC to Device @ Out-Of-Band

Management Connectivity:

() In-Band

For the Credentials, use the username of admin and a password of “al0” (minus

the quotes).
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Credentials

Username: admin

Password: ---

Confirm Password: -=-

4. For the Device 1 field, set the IP address and port. Do not change the HTTPS port,
otherwise; you will see errors in the APIC about an “unsupported port.” Select
the VM from the drop-down list and set the interfaces. Note that we need to set
Ethernet 1 to the VM's second network adapter (which has been mapped to AP1),
and set Ethernet 2 to the VM's third network adapter (assigned to the web AP).

5. In the Cluster settings, the management IP address and port will be copied from
the device one settings. Click on the plus sign to create a new cluster interface,
setting the type as “provider,” give it a name (From-TenantA) and the concrete
interface to Ethernet 1. Do the same again, setting the type as “consumer,” give it
a name (To-Consumer) and the interface to Ethernet 2.
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Device 1
Management IP Address: 192.168.1.223 Management Port: https v
VM: vCenter/vThunder 4.1.0-P3 - @l
Chassis: -
Device Interfaces: X +
Name VNIC Path (Only For Route Peering)
ethernet 1 Network adapter 2
ethernet 2 Network adapter 3
Cluster
Management IP Address: 192.168.1.223 Management Port: https v
Device Manager: -
Cluster Interfaces: X +
Type Name Concrete Interfaces
provider From-TenantA Device1/ethernet 1
consumer To-Consumer Device1/ethernet 2
Click Next.

6. Click Finish.

7. The next step is to create a service graph template. From the L4-L7 Services
(under the tenant), select “L4-L7 Service Graph Templates”. Click on the Actions
menu, and select “Create L4-L7 Service Graph Template”.

8. Set the graph name (Tenant-A-Provider) and drag the TenantA/A10-vThunder

object between the consumer EPG and the provider EPG. Select the profile in the
window that pops up (Basic Web Server).
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Create L4-L7 Service Graph Template 0m
Drag device clusters to create graph nodes.
A Graph Type: @ Create A New One ) Clone An Existing One
Q ‘v
& sveType: LOADBALANCER
8 TenantA/A10-vThunder (Managed) Consumer Provider
< P
A10-vThun...
®
N1
Please drag a device from devices table and drop it here to create a service node.
A10-VThunder Information
ADC: () Two-Arm © One-Arm
Profile: select a function profile -0
Route Redirect: A10-Thunder-4.2.0/BasicWebServer
1 A10-Thunder-4.2.0/DNS

A10-Thunder-4.2.0/MS-Exchange

A10-Thunder-4.2.0/SSLOffload

A10-Thunder-4.2.0MWebServerWithHA

‘ susMIT || CANCEL

9. Click Submit.
10. Right click on the graph name, and select “Apply L4-L7 Service Graph Template.”

L4-L7 Service Graph Templates

¥
« Name Function Nodes

Tenant-A-Provider |

FADC)
Apply L4-L7 Service Graph Template

Edit L4-L7 Service Graph Template
Delete
Remove Related Objects Of Graph Template

Save as ...

EEEHENE

Post ...

11. Set the consumer and provider EPGs. The provider EPG will be TenantA, and the
consumer will be the Web AP. Set the contract to be the TenantA_Subject contract
we created in chapter 2.
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Apply L4-L7 Service Graph Template To EPGs o X
STEP 1 > Contract 1. Contract 2. Graph
Config A Contract Between EPGs
EPGs Information
Consumer EPG / External Network: TenantA/TenantA-Web-AP/epg-W ~ (3 Provider EPG / Internal Network: TenantA/TenantA_AP1/epg-Tenan ~ (3 <
Contract Information
Contract: () Create A New Contract ® Choose An Existing Contract Subject
Existing °°"'§EE§9VXL"; TenantA_Contract/TenantA_Subject > @
12. Click Next
13. Set the cluster interface.
Apply L4-L7 Service Graph Template To EPGs om
STEP 2 > Graph 1. Contract 2. Graph 3. A10-VThunder Parameters
Config A Service Graph
M Graph Template: TenantA/Tenant-A-Provider > @
o . Consumer Provider
3 sveType: LOADBALANCER . < P
7 TenantA/A10-vThunder (Managed) A10-vThun...
Web-EPG TenantA_E...
L ]
N1

A10-VThunder Information
ADC: one-arm
Profile: BasicWebServer
Policy based Routing: false
Connector

Tvpe: @ General ) Route Peering
BD: TenantA/TenantA_VRF2 - @
Bt
Cluster Interface: From-TenantA Y

14. Click Next

15. We need to set some values for the vThunder here. You can edit the fields by
double clicking on them, typing in the relevant details and clicking “Apply.” If

any required fields are not completed, you will receive a message when you click
on Finish.
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Apply L4-L7 Service Graph Template To EPGs o 3

3. A10-VThunder Parameters

STEP 3 > A10-VThunder Parameters

config parameters for the selected device

Profile Name: ~ BasicWebServer (]

Features:
Folder/Param
[ 4 = Device Config
4 ' Iinterface
4 3 InterfaceConfig
EJ! 1Pv4_Address
&3¢ 1Pv4_Netmask
4 3 Interface
4 =¥ InterfaceConfig
=l 1Pva_Address
=l 1Pv4_Netmask
4 =¥ Function Config
4 ) serverList
4 server
EJf Host
=1’ Name

Al

l0ooo0oO0oOoO0oOoOooooaon

4V i Ao it

16. Click Finish.

How it works...

Required Parameters [ENVERELRSH

1. Contract

Name

Device
exterallntt
extintiCfg
1Pv4_Address.
1Pv4_Netmask
internalint
intlntiCfg
1Pv4_Address
1Pv4_Netmask
Function
Server-List-Default
Server

Host

Name

RED indicators parameters needed to be updated and GREEN indicates parameters will be summitted to the provider EPG.

Value

In this recipe, we created a second EPG within TenantA. We created a new subnet and
inserted an A10 Thunder virtual appliance between the two EPGs, one of which is the
provider, the other is the consumer.

There's more...
Refer to the following PDF for the full walkthrough:

https://www.alOnetworks.com/sites/default/files/A10-DG-16143-EN.pdf

Deploying the ASAv

Deploying the ASAv consists of two parts. Firstly, we need to upload the ASAv device
package and secondly, we need to deploy the OVA file to create the ASAv guest on the
ESXi hosts. This is the same method as the A10 deployment in the previous recipe.
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How to do it...

We start by installing the device package, following the same steps as the “Installing Device
Packages” recipe earlier.

W

The ASAv device package and OVA file do require specific entitlements
from Cisco before you can download them.

From L4-L7 services, select packages and click on “Import Device Package.”

. Browse to the package location and upload it. The package name will be

something like “asa-device-pkg-1.2.4.8”.

The new device should be visible from the L4-L7 Service Device Types window
in the GUL

From vCenter, choose the option to deploy the OVA template (File > Deploy OVF
Template).

Select the appropriate download option. If you are using a standalone ESXi
server, use the file name “asav-esxi.ofv,” or if you are using vCenter use the file
named “asav-vi.ovf.”

Follow the installation wizard, accepting the terms and conditions, and set the
hostname, management IP address, firewall mode.

1. OOB (Out-of-Band) management must be enabled!

Click Finish to deploy the ASAv.
Power on the ASAv virtual machine.

Connect to the console of the virtual machine and configure a username and
password.

1. username admin password adminl23 encrypted privilege 15

Enable HTTP access

1. http server enable
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S

10.

11.

12.

13.

14.
15.

16.

http 0.0.0.0 0.0.0.0 management

From the ACI GUI, select the tenant which will be using the firewall.

Go to L4-L7 Services

Right click on L4-L7 Devices

Click “Create L4-L7 devices”. This will open the device import wizard. Use the
following settings: General Managed: Selected Service Type: Firewall Device
Type: Virtual Mode: Single Function: Goto Select the appropriate VMM domain,
device package, and model. Connectivity Out-Of-Band Credentials Username:
admin (or username set in step 9) Password: admin123 (or password set in step 9)
Device 1 Management IP address: The IP address assigned to the ASAv during
setup. Management Port: https Device Interfaces: Assign the appropriate
interfaces to the desired path. Cluster Set the consumer and provider contract
information and interfaces.

We need to create a Service Graph Template like we did with the A10 device in
the previous recipe, but with a couple of differences. Start by right clicking on
“Function Profiles”, which is in the L4-L7 Services menu option within the
tenant.

Select the option to “Create L4-L7 Services Function Profiles Group”. Give the
group a name.

The new group should appear underneath. Right-click on the newly created
group, and select “Create L4-L7 Services Function Group”.

As we will be setting the firewall up on router mode (GoTo mode in ACI-speak)
we need to select “WebPolicyForRoutedMode” in the profile drop-down.

Set the IP addresses for the internal and external interfaces, along with the
security level.

Because of the profile we chose, HTTP and HTTPS will be allowed through the
firewall, but here we can also add any new rules we want to implement.

Click Submit when you have set the appropriate options.

Create the Service Graph Template, give it a name, drop the firewall cluster object
between the two EPGs. Set the firewall to be Routed, and set the function profile
to the one we created a moment ago.

Apply the template.

The steps here are, again, very similar to the A10 set up; we set the consumer and
provider EPGs, create a new contract and set a filter if we want to. It is advisable
not to set the filter here, instead, we select “No Filter (Allow All Traffic)”, which
means that all traffic filtering performed is decided upon by the contents of the
access list set earlier (step 20).

Click Next
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17. Select the appropriate BDs (Bridge Domains) and cluster interfaces.
18. Click Next

19. Set the config parameters.

20. Click Finish.

We will be setting up the ASAv in Chapter 10.

How it works...

Configuring the ASA is very similar to the A10, with a few additional steps, in fact, once
you have added one device package and set up the corresponding device, each additional
device, no matter the vendor, is all very similar, the hardest part is getting access to the
package file and the virtual machine! The steps are very different than adding a hypervisor,
though, so let's run through that another time, by adding OpenStack to our environment.

There's more...

http://www.cisco.com/c/en/us/support/docs/cloud-systems-management/applicati
on-policy-infrastructure-controller-apic/200428-ASAv-in-GoTo-L3-Mode-with-th
e-Use-of-A.html

Integrating with OpenStack

The easiest way to get started with OpenStack is, by far, the Mirantis OpenStack bundle. It
is easy to set up and comes with everything you need to get started with OpenStack if this is
the first time you have put your toe in this particular pool. You will still require the correct
Cisco subscription to get the package file.

How to do it...

1. Install the Mirantis OpenStack virtual machines, by following the guide at https
://www.mirantis.com/how-to-install-openstack/. This takes about 20
minutes or so to complete and once completed will give you one “FUEL”
controller and three OpenStack nodes to play with.

2. Download the FUEL plugin from http://plugins.mirantis.com/repository/a
/c/aci_opflex/ Copy the plugin to the OpenStack controller:
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1. scp aci_opflex-9.0-9.0.12-1.noarch.rpm root@10.20.0.2:/tmp
root@10.20.0.2"'s password: r00Otme
aci_opflex—-9.0-9.0.12-1.noarch.rpm
100% 615KB 615.1KB/s 00:00 Stuarts-iMac-2:Downloads stu$

2. Login and install the plugin:

1. ssh root@10.20.0.2
root@10.20.0.2"'s password: r0Otme
[root@fuel ~]1#
[root@fuel /]# fuel plugins —--install
/tmp/aci_opflex-9.0-9.0.12-1.noarch.rpm

2. Upload the .rpm file, downloaded from Cisco.

1. scp aci_opflex-9.0-9.0.12-1.noarch.rpm
10.20.0.2:/var/www/nailgun/plugins/aci_opflex-7.0/repositories/ubun
tu/

2. Update the packages file in the above directory

1. dpkg-scanpackages -m . /dev/null | gzip -9c > Packages.gz
(you may need to install dpkg-dev for the above command to work).

2. From the FUEL GUIJ, create a new OpenStack environment.

3. Name the new environment and select the relevant OpenStack release. Click
Next.

4. Select either KVM or Qemu as the hypervisor. Click Next.

5. On the Networking Setup page, select Neutron with VLAN or VLXLAN
segmentation (depending on your requirements). Click Next.

6. Assign a minimum of 1 Controller node and 1 Compute node.
7. Click on the Settings icon for the nodes and enable the ACI OpFlex plugin.
Complete all the fields, making sure that the driver mode is set to ML2.

8. Click Next through the remaining fields until you finish the environment
creation.
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How it works...

The new environment should appear as a new tenant within the APIC GUI The plugin
links the Neutron component of OpenStack to ACL nodes added to OpenStack will appear
as nodes within the APIC.

There's more...

If you would like to read more on getting started with OpenStack, read this link: https://w
ww.mirantis.com/how-to-install-openstack/

For a great video on integrating ACI and OpenStack, watch this video: https://www.youtu
be.com/watch?v=pWMXTb237Vk

Integrating with F5

F5 stopped support of the standard ACI package back in December 2016. This is not to say,
though, that they have shunned ACI, quite the opposite. They continue to embrace ACI, but
getting the two technologies to co-exist works slightly differently.

In this recipe, we will create a basic virtual server on the F5 BIGIP and set this up on our
APIC.

Getting ready...

Before we can configure the APIC, we need to make sure that the F5 components are
running and configured.

For this, we need iWorkflow (version 2.0.0 or above) and a BIG-IP appliance. I am

using iWorkflow-2.1.0.0.0.10285-scsi.ova and BIGIP-13.0.0.0.0.1645.ALL-scsi.ova. These are
available fo download from the F5 website (https://downloads. £5.com) and you can
download the free trials.

These need to be imported into vCenter and the VMs started. Once started, run through the
configuration wizards to set up the basic IP addressing, NTP and DNS configuration. The
BIGIP device should be added into iWorkflow.
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How to do it...

1. From the F5 Big-IP GUI, navigate to iApps > Templates. Select the inbuilt
“5.http” template and scroll to the bottom of the screen. Click on “Copy” and give
the template a name.

1. Make sure you name it correctly as it must be in the format
“name_v1.1.1” or “name.v1.1.1”, so “ACIHTTP_v1.1.2” will work
fine, whereas “ACIHTTP-v1.1.2” will not work as this does not
follow the iWorkflow naming convention.

2. Click on Finish. The resulting template will look like this:

iApps » APICHTTP_v1.1.2

s ~ Template Properties

Properties
Template Name(s) APICHTTP_v1.1.2
Partition / Path Common
Associated Application Services HTTP
System-supplied No
Selected Available
LT™M CGNAT
. EM
R d BIG-IP Modul <<
equire odules ASM
>> | |FPS
GT™M
Minimum BIG-IP Version 11.5.0

Maximum BIG-IP Version

Validity

3. Navigate to iApps > Application Services and create a new application. I created
one called “HTTP” and used the template created in step 1. There are some
required fields, such as the virtual server IP address, port, and the DNS address.
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4. Click on Finished. The resulting service should look a little like this:

iApps » Application Services : Applications » HTTP

¥+ + | Properties Reconfigure Components

| Name Availability Type
= =4 BIG-IP
a[CJHTTP Application Service
=] j “JHTTP_vs D Available Virtual Server
= JJHTTP_pool O Available Pool
|| HTTP_http_monitor Monitor
=] J 1192.168.1.170:80 D Available Pool Member
$3()192.168.1.170 (@ Unknown Node
[j HTTP_source-addr-persistence Profile
j 10.10.10.1 Virtual Address
[j HTTP_cookie-persistence Virtual Server Persistence Profile
[EIHTTP_http Profile
[j HTTP_tcp-wan-optimized Profile
[j HTTP_tcp-lan-optimized Profile
[j HTTP_oneconnect Profile
[j HTTP_optimized-caching Profile
[j HTTP_wan-optimized-compression Profile

Enable = Disable  Force Offline || Refresh

5. Return to iApps > Templates. Select the template created in step 1 and click on
Export. Download the template file.

6. In iWorkflow, navigate to Clouds and Services > iApps Templates.

7. Create a new template, selecting the template downloaded in step 5. Use the
JSON file from BIGIP device, selecting it from the drop-down menu.
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New iApps Template Save | Cancel

iApps Template Details

Eld

Import TMPL file
Choose File template (9).tmpl
#TMSH-VERSION: 13.0.0 [ ]

cli admin-partitions {

update-partition Common
}
sys application template /Common/APICHTTP_v1.1.2 {

actions {

definition {
html-help {
<p><strong>web iApp Template</strong></p> 7z

iApps Source

<

Retrieve JSON from BIG-IP
iApps APL JSON
big-ip.802101.local %

Minimum Supported BIG-IP
Version

Maximum Supported BIG-IP
Version

Unsupported BIG-IP Versions E

8. Click Save.
9. Navigate to Clouds and create a new cloud, setting the connector type to “Cisco
APIC”.

New Cloud Save Cancel

Basic Properties

Name APIC-|
Description
Connector Type Cisco APIC &
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10. Create a Service template, setting the Cloud to the one created in the previous
step, and the template to that created in step 7. Depending on the template you
may need to enter some more information, such as the name, Virtual Address

and Virtual Port.

New L4-L7 Service Template

Properties

Name

Input Parameters

Cloud

Base Template

Application Tier Information

Please match your application
tier settings to the application
properties below

11. Click Save.

HTTP
Accept Defaults
Common Options
+ All Options

APIC-1

<«

APICHTTP_v1.1.2

<«

Name Virtual Address
HTTP basic__addr
Pool Server Address
Select... + Select...
SSL Cert SSL Key
Select... v Select...

Tenant Preview

v

«>

Virtual Port

basic__port

Server Port

Select...

12. Go back to Clouds, and select the APIC cloud created in step 9.

Save

<>

Cancel
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APIC-1 Delete Save Cancel
Basic Properties

Name APIC-1|

Description

Connector Type Cisco APIC

Devices Select... v

APIC Device Package

Download Device Package F5DevicePackage.zip

13. Click on “F5DevicePackage.zip” to download it.

14. Import the device package into the APIC (L4L7 Services > Packages > Import a
Device Package).

4 I L4-17 Service Device Types
» E cisco-asa-1.1
4 2 Fs-iWorkflow-2.0-APIC-1
4 MW 4-L7 Service Functions

& Hrre

4 MW | 4-17 Services Function Profiles

& Hrrp
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15. Navigate to the tenant and import the device (L4-L7 Services > L4-L7 Devices,
right-click on it and select “Create L4-L7 Device*).

16. Fill in the details.

Create L4-L7 Devices o X

STEP 1 > General 1. General 2. Device Configuration

Please select device package and enter connectivity information.

General Device 1

Managed: Management IP Address: 192.168.1.232 Management Port: trps -
Name: F5-Firewall —

VM: vCenter/BIG-IP VE 13.0.0.0.0.164! ~ (3
Service Type: ADC < e ——

Chassis: -
Device Type: | PHYSICAL [RULLTL'E Device Intertaces: X+
VMM Domain: AC|- - -
ACVMWorevSwich v (@ Name wic Paih (Only For Route Pesring)
View: @ Single Node ©) HA Node 1.1 Network adapter 1
© Cluster 12 Network adapter 2
Device Package: F5-IWorkflow-2.0-APIC-1 - @
Model: B|G-IP-VE-GENERIC -
Cluster
Management IP Address: 192.168.1.232 Management Port: hirps -
Device Manager: -
Cluster Interfaces: x +
Tyne Name Concrete Interfaces
ConneC“Vlty provider Provi Device1/1_1
APIC to Device @ Out-Of-Band consumer Conn1 Devicel/1 2

Management Gonneetivity:
© In-Band

Credentials

Userame: admin

PASSWOr: ...

Confirm Password: ...

NEXT CANCEL

17. Click Next.

18. Click Finish.

19. From the L4-L7 Service Graph Templates menu, create a new service graph
template.

20. Name the graph and then drag the F5 object between the Consumer and Provider
EPGs.

21. Select the HTTP function profile.
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Create L4-L7 Service Graph Template

Drag device clusters to create graph nodes.

(i]x

o
J sveType: LOADBALANCER
8 TenantAFF5-Firewall (Managed)

Graph Name: F5-SGT

Graph Type: @ Create A New One © Clone An Existing One

Consumer

< < 3

Provider

F5-Firewall

L ]
N1

Please drag a device from devices table and drop it nere to create a service nade.
F5-Firewall Information

ADC: © Two-Arm

© One-Arm
Profle: select a function profile -®
Route Redirect: |F5-Workflow-2.0-APIC-1/HTTP —

R

22. Click Submit.

After that, you would create the contract between the provider and consumer, setting the service template to

be the one created in the steps above.
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Providgr-3(1 2
Contract Information
Contract Name:TenantA/Provider-3
L4-L7 Service Graph:F5-SGT
LB
Filters:
Filter Name Filter Entry
HTTP-3 any {icp)

TenantA_EPG3 TenantA_EPGTenantA_VRF/AnyEP&enantA_EPG2

J

Above, we can see a contract between TenantA_EPG3 (Provider) and TenantA_EPG1 (Consumer).

There's more...

If this recipe has whetted your appetite, you can read the full set up document:

https://support.f5.com/kb/en-us/products/iworkflow/manuals/product/iworkflow-

cisco-apic-administration-2-0-0/6.html

There are a couple of good videos on YouTube showing how to integrate F5 with ACI:

https://www.youtube.com/watch?v=VTE7E14N]j6c
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Hypervisor Integration (and other 3rd Parties)

https://www.youtube.com/watch?v=gBAQeMUwgJE

Integrating with Citrix NetScaler

ACI works with Citrix NetScaler MPX, SDX, VPX and the 1000V series. Integrating the two
is very straight forward, and if you have run through either the A10 or ASA recipes, then
integrating NetScaler will not be any different.

Getting ready...

You will need to download the package from Citrix. This is restricted content, so you may
need to speak to your account manager.

https://www.citrix.com/downloads/netscaler—adc/components/netscaler-device-p
ackage-for-cisco-aci.html

How to do it...

The documents from Citrix highlight how easy it is to integrate NetScaler and ACI. Their
document lists the seven steps.

Install the NetScaler devices.

Configure the management interfaces and credentials.
Install the NetScaler device package onto the APIC.
Create a device cluster within APIC to manage the device.
Define the logical interfaces and define a VLAN pool.
Define the service graph.

NSOk ®h =

Associate the service graph and the device cluster with a logical device and add
to the application profile contract.

We have covered all these steps in the previous recipes.

There's more...

For the official Citrix documentation, refer to these links:

https://www.citrix.com/content/dam/citrix/en_us/documents/products-solutions
/implementing-cisco-application-centric-infrastructure-with-citrix-netscaler
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Routing in ACI

In this chapter, we will look at:

¢ Creating a DHCP relay

e Utilizing DNS

¢ Routing with BGP

¢ Configuring a layer 3 outside interface for tenant networks
¢ Associating Bridge Domain with External Network
¢ Using Route Reflectors

¢ Routing with OSPF

¢ Routing with EIGRP

e Using IPv6 within ACI

e Setting up Multicast for ACI tenants

¢ ACI transit routing and route peering

Introduction

ACI works extremely well by itself, however, as the John Donne once said; “no man is an
island”. Here we will look at how to extend ACI through routing. Before we delve into the
world of routing, we will look at helping our nodes get IP addresses by creating a DHCP
relay and help them to resolve names through DNS. Once we have covered these, we will
look at configuring BGP (Border Gateway Protocol), OSPF (Open Shortest Path First), and
EIGRP (Enhanced Interior Gateway Routing Protocol). We will then look at how easy IPv6
and Multicast support is within ACI, before finishing the chapter looking at transit routing.
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Creating a DHCP relay

By default, ACI-wide flooding is disabled. Because flooding is disabled, connecting to a
DHCP server is only possible if it is in the same EPG as the client (as flooding within a
bridge domain is enabled).

The options, therefore, are to have one DHCP server per-EPG, which would be wasteful on
“compute” resources and on administrative time, or to use a DHCP relay and have one,
central, server.

In this recipe, we will be setting up a DHCP relay.

How to do it...

We will be using the Common tenant for this (first), as it is best practice to place resources
within this tenant if they are to be shared across multiple tenants. Using the Common
tenant is not the only way, though, we can also use the Fabric Access policies to achieve the
same end-goal or the Infrastructure tenant.

Why would you use one tenant over the other? Using the Common
tenant means that the DHCP relays can be used by any tenant. If we use
the Infrastructure tenant, the DHCP relay policies are selectively exposed to
the other tenants. Configuring a Global DHCP relay under the Fabric
Access means that any tenant can use the DHCP relays and we have a
higher level of control.

Creating a DHCP Relay using the Common tenant

1. From Tenants > Common > Networking > Protocol Policies > DHCP, right click
on Relay Policies and select Create DHCP Relay Policy.

[184]
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ALL TENANTS | Add Tenant | Search: | common | infra | mgmt | TenantA
enant common  -::] ..
L 1ol Poiicies - DHCP

M Quick Start
4 2 Tonant common
» I Application Profiles
4 MW Networking -
» I Bridge Domains Name
» I VRFs
» Il Exiernal Bridged Networks
» I External Routed Networks
» I Route Profiles
4 M Protocol Policies
» I BFD
» I PIM
» I Route Maps
» I BGP
» I OsPF
» M EIGRP
» Il IGMP Interface ‘
» Il |GMP Snoop
» Il Custom QOS
» I End Point Retention
4 m DH(

» I (
oy Create DHCP Option Policy
1. ' I

Create DHCP Relay Policy

2. Name the policy, and click the plus sign next to Providers.

[185]
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Create DHCP Relay Policy o X

Create DHCP Relay Profile

Name: Common-DHCP-RP

Description: | optional

Providers: +

Associated EPG DHCP Server Address

SUBMIT CANCEL

3. Select the EPG-type (which should be “Application EPG”).

4. Select Application EPG where the DHCP server is located (for this we are going
to use one that would be situated within TenantA).

1. Notice that the Common tenant has access to all of the tenants,
8 their application profiles, and their EPGs.

2. Enter the DHCP Server address.

[186 ]
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Create DHCP Provider (i ] %

Create DHCP Relay Provider

EPG Type: @ Application EPG
() L2 External Network
() L3 External Network

() DN
Application EPG: TenantA v @ TenantA_AP1 « TenantA_EPG1 v
Tenant Application Profile EPG

DHCP Server Address: 10.0.0.100

OK | ‘ CANCEL |

3. Click OK.
4. Click Submit.

[187]
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Create DHCP Relay Policy

oL

Create DHCP Relay Profile

Name: Common-DHCP-RP

Description: | cptional

Providers: X +
Associated EPG DHCP Server Address
uniftn-TenantA/ap-TenantA_AP1/.. 10.0.0.100

SUBMIT CANCEL

Next, we need to create the labels.

5. From TenantA, go to Networking > Bridge Domains > TenantA-BD. Right click

on DHCP Relay Labels and select Create DHCP Relay label.

[188]
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Tenant TenantA -::]

M Quick Start
4 &+ Tenant TenantA

DHCP Relay Labels

4 IR Application Profiles < 4

» & TenantA_AP1
4 Networking
4 Bridge Domains
A TenantA-BD

M pHCP e

BN 1417 5o (2] Create DHCP Relay Label

» Il Subnets
» Il ND Proxy Subnets

6. Set the scope to “tenant”.

7. Select the Tenant DHCP Relay policy we created earlier.

Create DHCP Relay Label

Create DHCP Label

Name: Common-DHCP-RP

DHCP Option Policy: select a value

SUBMIT

CANCEL

[189]
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2. Click Submit.

The second method we will look at is creating an access policy for a global DHCP relay.

Creating a Global DHCP Relay

1. From Fabric > Access Policies > Global Policies > DHCP Relay Policies, right-click
and select Create DHCP Relay Policy.

Inventory | Fabric Policies | Access Policies

=

i mhad Global Policies - DHCP Relay Policies
M Quick Start

» I Suitch Policies

» I Module Policies O i

» I Interface Policies

4 M Giobal Policies Neme DHEP Server
» I Attachable Access Entity Profiles default

» Il QOS Class Policies
Pl DHCP S=====isi=
& MmcPir Create DHCP Relay Policy
E EP Loop Protection Policy
E Error Disabled Recovery Policy

1 E Port Tracking

2. Name the policy and click the plus sign next to Providers.

[190]
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Create DHCP Relay Policy

OL.

Create DHCP Relay Profile

Name: Global-DHCP-Policy|

Description: | optional

Providers:

Associated EPG DHCP Server Address

SUBMIT

CANCEL

1.

2. Select the EPG-type (Application EPG).
3. Choose the application EPG where the DHCP server is.
4. Enter the DHCP server address.

[191]
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Create DHCP Provider

Create DHCP Relay Provider

EPG Type: @ Application EPG
() L2 External Network

() L3 External Network

() DN
Application EPG: TenantA v @ TenantA_AP1 + TenantA_EPG1 v
Tenant Application Profile EPG

DHCP Server Address: 10.0.0.100

o

” CANCEL |

2. Click OK.

[192]

www.hellodigi.ir



https://technet24.ir

Routing in ACI

Create DHCP Relay Policy (i ] %

Create DHCP Relay Profile

Name: Global-DHCP-Policy

Description:

Providers: X +

Associated EPG DHCP Server Address
uniftn-TenantA/ap-TenantA_AP1/...  10.0.0.100

SUBMIT CANCEL

1.

2. Click Submit. We need to create another set of labels here, as we did in the first
method.

1. Thave created a second tenant for this, called TenantB. Jump
ahead to chapter 7 if you want to create it yourself using the
REST client, or drop back to chapter 2 if you want to set it up by
hand (just replace “TenantA” with “TenantB” and use the subnet
20.0.0.1/24).

2. From TenantB, select Networking > Bridge Domains > TenantB-BD.
3. Right-click DHCP Relay Labels and select Create DHCP Relay Label.

[193 ]
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Tenant TenantB B

DHCP Relay Labels

M Quick Start
4 & Tenant TenantB

» Il Application Profiles O +

4 m Networking

~ Name
4 M Bridge Domains

4 TenantB-BD

M DHCP Relay Lat -

. Create DHCP Relay Label
M | 4-L7 Service Pe

» Il Subnets

. » Il ND Proxy Subnets

2. Set the scope as infra.
3. Select the Global DHCP Relay Policy created earlier.

Create DHCP Relay Label om

Create DHCP Label

Scope: IH"H tenant

Name: Global-DHCP-Policy v P

DHCP Option Policy: select 2 value

SUBMIT CANCEL
1.

[194 ]
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2. Click Submit.

How it works...

For this to work between EPGs, we would need to have routing in place, as well as a
contract to permit the DHCP traffic. Refer to Chapter 2 for how to create contracts.

There's more...

In a multitenancy environment, tenants will require separate DHCP servers, otherwise, they
could receive incorrect IP addresses, gateway addresses, DNS server addresses and much
more.

Utilizing DNS
A DNS policy will be required to connect to external servers by their name, rather than their
IP address. Such services could be AAA, Radius, or vCenter.

The DNS service policy is a shared policy, in that any tenant and VRF that uses this service
must be configured with the particular DNS profile label.

How to do it...

1. From Fabric, select Fabric Policies > Global Policies > DNS profiles. Right-click
on DNS Profiles and select Create DNS Profile.

[195 ]
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Inventory | Fabric Policies | Access Policies

S shal Global Policies - DNS Profiles
M Quick Start
» Il Switch Policies
» Il Module Policies O i
» I Interface Policies
» Il Pod Policies Name Management EPG
4 I Global Policies default

» Il DNS Profiles ]

BB Health Score Polici ) CTeste DNS Profle
E Multicast Tree Policy default
E Load Balancer Policy default
& Favric L2 MTU Policy

1 El LLDP Policy default

2. Name the profile and select the default Out-of-band option next to Management
EPG.

[196 ]
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Create DNS Profile

Create DNS Profile

Name:

Description:

Management EPG:

DNS Domains:

DNS Providers:

Global-DNS-Policy

optional

default (Out-of-Band)

Name Default

Description

Address

Preferred

1.

‘ SUBMIT I| CANCEL |

2. Click the plus sign next to DNS Providers and add the IP addresses of the DNS
servers. Select the Preferred tick box if you want to.

[197]

www.hellodigi.ir




Routing in ACI

NGk e

Create DNS Profile o X

Create DNS Profile

Name: Global-DNS-Policy

Description: | optional

Management EPG: default (Out-of-Band) - 3
DNS Domains: +
Name Default Description
DNS Providers: X +
Address Preferred
8.8.8.8 True
8844 False

| SUBMIT || CANCEL |

Set the DNS domains in the same manner.

Click Submit. We need to set the labels, again.

From Tenants, select the mgmt. tenant.

Go to Networking, then to VRFs, and select oob.

Scroll down the page in the working pane until you see the DNS labels box.
Enter the DNS label (Global-DNS-Policy).

[198]
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ALL TENANTS | Add Tenant | Sea enter name, descr | common | TenantA | TenaniB | infra | mgmt
Tenant mgmt H
VRF - oob
Ml Quick Start

4 & Tenant mgmt
» I Application Profiles

(S 4
4 m Networking
» I Bridge Domains Properties
4 M vRF
_ i Address Family
» O inb
4 @ oob

| Deployed VRFs (Simple Mode)
M Multicast

® EPG Collection for VRF OSPF Timers: select 4 value -

» I External Bridged Network:
emal bridged Networks OSPF Context Per Address Family:

» I External Routed Networks
» I Route Profiles + OSPF Address Family Type

» I Protocol Policies
» Il |P Address Pools o

MW 417 Service Parameters
» I Security Policies

End Point Retention Policy: =clect a value v
> ici
Troubleshoot Policies This policy only applies to remote L3 e
» I 417 Services Monitoring Policy: select 2 value -

»
8 Node Management EPGs EIGRP Context Per Address Family:

» M External Management Network Instance...
» I Node Management Addresses « EIGRP Address Family Type

» i Managed Node Connectivity Groups

=—————————J3 DNS labels: Global-DNS-Policy

enter names separated by comma

1 . Figure XXX.

2. Click Submit.

[199]
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Perform the steps 6 to 10 with TenantA to provide the tenant with access
to the same global DNS profile.

How it works...

Because the APIC uses a Linux-based operating system, the above recipe adds entries to the
/etc/resolv.conf file. We can check the contents of this by running the command “cat
/etc/resolv.conf”.

apicl# cat /etc/resolv.conf
# Generated by IFC
nameserver 8.8.8.8

nameserver 8.8.4.4

apicl#

There's more...

In the recipe above there is the assumption that TenantA will require the same DNS
resolution as the APIC management. In an environment where there are multiple tenants,
who may have overlapping address spaces (as is often the case with REC1918 private
addresses), then they will need to deploy their own DNS servers to overcome this issue. To
facilitate upstream DNS resolution (i.e. names outside of their own network), they would
need to employ some sort of external routing within their own VRFs. We will look at
external routing next.

Routing with BGP

ACI supports three routing protocols, BGP, OSPF, and EIGRP. We will start by looking at
BGP.

As we go forward, we will see that the steps taken to implement OSPF and EIGRP are very
similar. The steps, from a 10,000-foot view, are to create an “external routed network,”
configure an interface, and associate this interface to a bridge domain. To get a visualization
of the type of deployment we would be looking at, refer to figure XXX.

[200 ]
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el/3
10.2.20.1/24

10.2.20.2/24

2222
AS 200

Figure XXX.

How to do it...

1. Navigate to TenantA > Networking > External Routed Networks.
2. Right-click on this and select “Create Routed Outside.”

[201]

www.hellodigi.ir


http://www.hiva-network.com/

Routing in ACI

Tenant TenantA -::]

M Quick Start
4 A Tepant TenantA
» I Application Profiles
4 m Networking
» I Bridge Domains
4 B VRFs
4 A TenantA_VRF

[ Deployed VRFs (Simple Mode)

M Multicast

® EPG Collection for VRF
» I External Bridged Networks
4 M External Routed e

» MM Set Action Rul [‘E Create Routed Outside

» I Maich Action Rule Profiles

3. Give the new Routed Outside a name.
4. Click BGP checkbox.
5. Select the desired VRF.

Create Routed Outside

External Routed Networks

~ Name Description

STEP 1 > Identity 1. Identity 2. External EPG Networks
Define the Routed Outside
Name: TenantA-Routed PIM: [
Description: |optional | BGP EIGRP
["1osPF
Provider Label: ‘ ‘

Tags: v

enter tags separated by comma

Route Control Enforcement: [ Import

Target DSCP: Unspecified v

VRF: TenantA/TenantA_VRF > i@

6. Click Next.
7. Click Finish.

enter names separated by comma
Consumer Label: ‘ ‘

enter names separated by comma

[202]
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Create Routed Outside cm

STEP 2 > External EPG Networks 1. Identity 2. External EPG Networks

Configure External EPG Networks

Create Route Profiles: [

External EPG Networks

Name QoS Class Description Target DSCP Subnet

| PREVIOUS | FINISH || CANCEL |

8. The new profile will appear in the work pane. Selecting it will show us the
options we have configured so far.

[203 ]
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L3 Outside - TenantA-Routed

Quick Start
4 & Tenant TenantA
» M Application Profiles
4 B Networking
» M Bridge Domains
» B VRFs
» B External Bridged Networks
4 M Extemal Routed Networks
» I Set Action Rule Profiles.

» B Match Action Rule Profiles

4 TenantA-Routed
» B Logical Node Profiles
> B Networks
» I Route Profiles
» I Route Profiles
» I Protocol Policies
M L4-L7 Service Parameters.
» M Security Policies
» M Troubleshoot Policies
» B Montoring Policles
» B 1417 Services

o ¥

Properties
Name: TenantA-Routed

Description: u

Tags: -
Gniertags separated by comma
Alias:
Provider Label:
it namos separated by comma
Consumer Label:
rir names separated by comma.
Target DSCP: Unspecified -

Route Control Enforcement: [ import Export

VRF: TenantA/TenantA_VRF  ~ ]
Resolved VAF:
External Routed Do,

fenantA/TenantA_VRF
select an option -

Route Profile for Interle:

: select a value -

Route Control For Dampening:

~ Address Family Type

Enable BGP/EIGRP/OSPF: | BGP EIGRP
[JospF

Pim: [

Route Dampening Policy

No items have been found.
Select Actions to create a new ftem.

i

ACTIONS ~

9. Select Node Profiles on the right-hand side and click the plus sign.

Main

Node Profiles

10. Name the profile, and click the plus sign next to Nodes.

[204]
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Create Node Profile em

Specify the Node Profile

Name: TenantA-Node-Profile

Description: optional

Target DSCP: Unspecified v

Nodes: +

Node ID Router ID Static Routes Loopback Address

11. Select a node from the drop-down menu.

Select Node

Select Node and Configure Static Routes

Node ID: | select a node v @

Router ID:

Use Router ID as Loopback Address: Node-1 (Node-101)
Loopback Addresses: E#H Node-2 (Node-102)

12. Enter a Router ID.
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Select Node om

Select Node and Configure Static Routes

Node ID: |topology/pod-1lnode-101 Va

Router ID: 1.1.1.1|

Use Router ID as Loopback Address: ¥
Loopback Addresses:

Uatlalloil

Static Routes: +

IP Address Next Hop IP

1. Whenever you create a router ID on a leaf switch; it creates an
internal loopback interface with that IP address.

2. Click the plus sign next to “BGP Peer Connectivity Profiles.”
3. Enter the peer address, the remote AS number and the local AS number.
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Create BGP Peer Connectivity Profile

Define BGP Peer Connectivity Profile

Peer Address:

Description:

BGP Controls

t 2.2.2.2

address

optional

. L] Allow Self AS
[ Disable Peer AS Check
[[] Next-hop Self
[] send Community
[_] Send Extended Community

CHECK ALL |

UNCHECK ALL |

Password:

Confirm Password:

Peer Controls

EBGP Multihop TTL:

Weight for routes from this neighbor:

. [] Bidirectional Forwarding Detection
[ Disable Connected Check

1 =

-
v

Private AS Control:

BGP Peer Prefix Policy:
Remote Autonomous System Number:
Local-AS Number Config:

Local-AS Number:

["1 Remove private AS

select a value -

200 a

100| b
This value must not match the MP-

4. Click OK.

5. Click Submit. We can now create an external network

6. Click “Networks” on the top right-hand side, and click the plus sign.
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Stats Faults History
Main Node Profiles

S

7. Name the network, and click on the plus sign next to Subnet.
8. Set the IP address and Subnet.
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Create Subnet

Specify the Subnet

IP Address: 10.2.20.0/24|

address/mask

scope: [_| Export Route Control Subnet

] External Subnets for the External EPG
[] Shared Route Control Subnet
["] Shared Security Import Subnet

BGP Route Summarization ccject an option

Policy:

aggregate:

Route Control Profile:

Name

Direction

‘ OK | ‘ CANCEL |

9. Click OK.
10. Click Submit.

You can learn more about BGP from my book, BGP For Cisco Networks.

We now need to create an interface to connect through.
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Configuring a layer 3 outside interface for
tenant networks

We can create three types of interfaces for routing; these are:

e Routed Interfaces
e SVIs
e Routed Sub-interfaces

We will create one of each!

How to do it...

First, we will create Routed interfaces which are physical interfaces that have an IP address.

Creating Routed interfaces

1. Navigate to TenantA > Networking > External Routed Networks > TenantA-
Routed.

Expand Logical Node Profiles.
Expand TenantA-Node-Profile.
Right-click “Logical Interface Profiles.”

SIS

Select “Create Interface Profile.”
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Tenant TenantA B

Logical Interface Profiles
M Quick Start
4 & Tenant TenantA

» I Application Profiles < ¥
4 I Networking

~ Name
» I Bridge Domains

» Il VRFs
» I External Bridged Networks
4 M External Routed Networks
Il sct Action Rule Profiles
I Match Action Rule Profiles
4 D TenantA-Routed
4m Logical Node Profiles
4 E TenantA-Node-Profile
M | ogical Interface Profiles |
4 Configured Nodes [#] Create Interface Profile
E topology/pod-1/node-101
El BGP Peer Connectivity Profil...[*

6. Name the interface profile and select the interface type (Routed Interface).
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Create Interface Profile o m

Specify the Interface Profile

Name: TenantA-R|

Description: | optional

ND policy: select 2 value v

Earess Data Plane Policing Policy: select a value v
Ingress Data Plane Policing Policy: sclect 2 value -
PIM Interface Policy: select an option v

IGMP Policy: select an option v

BFD Interface Profile

Authentication Type: No authentication v
BFD Interface Policy: select a value v
Interfaces

Routed Interfaces svi Routed Sub-Interface

Routed Interfaces +

Path IP Address MAC Address MTU (bytes)

7. Click the plus sign to open the “Select Routed Interface.”

8. Select the desired leaf node and interface from the drop down. This interface
would connect to another device, such as a switch or router with which it would
form the BGP peering.

Select Routed Interface o m
Specify the Interface
Path: |topology/pod-1/paths-101/pathep-[eth1/3] N
Description:

IPv4 Primary / IPv6 Preferred Address: | 4 &= Node-1 (Node-101)

L1
IPv4 Secondary / IPv6 Additional
Addresses: L1
s
L3 14

9. Set the IP address (I have chosen 10.2.20.1/24).
10. Set the peer-specific “BGP Peer Connectivity Profiles.”
11. Click Submit.
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Configuring an External SVI Interface

SVIs, or Switch Virtual Interface, are a virtual interface like the ones we would use in VLAN

routing.
1. Follow steps 1-6 from the recipe above, selecting SVI as the interface type.
2. Choose the interface from the drop-down menu.
3. Set the IP address and subnet mask (10.20.20.101/24 here).
4. Click OK.
 Create Interface Profile
Specify the Interface Profile
Name: TenantA-SVI
Description: |optional
ND policy: select a value v
Egress Data Plane Policing Policy: select a value v
Ingress Data Plane Policing Policy: sclect a value v
PIM Interface Policy: select an option v
IGMP Policy: select an option v
BFD Interface Profile
Authentication Type: No authentication v
BFD Interface Policy: select a value v
Interfaces
| Routed Interfaces svi Routed Sub-Interface
SVl Interfaces X +
Path IP Address MAC Address MTU (bytes)
Pod-1/Node-101/eth1/4 10.2.20.101/24 00:22:BD:F8:19:FF inherit
1
5. Click Submit.
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Configuring Routed Sub-Interfaces

A Sub-interface is a virtual interface created “within” a physical interface. It uses dotlq
encapsulation.

Follow the steps above for the SVI recipe, but select the Routed Sub-Interface as the
interface type.

The result should look like this:

Create Interface Profile o X

Specify the Interface Profile

Name: TenantA-RSI

Description:
ND policy: -
Egress Data Plane Policing Policy: -
Ingress Data Plane Policing Policy: -
PIM Interface Policy: v
IGMP Policy: -

BFD Interface Profile

Authentication Type: No authentication v
BFD Interface Policy: -
Interfaces
Routed Interfaces SvI Routed Sub-Interface
Routed Sub-Interfaces x +
Path IP Address MAC Address MTU (bytes)
Pod-1/Node-101/eth1/5 10.2.20.102/24 00:22:BD:F8:19:FF inherit

Associating bridge domain with External
Network

Now that we have a routed interface, we must associate it with the bridge domain.
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How to do it...

1. Navigate to TenantA > Networking > Bridge Domains > TenantA-BD.

Tenant TenantA 3]

B Quick Start
4 A Tenant TenantA
» I Application Profiles

4 m Networking
4 Bridge Domains
4 == TenantA-BD
» Il DHCP Relay Labels
Ml | 4-L7 Service Parameters
» I Subnets
» Il ND Proxy Subnets

2. Click on L3 Configurations on the right-hand side.

3. If required, you can add additional subnets here as well. In the figure below, I
have added the 10.2.20.0/24 subnet.

4. Select the TenantA-Routed L3 Out under “Associated L3 Outs”.
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Bridge Domain - TenantA-BD i

m Operaional ~ Stats ~ Health  Faults  History

Main  [ESSUTFTETSEN  Advanced/Troubleshooting
o¥ [ 100 |

Properties
Unicast Routing: ~]
Operational Value for Unicast Routing: true
Custom MAC Address: 00:22:BD:F8:19:FF

Virtual MAC Address: Not Configured

Subnets: +
~ Gateway Address Scope Primary IP Address Virtual IP Subnet Control
10.0.0.1/24 Private to VRF False False
10.2.20.1/24 Private to VRF False False
Associated L3 Outs: < +
~ L30ut

TenantA/TenantA-Routed

ccommon/default

5. Select the same L3 Out for the “L3 Out for Route Profile”.

Associated L3 Outs: 4

~ L30ut

TenantA-Routed

L3 Out for Route Profile: ‘enantA/TenantA-Routed + @

Route Profile: -
Link-local IPv6 Address: ::
ND policy: -

‘ SHOW USAGE ” SUBMIT ” RESET I

6. Click Submit. One issue here is that we will not be advertising any routes. If you
have a successful peering to another BGP speaker, you will see that you will
receive routes advertised to you, but the other speaker will not receive any
prefixes from the tenant. Therefore we must make a small change.

7. Navigate to TenantA > Networking > Bridge Domains > TenantA-BD > Subnets
and click on the 10.2.20.1/24 subnet.

[216]

www.hellodigi.ir


https://technet24.ir
http://www.hiva-network.com/

Routing in ACI

Tenant TenantA H

M Quick Start
4 2 Tepant TenantA
4 m Application Profiles

» & TenantA_AP1
4 m Networking
4«4 Bridge Domains
4 TenantA-BD
» Il DHCP Relay Labels
M | 4-L7 Service Parameters
4 I subnets
B3 10.0.0.1/24
B3 10.2.20.1/24

8. Tick the box Advertised Externally.
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Subnet - 10.2.20.1/24

O ¥

Properties
IP Address: 10.2.20.1/24

Description:

Treat as virtual IP address: [ |
Make this IP address primary: M

Scope: [_] Private to VRF
| Advertised Externally
[] Shared between VRFs

Subnet Control: [_] Querier IP
L3 Out for Route Profile: -

Route Profile: -

9. Click Submit.

10. Return to the TenantA-BD bridge domain, and look at the L3 Configurations tab.
You will now see that the scope for the 10.2.20.1/24 subnet has now changed to
“Advertised Externally.”
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Bridge Domain - TenantA-BD

S 4

Properties
Unicast Routing: Z|
Operational Value for Unicast Routing: true
Custom MAC Address: 00:22:BD:F8:19:FF

Virtual MAC Address: Not Configured

Subnets:
~ Gateway Address Scope
10.0.0.1/24 Private to VRF
10.2.20.1/24 Advertised Externally

Using Route Reflectors

We will now enable (on a very limited scale) route reflection in BGP. To do this, we will be
reusing the PoD-Policy we created earlier, back in chapter 2.

This is the same method you would use if you wanted to implement multiprotocol

BGP. Strictly speaking, however, route reflection is not the same as multiprotocol BGP (MP-
BGP). Route reflection reflects routes from one route reflector client to another, through a
“server,” bypassing the need for a full mesh between BGP speakers. MP-BGP is used to
carry both IPv4 and IPv6 traffic (as well as MPLS VPN traffic), using “address-families.” The
two can be implemented together; you can have route reflection within MP-BGP, but to say
that configuring BGP route reflectors also implements MP-BGP, is not quite correct. We are
looking at this from an ACI-standpoint, though, so let's refer to this as an “alternative fact”
and move on to configuring MP-BGP.

Within ACI, MP-BGP serves to distribute the routes received from external sources, within
the ACI fabric (from spine to spine). It is not used to connect to external sources.
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By default, MP-BGP is disabled. We should enable it.

How to do it...

1. Navigate to Fabric > Fabric Policies > Pod Policies > Policies > BGP Route
Reflector default.

Inventory | Fabric Policies | Access Policies
Policies ]
M Quick Start
» I Switch Policies
» I Module Policies

BGP Route Reflector Policy - BGP Route Reflector default

)

» I interface Policies v i

4 M Pod Policies Properties
4 M policies

Name: default
» [ Date and Time

» Il sNVP

Description: | optional

» I Management Access
& 1818 Policy default
L cooP Group Policy defaut
EL BGP Route Reflector default

Autonomous System Number: 20

Route Reflector Nodes:

Node ID Node Name

2. Set the AS number and add the spine nodes using their Node ID, which you can
find from the Fabric > Inventory page (Fabric Membership).

BGP Route Reflector Policy - BGP Route Reflector default

S 4

Properties

Name: default

Description: | optional

Autonomous System Number: 10

Ll

Route Reflector Nodes:

Node ID Node Name Description

103 Spine-1
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3. Click Submit.
4. Navigate to Fabric > fabric Policies > Pod Policies > Policy Groups.

5. Select the PoD-Policy created in the second chapter.

Policies i
M Quick Start

» Il Switch Policies

» Il Module Policies

» I Interface Policies

4 MR Pod Policies
» Il Policies
4 M Policy Groups

E PoD-Policy
4 M Profiles

4 @ Pod Profile POD-Profile

1 rob1

» El Pod Profile default

6. Select default from the drop down next to BGP Route Reflector Policy.
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Properties
Name: PoD-Policy

Description:

Date Time Policy: NTP-POLICY v P

Resolved Date Time Policy: NTP-POLICY
ISIS Policy: -

Resolved ISIS Policy: default
COOP Group Policy: -

Resolved COOP Group Policy: default
BGP Route Reflector Policy: | -

Resolved BGP Route Reflector Policy: default

Management Access Policy: -

Resolved Management Access Policy: default
SNMP Policy: -

Resolved SNMP Policy: default

7. Click Submit.
8. You will get a warning (because you are editing an existing, in-use policy group).

"f Modifying a Pod Policy Group may cause fabric disruption, are you sure you want to continue?

YES NO

9. Depending on whether you are running a production environment, or not, you
may want to make this change out of hours. Or just click Yes.
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How it works...

If you have added more than one node (as you should do), then the BGP relationships
should form between the spines and the leaf nodes will become route reflector clients of the
spines. To check the state, navigate to Fabric > Inventory > Fabric > Pod 1 > Spine-1 >
Protocols > BGP > BGP for VRF-overlay-1 > Sessions. The state should show “Established.”

Routing With OSPF

In this recipe, we will cover routing with OSPF, including configuring an OSPF interface
Policy and Profile.

How to do it...

1. Start by creating an External Routed Network, navigate to Tenants > TenantA >
Networking > External Routed Networks. Right-click on this and select “Create
Routed Outside.”

2. Name it, choose OSPF and set the OSPF area ID. Cisco ACI supports NSSA,
Regular areas, and Stub areas.

| Create Routed Outside o b 4

STEP 1 > Identity 1. Identity 2. External EPG Networks

Define the Routed Outside

Name: TenantA-Routed-OSPF PIM: [
[1BGP
] OSPF

Description:

OSPF Area ID: 1

Tags: -

OSPF Area /] Send redistributed LSAs into NSSA area
Control: ] Originate summary LSA
[] Suppress forwarding address in translated LSA

enter tags separated by comma

Route Control Enforcement: [ |mport

Target DSCP: Unspecified v OSPF Area Type: [LEELEICES Regular area | Stub area |
VRF: - OSPF Area Cost: 1 -
External Routed Domain: v Provider Label:
enter names separated by comma
Route Profile for Interleak: v

Consumer Label:
enter names separated by comma

3. Click the plus sign next to “Nodes And Interfaces Protocol Policies.”
4. Name the policy.
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o

11.

12.

Create Node Profile

Specify the Node Profile

Name: Node-101

Description: | optional

Target DSCP: Unspecified v

Click the plus sign next to Nodes.
Select the node and set a router ID.
Set any static routes that may be required.

elect Node om

Select Node and Configure Static Routes

Node ID: |topo|ogy/pcd~1/node-101 Y

Router ID: 3.3.3.3

Use Router ID as Loopback Address: K|

Loopback Addresses:

3333

Static Routes: +

IP Address Next Hop IP

Click OK.

. Click on the plus sign next to “OSPF Interface Profiles.”
10.

Name the profile and set any authentication settings and BFD (BiForwarding
Detection) configuration.

Configure the interface type (again choosing from Routed, SVI or Routed Sub-
Interface).

Click on the plus sign to create the interface.
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Create Interface Profile

Specify the Interface Profile

Name: OSPF-SVI

Description: | optional ‘

ND policy: select a value v

Egress Data Plane Policing Policy: sclect a value v

Ingress Data Plane Policing Policy: seclect a value v

OSPF Profile

Authentication Type: No authentication v
Authentication Key:
Confirm Key:

OSPF Policy: select a value v

BFD Interface Profile

Authentication Type: No authentication v
BFD Interface Policy: select a value v
Interfaces
Routed Interfaces svi Routed Sub-Interface
X
SVl Interfaces +
Path IP Address MAC Address MTU (bytes)
Pod-1/Node-101/eth1/6 10.2.30.1/24 00:22:BD:F8:19:FF inherit

13. Click OK.
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eate Node Profile

Specify the Node Profile

Name: Node-101

Description: | optional

OSPF Interface Profiles:

Target DSCP: Unspecified v
Nodes: x +
Node ID Router ID Static Routes Loopback Address
topology/pod-1/n...  3.3.3.3
x +

Name Description
OSPF-8SVI

Interfaces
[eth1/6]

OSPF Policy

14. Click OK.
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Create Routed Outside Gm

STEP 1 > Identity 1. Identity 2. External EPG Networks

Define the Routed Outside

Name: TenantA-Routed-OSPF PIM: [
[1BGP EIC
] OsPF

Description: |optional

OSPF Area ID: 1

Tags: -

OSPF Area ] Send redistributed LSAs into NSSA area

enter tags separated by comma "
Control: ] Originate summary LSA

Route Control Enforcement: [ import Expo [_] Suppress forwarding address in translated LSA
Target DSCP: Unspecified - OSPF Area Type: [RNEELNCTCEE Regular area | Stub area |
VRF: select a value - OSPF Area Cost: 1 -
External Routed Domain: select an option - Provider Label:
enter names separated by comma
Route Profile for Interleak: select a value v

Consumer Label:
enter names separated by comma

Route Control For Dampening: +

Address Family Type Route Dampening Policy

Nodes And Interfaces Protocol Profiles

Name Description DScP Nodes
Node-101 Unspecified 101

‘ PREVIOUS || NEXT ” CANCEL I

15. Click Next.
16. On the Configure External EPG Networks page, enter a name.

17. Click on the plus sign to create the subnet.
18. Click OK.
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Create External Network om

Define an External Network

Name: OSPF-External

Tags: v

enter tags separated by comma

QoS class: Unspecified v

Description: | optional

Target DSCP: Unspecified v
Subnet
x +
IP Address Scope Aggregate Route Control Profile Route Summarization Policy
10.20.20.0/24 Export Route Control Subnet default
External Subnets for the Ex...

19. Click OK.

Create Routed Outside Gm

STEP 2 > External EPG Networks 1. Identity 2. External EPG Networks

Configure External EPG Networks

Create Route Profiles: [

External EPG Networks

Name QoS Class Description Target DSCP Subnet
OSPF-External Unspecified Unspecified 10.20.20.0/24

20. Click Finish.
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Tenant TenantA -3}
External Routed Networks
I Quick Start
4 & Tenant TenantA
» I Application Profiles O i

4 Im Networking

~ Name Description
» I Bridge Domains
TenantA-Routed
» Il VRFs
M External Bridged Networks TenantA-Routed-OSPF

» I External Routed Networks
» I Route Profiles

21. Return to the TenantA-BD and select the L3 Configurations tab.
22. Click on the plus sign next to Associated L3 Outs.
23. Select the TenantA/TenantA-Routed-OSPF L3 Out.

Associated L3 Outs:

- L3 Out

- TenantA/TenantA-Routed
TenantA/TenantA-Routed-OSPF

common/default
L3 Out for Route Profile: .,

e L e

24. Click Update.

25. Change the L3 Out for Routed Profile to be TenantA/TenantA-Routed-OSPF.
26. Click Submit.

Routing with EIGRP

Configuring EIGRP within ACI is no different than configuring BGP or OSPF.
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How to do it...

1.

Y S U
B~ W N = O

15.
16.
17.

O X NN

Create the External Routed Network (TenantA > Networking > External Routed
Networks > Create Routed Outside).

Name the new identity.

Select the EIGRP checkbox.

Set the AS number.

Click on the plus sign next to “Nodes And Interfaces Protocol Policies.”
Name the Node Profile.

Click on the plus sign to add the node.

Select the Node ID.

Set the router ID.

Set any static routes needed.

. Click OK.

. Click on the plus sign next to EIGRP Interface Profiles.

. Name the new profile.

. Now we need to create an EIGRP Policy or use the default one. This field will

show the red circle next to it, showing that it is a required field.
Create the interface.

Set the IP address.

Click OK.
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Create Interface Profile

Specify the Interface Profile

Name: EIGRP-1

Description: | optional ‘

ND policy: select a value v

Egress Data Plane Policing Policy: sclect a value v

Ingress Data Plane Policing Policy: sclect a value v
EIGRP Profile

EIGRP Policy: default > P

BFD Interface Profile

Authentication Type: No authentication v
BFD Interface Policy: sclect a value v
Interfaces
Routed Interfaces svi Routed Sub-Interface
SVl Interfaces ot
Path IP Address MAC Address MTU (bytes)
Pod-1/Node-102/eth1/3 10.20.40.1/24 00:22:BD:F8:19:FF inherit

18. Click OK.
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Create Node Profile

Name:

Specify the Node Profile

Node-103

Description:

Target DSCP:

optional

Unspecified -

Nodes:

Eigrp Interface Profiles:

Node ID Router ID Static Routes

topology/pod-1/n...  4.4.4.4

Loopback Address

Name Description
EIGRP-1

Interfaces
[eth1/3]

EIGRP Policy

19. Click OK.
20. Click Next.

21. Configure the External EPG Networks.
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Create External Network

Define an External Network
Name: EIGRP-EPG

Tags:

QoS class: Unspecified

Description:

Target DSCP: Unspecified

enter tags separated by comma

Subnet
X +
IP Address Scope Aggregate Route Control Profile Route Summarization Policy
10.20.40.0/24 External Subnets for the Ex...
22. Click OK.

23. Click Finish.

24. Add it to the bridge domain (as per steps 21-26 from the OSPF recipe above).

Using IPv6 within ACI

Implementing IPv6 is very simple when compared to traditional IOS routers. It is so simple
that Cisco has not even made any distinction between IPv4 addresses and IPv6 addresses in

the GUL

How to do it...

We will add another subnet to TenantA. This time it will be an IPv6 subnet.

1. Navigate to TenantA > Networking > Bridge Domains > TenantA-BD > Subnets.

2. Click on Actions and select “Create Subnet.”

3. Enter the IPv6 address and subnet mask.
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Create Subnet o p 4

Specify the Subnet Identity

Gateway IP: 2001:abcd:abcd:0:0:0:0:1001/64
address/mask

Treat as virtual IP address: [ |

Make this IP address primary: [ |

Scope: ] Private to VRF
[ Advertised Externally
[ Shared between VRFs

Description: | optional

Subnet Control: ~] ND RA Prefix

L3 Out for Route Profile: select a value -
Route Profile: sclect value v
ND RA Prefix policy: select a value v

‘ SUBMIT || CANCEL |

4. Click on Submit.

How it works...
The new IPv6 subnet is added in the same way that we added IPv4 subnets.
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Tenant TenantA i
Subnets
M Quick Start
4 & Tenant TenantA
» Il Application Profiles O i
4 B Networking
4 M Bridge Domains
4 = TonantA-BD + Gateway Address Scope
» IM DHCP Relay Labels 10.0.0.1/24 Private to VRF
B 4-L7 Service Parameters 10.2.20.1/24 Advertised Externally
4 A subnets
. 2001:abcd:abcd::1001/64 Private to VRF
E1 10.0.0.1/24
B3 10.2.20.1/24
B3 2001:abcd:abed::1001/64
» I ND Proxy Subnets

As you will have noticed from the other recipes in this chapter, routing with IPv6 is treated
no differently to IPv4 routing, there is no graphical distinction between the two.

If we switch to the command line, using the NX-OS CLI, we can see that the subnets are all
configured in one area (just SSH to the APIC controller):

apicl# sh run tenant TenantA
# Command: show running-config tenant TenantA
tenant TenantA
vrf context TenantA_ VRF
exit
bridge-domain TenantA-BD
vrf member TenantA_ VRF
exit
application TenantA_AP1
epg TenantA_ EPG1
bridge-domain member TenantA-BD
exit
exit
interface bridge-domain TenantA-BD
ip address 10.0.0.1/24 secondary
ip address 10.2.20.1/24 secondary scope public
ipv6 address 2001:abcd:abcd::1001/64
exit
exit
apicl#

Easy, right? Possibly not as easy as multicast, though!
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Setting up Multicast for ACI tenants

Let's set up Multicast on the fabric for TenantA.

Ready?

How to do it...

1. Navigate to TenantA > Networking > Bridge Domains > VRFs > TenantA_VRF >
Multicast.
2. Click on the button that says “YES, ENABLE MULTICAST".

Tenant TenantA - .
Multicast
M Quick Start
4 A Tenant TenantA Stats

» I Application Profiles
4 I Networking

O

» I Bridge Domains
4 B VRFs
4 @ TenantA_VRF

M Deployed VRFs (Simple Mode)
M Multicast
® EPG Colletion for VRF

» I External Bridged Networks

» I External Routed Networks

» I Route Profiles «

» I Protocol Policies
M (417 Service Parameters PIM is not enabled on this VRF. Would you like to enable PIM?

» B sccurity Policies YES, ENABLE MULTICAST.
» I Troubleshoot Policies

> Monitoring Policies
» Bl 1417 Services

How it works...

From the NX-OS CLI we can see that Protocol Independent Multicast(PIM) is enabled for
the VREF:
apicl# sh run tenant TenantA

# Command: show running-config tenant TenantA
tenant TenantA

[236]

www.hellodigi.ir


https://technet24.ir
http://www.hiva-network.com/

Routing in ACI

vrf context TenantA_VRF
ip pim
exit
bridge-domain TenantA-BD
vrf member TenantA_VRF
exit
application TenantA_AP1
epg TenantA_EPG1
bridge-domain member TenantA-BD
exit
exit
interface bridge-domain TenantA-BD
ip address 10.0.0.1/24 secondary
ip address 10.2.20.1/24 secondary scope public
ipv6 address 2001:abcd:abcd::1001/64
exit
exit
apicl#

So, maybe I was a little over-enthusiastic about the simplicity that ACI offers traditionally
complex tasks, but this is not without reason. ACl is very easy to learn.

We have not quite finished with multicast, however. Multicast must be enabled at three
levels; the VRF (which we have covered) and also at the bridge domain and L3 out levels,
which, if you have clicked the button you will now see:

Multicast

&

] Enable

Bridge Domains + Interfaces +

BD IGMP Policy L3 Out Interface Group Interface IGMP Policy PIM Policy

Configuring Multicast on the bridge domain
and interfaces

The second step in configuring multicast is to set it up on the bridge domain and at the
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interface level.

How it works...

We will start by adding the bridge domain:

1. Click on the plus sign next to Bridge Domains.
2. From the drop-down menu, select the TenantA/TenantA-BD bridge domain.

3. Click on Select.

Bridge Domains

+
BD IGMP Policy
TenantA/TenantA-BD
Next, we will add an L3 Out.
4. Click on the plus sign next to Interfaces.
5. Select an L3 Out from the drop down.
Multicast
<
] Enable
Bridge Domains + Interfaces +
i:"anmnenanm-BD IGMP Policy Lﬁﬁ o Interface Group Interface IGMP Policy PIM Policy
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How it works...

We now have a multicast-enabled interface with which we would be able to join a multicast
group.

There's more...

The configuration (from the CLI) now looks like this:

apicl# sh run tenant TenantA
# Command: show running-config tenant TenantA
tenant TenantA
vrf context TenantA_ VRF
ip pim
exit
13out EIGRP-1
vrf member TenantA_ VRF
ip pim
exit
bridge-domain TenantA-BD
vrf member TenantA_ VRF
exit
application TenantA_AP1
epg TenantA_EPGI1
bridge-domain member TenantA-BD
exit
exit
external-13 epg __int_EIGRP-1_topo 1l3out EIGRP-1
vrf member TenantA_ VRF
exit
interface bridge-domain TenantA-BD
ip address 10.0.0.1/24 secondary
ip address 10.2.20.1/24 secondary scope public
ip multicast
ipv6 address 2001:abcd:abcd::1001/64
exit
exit
apicl#

As you can see, we now have the VRF, the L3 Out and the bridge domain all enabled for
multicast.

That was not too difficult, right?

Let's kick it up a notch and talk about transit routing and route peering.
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ACI transit routing and route peering

ACI transit routing allows the ACI fabric to pass routing information from one routing
“domain” to another. An example of this would be a server connected to one leaf sending
and receiving data from a network segment connected to another leaf. The way this works
in a very similar to MPLS, in that the ACI fabric does not appear as a hop within the routes.

Route Peering is where the ACI fabric is used for BGP or OSPF transit between pods.

Many of the steps in configuring this have already been covered in this chapter and
chapters two and three, so instead of reinventing the wheel let's cover some of the theory
and less-discussed specifics.

We have a router connected to leaf-1. It is in the subnet 10.10.10.0/24.

We also have a database server connected to another leaf (leaf-2), in the subnet
20.20.20.0/24. The router needs to be able to reach this server by ICMP. The router and the
database server are in OSPF area 100, advertising their subnets.

An ASA is connected to leaf-2 by two interfaces.

Spine-1

20.20.20.1

10.10.10.1
12.12.12.0/24

So, how do we get from the router at 10.10.10.1 to the web server at 20.20.20.1?
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How to do it...

1. Create a tenant (DB-Tenant).
2. We will need to add the ASAv package, following the recipe in Chapter 3.
3. We need to create three L3 Outs.

Name VRF Subnets

L3OutInternet CommonVRF 10.10.10.0/24 (import)
20.20.20.0/24 (import)

L3OutExternal CommonVRF 12.12.12.0/24 (import)

20.20.20.0/24 (import)
10.10.10.0/24 (export)

L3OutInternal DB-Tenant 21.21.21.0/24 (import)
10.10.10.0/24 (import)
20.20.20.0/24 (export)

4. The ASA's 12.12.12.0/24 and 21.21.21.0/24 networks will act as the “transit”.

5. Route redistribution needs to be enabled, so that, through MP-BGP, the routes
between the router and the database server are exchanged between the
L3OutInternet and L3OutExternal interfaces.

Spine-1

MP-BGP 20.20.20.1

10.10.10.1 L3OutInternet «<——— L3OutExternal L3Outinternal
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6. A contract will be required for the traffic to pass between the router and the
database server.

How it works...

Much of the theory in this recipe has been covered in previous recipes. The ASA was
covered in chapter three, we covered tenant creation, as well as bridge domain and VRFs in
chapter two, and we looked at creating L3 out interfaces in this chapter. So, why reinvent
the wheel with this recipe?

While many of the mechanics of transit routing and route peering happen behind the
scenes, there are a few aspects we need to pay attention to. The main one is making sure
that we are exporting and importing the correct subnets in the correct direction and with
the correct scope.

Looking at the example of L30utExternal. We are importing the 12.12.12.0/24 and
20.20.20.0/24 subnets and exporting the 10.10.10.0/24 subnet. Route direction is important.
If we do not export the 10.10.10.0/24 subnet, the database server will never see it; the reverse
is true for the 20.20.20.0/24 subnet. If we do not import the 12.12.12.0/24 subnet, then we
will not be able to act as a transit. We also need to set the scope to act as a transit:

4 & Tenantcommon ‘

| Application Profiles
4m Networking

M Bridge Domains Q i

I VRFs

M External Bridged Networks Propertles

Name: L3OutExtNets
4 B External Routed Networks

R Tags: v
4 D L30utExternal enter tags separated by comma
I Logical Node Profiles Description:
4 MW Networks

4 T L30outExtets
W | 4-L7 Service Parameters

pcTag: 49154
Configued VRF name: CommonVRF

Ml Route Profiles Resolved VRF: unifti C VRF
M Match Action Rule Profiles QoS Class: Unspecified v
I set Action Rule Profiles Target DSCP: Unspecified v
€5 default « Configuration Status: applied
I Route Profiles Configuration Issues:
I Protocol Policies Subnets:
M .4-L7 Service Parameters
~ |P Address Scope
M security Policies
) 10.10.10.0/24 External Subnets for the External EPG
M Troubleshoot Policies
M Monitoring Policies 12.12.12.0/24 Export Route Control Subnet
W 1417 Services 20.20.20.0/24 External Subnets for the External EPG
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Notice that the 12.12.12.0/24 subnet has a scope of “Export Route Control Subnet.” This
means that the route will be a transit route. The other routes are set as “External Subnets for
the External EPG.” There is no control of the routing information coming in or going out of
the fabric. If the subnet is not marked like this, then although the routes exported from one
EPG will reach the EPG that is importing them (showing that the control plane is working),
the actual traffic (data plane) will be dropped. This is due to the whitelisting behavior of the
fabric, whereby the default is to drop traffic unless it is permitted by the relevant policy.
Therefore we would need to implement a contract between the two to permit the traffic.

There's more...

Refer to this link for more information on transit routing and the control flags for the subnet
scope feature:

http://www.cisco.com/c/en/us/td/docs/switches/datacenter/aci/apic/sw/kb/b_KB_
Transit_Routing.html#id_30901
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ACI Security

In this chapter, we will be looking at securing the ACI fabric by using the recipes below:

¢ Creating local users

¢ Creating security domains

¢ Limiting users to tenants

¢ Connecting to a RADIUS server

Connecting to an LDAP server
Connecting to a TACACS+ server

Introduction

Given that there will be more than one person administering the ACI fabric, it makes sense
that each has their own user account. This is a necessity for certifications such as PCI-DSS,
and also just makes sense from an auditing perspective.

In this chapter, we will look at how we can connect to third-party authentication sources,
such as RADIUS, TACACS+, and LDAP, and how we can limit the users down by a per-
tenant or per-function basis.

AAA and Multiple Tenant Support

ACI has been built with security in mind. Adding local users and connecting to external
authentication services (such as RADIUS, TACACS+, and LDAP) is all very straight-
forward. Security is a constant theme through working with ACI, just look at contracts for
an example.
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ACI Security

Because of this security focus, we can perform actions such as limiting the abilities of a user
on a per-tenant basis and being very granular on the aspects of the fabric that they can and
cannot read or write to. The abilities of a user can be dictated in different ways, for example,
a user can have full access to the entire fabric and the tenants within it, or full access to one
or more tenants, or even the ability to perform specific actions on one or more tenants.

This is referred to as Role-Base Access Control (RBAC).

Understanding ACI Role-Based Access Control

(RBAC)

There are several preconfigured rules and with these rules come different privileges. Below
is a table listing the roles and a brief description of the different privileges that are

contained within it.

Role Description

AAA For configuring Authentication, Authorization, and
Accounting, as well as import and export policies.

Admin Full access to all fabric features.

Access-Admin

Layer 1-3 configuration, including protocols for tenants, as
well as fabric-wide settings (NTP, SNMP, and DNS)

Fabric-Admin

Layer 1-3 configuration, including protocols for the fabric

NW-SVC-Admin & NW-SVC-
Params

Managing L4-L7 services

OoPS

Monitoring and troubleshooting

Read-All

Read-all access (to everything)

Tenant-Admin

Administer all aspects of a tenant

Tenant-Ext-Admin

Externally-focused policy and configuration items (such as L3
and L2 Outs).

VMM-Admin

Virtual Machine Manager connectivity, inventory, and
policies.

You can also create custom roles if you need to.

[245]
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ACI Security

The table above gives a very brief overview. For a full list with all of the

role privileges, take alook at http://www.cisco.com/c/en/us/td/docs/s
witches/datacenter/aci/apic/sw/kb/b_KB_AAA-RBAC-roles-privileg

es.html.

Creating local users

Local users are the easiest way to start segregating users and leveraging some form of
accountability. We will have a bigger administrative overhead, and clearly, this would not
be the preferred solution. Instead one would look to a centralized system, such as RADIUS
or LDAP. However, local users are a good place for us to start.

How to do it...

1. Navigate to Admin > AAA > Security Management > Local Users.

[246]
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ACI Security

AAA BE

M Quick Start
’ ﬂ AAA Authentication
A ﬂ Security Management

» Im Security Domains

» Il Roles

4 M ocal Users

& admin
» Il Remote Users
M RBAC Rules

» E LDAP Management
» E RADIUS Management
’ E TACACS+ Management
» E Public Key Management
E AES Encryption Passphrase and Keys for Config Export (and Import)

2. Click on Actions > Create Local User.
3. Select a Security Domain, or leave it at the default (all unticked).
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Create Local User om

STEP 1 > Security 1. Security 2. User Identity

Enter the Security Information for this User
Security Domain: 4

Select Name Description
= all
= common
(] mgmt
User Certificates: +
Name Certificate
SSH Keys: +
Name Key

| NEXT I| CANCEL |

1 . Figure 218.

2. Click Next.
3. Enter the Login ID, and the password, fill in any other fields if desired.
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Create Local User o m

STEP 2 > User Identity 1. Security 2. User Identity

Specify the User Identity

Login ID: Admin2

Password: e.en

Confirm Password: s

First Name: Admin

Last Name: |

Phone:

Email:

Description:

Account Status: SIS

Account Expires: B)[¢] Yes

| FINISH || CANCEL I

4. Click Finish.

How it works...

We can test the new user's access by connecting to the APIC with SSH.

Stuarts-MacBook-Pro:~ stuart$ ssh Admin2@192.168.1.205
Application Policy Infrastructure Controller
Admin2@192.168.1.205's password:

apicl# [

The connection is successful. But what if need to limit down access to a particular tenant?
For that, we need to create a security domain.
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Creating security domains

Security domains allow us to permit or deny administrators based on the tenants added as
“associated objects” within the domain.

How to do it...

1. Navigate to Admin > AAA > Security Management > Security Domains.

AAA -
M Quick Start
» ﬂ AAA Authentication
4 ﬂ Security Management
4 M security Domains
@ ai

@ common

] mgmt

2. Click on Actions, then select Create Security Domain.
3. Name the new Security Domain.
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Create Security Domain om

Specify the Security Domain identity

Name: TenantA-SD

Description: |optional

SUBMIT CANCEL

4. Click Submit.
5. New Security Domain will be listed with the default ones.
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Security Domains

O3 4
~ Name

all
common
mgmt

TenantA-SD

6. If you click on the security domain, you will see that there are no associated
objects (tenants).

Security Domain - TenantA-SD

o¥
Properties

Name: TenantA-SD

Description:

Associated Objects: . Name

No items have been found.

7. To associate a tenant to a security domain, navigate to the tenant (TenantA) and
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click the Policy tab.

ALL TENANTS | Add Tenant | Search: | common | TenantA | Tenant8 | mgmt | infra

Tenant - TenantA

M Quick Start
4 & Tonant TenantA

» B Troubleshoot Poiiies
» B8 Montoring Poicies
> B U417 Services

Monitoring Policy:

‘Security Domains:

4 8 pppication Profiles o+
» & Tenanta_AP1 -
» B Networking Properties
M L4.L7 Service Parameters Name: TenantA
4 M security Policies Description: optional
» 8 Conracts
» B8 Taboo Contracts Tags: -
» B imported Contracts e ot
» B Fiters Alias:
cup:

ol " |

~ Name Description

No Security Domains Discovered

8. Click the plus sign next to security domains, and select the Tenant-SD from the
drop-down menu.

Security Domains:

~ Name Description
select an option -0

TenantA-SD
CANCEL

Create Security Domain

9. Click on Update

Security Domains:

« Name Description

TenantA-SD| -

o

10. If you return to the TenantA-SD security domain in the AAA tab (step 1). You can
see that TenantA is now listed under associated objects.
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V.Y ;3]
M Quick Start

» B ArA Authentication
<0 Security Management

Security Domain - TenantA-SD

o ¥
4 M sccurity Domains v
© Tenanta-sD Properties
@ all Name: TenantA-SD
@ common Description:
e mgmt

» I Roles Associated Objects:  + Name

» I Local Users TonantA
enan

» Il Remote Users

I RBAC Rules

Limiting users to tenants

Now that we have a new security domain let's set up the Admin2 user to use it.

How to do it...

1. Namvigate t0 Admin > AAA > Security Management > Local Users.
2. Select the Admin2 user.
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Local User - Admin2

o ¥

Properties
Login ID: Admin2
First Name: Admin

Last Name:

Phone:

Email:

Description:

Account Status: SGI7

Account Expires: [S\[J Yes

UNIX User ID: 14265
Security Domains: =

Name

Access

4 @ Security Domain common
@ Role read-all

3. Click on the plus sign next to Security Domains.

4. Select TenantA-SD from the Domain drop-down.

readPriv
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Add User Domain

(i]%

Specify the new user domain and roles

Domain: select an option ~O

l Roles: TenantA-SD

I ‘all
common

mgmt

Create Security Domain

SUBMIT

CANCEL

5. Select the required role and access type.
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Add User Domain

Specify the new user domain and roles

Domain: TenantA-SD v @

Roles:

Name Access Type

admin| « Read Privilege

aaa

CANCEL

access-admin
admin
fabric-admin
nw-svc-admin

Nw-Svc-params

ops
SUBMIT

read-all

CANCEL

tenant-admin
‘tenant-ext-admin

vmm-admin

ime Certificate

6. Click Submit.

Connecting to a RADIUS server

The ACI fabric supports CHAP, MS-CHAP, and PAP as authorization protocols. In this
recipe, we will use PAP to authenticate to a Windows 2008 server, running the RADIUS

protocol.
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How to do it...

1. Navigate to Admin > AAA > RADIUS Management. Select RADIUS Providers.

M Quick Start
’ ﬂ AAA Authentication
» A Security Management
’ B LDAP Management
4 E RADIUS Management
Ml RADIUS Providers
M RADIUS Provider Groups
» E TACACS+ Management
’ E Public Key Management
E AES Encryption Passphrase and Keys for Config Export (and Import)

2. From the Actions menu, select Create RADIUS Provider.

3. Enter the IP address of the RADIUS server, choose the authorization protocol and
enter the key, along with the Management EPG.
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Create RADIUS Provider om

Specify the information about the RADIUS provider

Host Name (or IP Address): 192.168.1.170

Description: | optional

Authorization Port: 1812

Authorization Protocol: | CHAP MS-CHAP PAP

Key: «eeennn

L

Confirm Key: s

Timeout (sec): 5

“ (O

Retries: 1

Management EPG: default (Out-of-Band) - @

| SUBMIT || CANCEL |

1. If you use a management EPG other than the default (Out-of-Band)
one, make sure that it has access to the RADIUS, LDAP, or
TACACS+ server!

2. Click Submit.
3. Select Admin > AAA > RADIUS Management > RADIUS Provider Groups.
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AAA &
M Quick Start
ﬂ AAA Authentication
ﬂ Security Management
E LDAP Management
- E RADIUS Management
4 IR RADIUS Providers
El 192.168.1.170

M RADIUS Provider Groups
E TACACS+ Management
E Public Key Management

v v v

v v

E AES Encryption Passphrase and Keys for Config Export (and Import)

4. Click on Actions > Create RADIUS Provider Group.
5. Name the group, and select the provider created previously from the drop-down.

Create RADIUS Provider Group om

Specify the information about the RADIUS provider group

Name: Radius-Providers

Description: | optional

Providers: X +
Name Priority Description
lselect an option v©® 20
$192.168.1.170
| UPDATE I| CANCEL |

' Create RADIUS Provider
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6. Set the priority and click Update.

Create RADIUS Provider Group om

Specify the information about the RADIUS provider group

Name: Radius-Providers

Description: | optional

Providers: L

Name Priority Description
192.168.1.170 1

SUBMIT CANCEL

7. Click Submit.

8. From the main AAA Authentication menu, change the default authentication
realm to RADIUS.
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AAA

B Quick Start
» B AAA Authentication
» O Security Management
» & Loap Management
4 E rabus Management
4 [ RADIUS Providers
& 102.168.1.170
4 I RADIUS Provider Groups
Radius-Providers
» & tacacs+ Management
» & public Key Management

E AES Encryption Passphrase and Keys for Config Export (and Import)

AAA Authentication

(S 4

Properties

Remote user login policy: No Login -

Default Authentication

Realm: Local -

Console Authent:

Local

LDAP
RADIUS
TACACS+

Realm:

9. Select the RADIUS provider group created in step 7 from the drop-down list.
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AAA Authentication

O ¥

Properties

Remote user login policy: No Login -

Default Authentication
Realm: RADIUS -

RADIUS Provider Group: -

Radius-Provid
Console Authent "21STTovVIeers

itk Create RADIUS Provider

Group

10. Optionally, you can set the console to use RADIUS authentication as well. It is
wise to make sure that you can log in before setting console authentication.

How it works...

If we have a Windows 2008 server, we can use the NPS role (Network Policy Server).

With this role installed, and with two AD users (AdminA and AdminB), each in different
AD groups (TenantA-Admins and TenantB-Admins, respectively), we can test RADIUS
access.

Create a NAP client, specifying the IP address of the APIC, along with the password
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entered in step 3.

Create a Network Policy with the following settings:

Conditions - f the following conditions are met:

Policy Mame | Status | Processing Orderl Access Type | Source
TenantA-Access Enabled 3 Grant Access  Unspecified
If_ﬁTenantB-Access Enabled 4 Grart Access  Unspecified
,Lﬁ&:nnectiuns to Microsoft Routing and Remate Access server Enabled 5355552 Demy Access  Unspecfied
Eﬁ&:nnecﬂuns to other access servers Enabled 595995 Deny Access  Unspecified

Condition | Value

Windows Groups  EIGHTOTWOTenantA-Admins

Settings - Then the following settings are applied:

Cisco-AV-Pair shell:domains = TenantA/admin/.common//read-all
Extended State <Blank =
BAP Percentage of Capacity  Reduce Multilink f server reaches 50% for 2 minutes

The Cisco AV-Pair controls what we have access to.

Let's try logging into the APIC.

Stuarts-MacBook-Pro:~ stuart$ ssh AdminA@192.168.1.205
Application Policy Infrastructure Controller
AdminA@192.168.1.205"'s password:

apicl#

Setting | Value

Authentication Method Unencrypted authentication (PAP, SPAP) OR Encryption authentication [CHAP) OR MS-CHAP v1
Access Pemmission Grant Access

Update Moncompliart Clierts  False

MAP Enforcement Allow full network access
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We can log into the APIC through SSH. Let's try the GUIL
If you find that you are locked out, then you can get in by logging into the
GUI with the following method:
Username: apic:fallback<username>
Here, we can use our local user accounts (we would replace “<username>”

with “admin”) because we are bypassing the RADIUS server using the
prefix “apic:fallback.”

If we login to the GUI, we can see the following;:

alaln System Tenants Operations Apps

cisco
QuickStart | Dashboard | Controllers | Faults | Config Zones

Our abilities are significantly reduced, as you can see because the Fabric, VM Networking,
L4-L7 Services, and Admin tabs are all grayed out (or blued out to be more precise).

We can look at our permissions from the drop-down arrow next to our username:

Advanced Mode
welcome
Change My SSH Keys Show API Inspector
OL Change My X509 certificate =~ Documentation >
—— A n Obiject Store Browser

Clicking View My Permissions shows us our permissions:
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User Permissions

Domains: Name
TenantA

common

Tenants: pN

uni/tn-common

Read Privileges

admin

'vmm-connectivity,vymm-security,vmm-policy,vm...

Read Privileges

'vmm-connectivity,vymm-security,vmm-policy,vm...

Write Privileges

admin

Write Privileges

none

| SHOW USAGE || CLOSE |

As you can see, we do not have access to the TenantA tenant, as we can see by clicking the

Tenants tab:
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aliafn Systemn Tenants
Cisco
ALL TENANTS | Search: | common
All Tenants
o¥
~ Name Description Bridge Domains
common 1

Syntax-wise, the AP-pair is correct. If we introduce an error in it (double-slash instead of
single), we are told that the AV pair is invalid when we try and log in:

—

Login Error

Invalid Cisco AV Pair for AAA user roles and APIC policy is set to reject logins in this case (AVPair Parsing
Library Errar: 'Invalid shell:domains string (shell:domains=TenantA//admin/,common//read-all) received from
AAA server')

OK
Let's try a different AP-pair.
Ciaco-AW-Pair shell:domains=TenantAtenant-admin/read-all common.//read-all
Codmpm s CThmdm o Ol
Now can we see the tenant?
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User Permissions Om
Domains:  Name Read Privileges Write Privileges
TenantA aaa,vmm-connectivity,ymm-security,ymm-polic... ~aaa,vmm-connectivity,ymm-security,vmm-polic...
common Vmm- ivity ity, policy,vm...
Tenants: py Read Privileges Write Privileges
uni/tn-common vmm-connectivity,ymm-security,ymm-policy,ym... none

No, but let's step back and think about this logically. I have been adding a Tenant in the
domain, and not in the tenant area. Instead of referencing TenantA, I should have been
referencing TenantA-SD:

1497 L NS en i SUPLEY U ISl N O 5o
Cisco-AV-Fair shel:domaing=TenantA-504enant-admin/read-all, common.//read-all
CodmemAmAd Chmdm ] R

Does it work now?

alialn System Tenants
Cisco
ALL TENANTS | Search: | common | TenantA
All Tenants
(3 4
~ Name Description Bridge Domains
common 1
TenantA 1
Bingo!
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Getting the AP-Pair correct is probably the trickiest part of using an external authentication
source, such as RADIUS. Setting up the providers is very similar, as we will see when we
create an LDAP provider.

Connecting to an LDAP server

As well as RADIUS and TACACS+, we can connect to an LDAP server for authentication.

How to do it...

1. Navigate to Admin > AAA > LDAP Management > LDAP Providers.

AAA i
M Quick Start

» ﬂ AAA Authentication

ﬂ Security Management

4 E LDAP Management
M (DAP Providers
Ml | DAP Provider Groups

E RADIUS Management

E TACACS+ Management

E Public Key Management

v

v v W

E AES Encryption Passphrase and Keys for Config Export (and Import)

2. Actions > Create LDAP Provider.
3. Enter the settings to connect to the AD server.
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Create LDAP Provider

Host Name (or IP Address):

Description:

Port:

Bind DN:

Base DN:
Password:
Confirm Password:

Timeout (sec):
Attribute:

SSL Certificate Validation Level:

Filter Type:

Management EPG:

Specify the information about the LDAP provider

192.168.1.170
389 -
CN=LDAPBind,OU=ServiceAccounts,DC=802101,DC=local

CN=Users,DC=802101,DC=local

30 -

Enable SSL: [

userid|

Default Microsoft AD

default (Out-of-Band) v i@

| SUBMIT I| CANCEL I

Click Submit.

Click Submit.

0 X NS U

Navigate to Admin > AAA > LDAP Management > LDAP Provider Groups.
Select Actions > Create LDAP Provider Group.
Add the server created in step 3 and set the priority.

Select AAA Authentication and set the default authentication to LDAP and the

LDAP provider group to the provider group created in step 7.

10.

11. Click Submit.

Optionally, set the console authentication to LDAP.

Connecting to a TACACS+ server

The steps for adding a TACACS+ server are similar to both RADIUS and LDAP.
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How to do it...

1.

Navigate to Admin > AAA > TACACS+ Management > TACACS+ Providers

2. Select Actions > Create TACACS+ Provider

A

O X N

10.
11.

Set the IP address, port (if different from the default of 49), authorization
protocol, key, and select the management EPG.

Click Submit.

Navigate to Admin > AAA > TACACS+ Management > TACACS+ Provider
Groups

Select Actions > Create TACACS+ Provider Group
Name it and add the provider created in step 3.
Click Submit.

Select AAA Authentication and set the default authentication to TACACS+ and
the TACACS+ provider group to the provider group created in step 7.
Optionally, set the console authentication to TACACS+.

Click Submit.
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'E,H-EI"'Y H‘:GE'SS.

If you have any feedback on this eBook or are struggling with something we haven't covered, let us know at h
ttps://goo.gl/du9Y3e.

If you have any concerns you can also get in touch with us at customercare@packtpub.com
We will send you the next chapters when they are ready......... !

Hope you like the content presented.
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