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Preface

Since the first edition of this book, I have received many requests to do a second
version that is extended and more thorough. With the research activities I got
involved in, I could not do that very early. However, at one point, I needed to do
some router configuration as a part of one of the courses I was teaching. I looked
through the first edition of the book, and I could not find what I was looking for.
This came as a wake-up call to me that a second edition is a must.

Cisco networking equipment still takes a major role in our lives. Many service
providers, corporate networks, government networks, and others rely on Cisco
devices, which basically means that we are relying on these devices on daily basis.
All network administrators know that relying on Cisco devices gives them some
relief in terms of reliability.

The uniqueness of this book lies in its cookbook-like way of writing that does
not dive deep into theory and provides a ready-to-use reference for everyday
configuration needs. My biggest concern when writing this book was to avoid
complications and get directly to the simplified configuration steps.

The second edition of this book included many important topics that were
missing from the first edition, such as MPLS, multicasting, GRE, HSRP, with many
others. Some older topics like access-control lists were expanded to include more
details like reflexive and timed access lists. The second edition included configu-
ration steps for IPv6 versions for most of the protocols covered by the book. With
the rapid increase of the use of IPv6, its configuration became an important skill to
have in your arsenal.

An important addition to this edition of the book is the inclusion of training
scenarios. In total, the second edition includes 61 training scenarios. These training
scenarios were aimed to be a way of gaining skills by doing the tasks instead of
reading about them only. Most of these tasks can be implemented using the cur-
rently available commercial network simulator.

This edition is divided into nine chapters: basic configuration, domestic duties,
routing, advanced routing, WAN technologies, security, router management,
remote connectivity, and tips. Each chapter explains in detail the steps required to
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vi Preface

configure different protocols on Cisco router and explains when would you need to
invoke this procedure.

Intended Audience of the Guide:

field network engineers engaging Cisco routers

students working on Cisco routers in their laboratories

laboratory instructors

Cisco certification seekers

Cisco networking academy students

everyone working with or wanting to learn about Cisco router configuration

How to Use this Guide:

To make guide easier to use, different parts of the text were formatted differently.
The meanings of these formats:

e courier new font is used for output of the router

e courier new bold font is used for commands input to the router

e courier new italic font is used for commands parameters that the reader
have to choose.

e [ ] square brackets are used for optional commands.

Finally, T would like to express my sincere gratitude to my editors Wayne
Wheeler and Simon Rees for making this project possible again. I would also like to
extend my thanks to the readers of the first edition for their feedback that
encouraged me to write the second expanded edition.

Abu Dhabi, United Arab Emirates Mohammed M. Alani
December 2016
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Chapter 1
Starting Up a Cisco Router

Keywords Cisco - Router - Console - Basic configuration - IPv4 - IPv6

1.1 Connecting the Router

In order to configure the Cisco router to perform the network operation desired, the
first thing to do is to connect the router through console connection. This con-
nection is used to configure the router and it does not carry user data.

Most routers come with console cable that has one DB-9 end and the other end is
RJ-45 connecter. These connectors can be seen in Fig. 1.1. The cable is usually a
slim ribbon that looks different from the regular LAN twisted pair cables.

Leave the router off and connect the RJ-45 end of the cable to the port of the
router labelled console. The other end, the DB-9 one, should be connected to the
computer serial port. Most of the modern laptops do not have the legacy DB-9 serial
port. Instead of the DB-9 serial port, a USB port can be used. This would require
the use of a USB-to-DB9 adapter.

Some older routers come with console cables that have RJ-45 connectors in both
of their ends. These cables come with RJ-45-to-DB9 adapters.

After connecting the console cable to the computer, using the DB-9 connecter or
the USB, software for terminal emulation is required.

The first choice is HyperTerminal if you are using Windows XP. If you are using
Windows Vista or Windows 7, there are several free alternatives such as PuTTY or
Tera Term. If you are using Linux, you can use MiniCom or CuteCom.

For Mac, you can use MiniCom and ZTerm.

The basic settings that need to be done in the terminal emulation software are the
following:

Bits per sec: 9600
Data bits: 8
Parity: none
Stop bits: 1
Flow control: none

AN S R

© Springer International Publishing AG 2017 1
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2 1 Starting Up a Cisco Router

Fig. 1.1 Console cable

After connecting the cable and configuring the settings on the terminal emulation
software, turn the router power on.

The screen should show the router boot-up process and information such as the
IOS version, amount of memory available, and types of interfaces.

Eventually, you will end up at the user EXEC mode with the prompt
‘Router>’.

If the router was configured before and it has console password configured in it,
you will be asked to input the password before getting to the user EXEC mode.

1.2 Basic Configuration

Basic configuration is simply what you need to configure on a router coming out of
the box or surviving a configuration erase. Think of it as saying ‘Hi’ to the router.
The following steps are what we refer to as the basic router configuration:

1. Go to the global configuration mode and give the router a hostname:
Router>enable
Router#configure terminal
Router (config) #hostname new-hostname
This would change the hostname of the router from ‘Router’ to new-host-
name. Keep in mind that this name follows the old file name rules (it should start
with a letter, and should not contain spaces or symbols).

2. Set up enable/secret password:
Router (config) #enable password your-password
Or
Router (config) #enable secret your-password
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This password will be required when you type ‘enable’ to go from user EXEC
mode to privilege mode.
The first one saves the password in plain text, while the second one saves the
password in encrypted format.
The first one is almost obsolete. It is more secure to use the second one.
Remember that only one of them is required. If you set them both, the secret
password would prevail.

3. Set up console password:
Router (config) #1ine console 0
Router (config-line) #password console-password
Router (config-line) #login
This password will be required when a console connection is made. It is the first
password that an administrator will be asked for before entering any mode.

4. To prevent the router status messages from interrupting your writing, use the
following command in the console line configuration mode:
Router (config-line) #logging synchronous

5. If you plan to use Telnet, set up the Telnet password. If you do not intend to use
Telnet in the near future, do not set it up.
Router (config) #1line vty 0 4
Router (config-line) #password telnet-password
Router (config-line) #login
In some routers, vty 0 15 is used instead of vty 0 4, depending on the number of
simultaneous Telnet sessions you want to allow. If you need only one, just write
‘line vty 0’.

6. Save the configuration from the RAM to the NVRAM.
Router#copy running-configuration startup-configuration
Or
Router#copy run start

1.3 Interfaces Configuration

Before we dive into the interfaces settings, we need to understand the difference
between an Interface and a Line. In the simplest distinction, interfaces are designed
to carry user and routing data while lines are used for configuration purposes.

1.3.1 Configuring IPv4 Addresses

1. Assign IPv4 addresses to interfaces you plan to use:
Router (config) #interface interface-type interface-
number
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4 1 Starting Up a Cisco Router

Router (config-if) #ip address interface-ip-address
subnetmask
where,
interface-type is the interface type such as ethernet, FastEthernet, or serial.
interface-number is the interface number like 0, 0/0, or 0/1/0.
interface-ip-address is the IPv4 address you want to assign to this interface.
subnetmask is the subnet mask of the network this interface is connected to.
2. By default, all router interfaces are shutdown. To turn on an interface, use the
following command in the interface configuration mode:
Router (config-if) #no shutdown
3. Repeat steps 1 and 2 for each interface you need.

1.3.2 Configuring IPv6 Addresses

1. Assign IPv4 addresses to interfaces you plan to use:

Router (config) #interface interface-type interface-
number

Router (config-if) #ipvé address ipvé6-address/prefix-
length

where,

interface-type is the interface type such as ethernet, FastEthernet, or serial.
interface-number is the interface number like 0, 0/0, or 0/1/0.

Ipv6-address is the IPv6 address you want to assign to this interface.
Prefix-length is the IPv6 prefix length of the network this interface is connected
to.

You can use the following parameters for special settings:

a. Router (config-if) #ipvé address ipvé-address/prefix-
length eui-64
The EUI-64 parameter is used to tell the router to complete the rest of the
IPv6 address using the EUI-64 rules. In this case, you need to give only the
prefix instead of the ipv6-address.

b. Router (config-if) #ipv6é address ipvé-address/prefix-
length link-local
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If you use the link-local parameter, the router will take the IPv6 address
given in the command instead of the automatically generated link-local IPv6
address.

c. Router (config-if) #ipvé address ipvé6-address/prefix-
length anycast
Anycast parameter can be used to configure IPv6 anycast addresses.

. Enable IPv6 on the interface:

Router (config-if) #ipv6é enable

By default, all router interfaces are shutdown. To turn on an interface, use the
following command in the interface configuration mode:

Router (config-if) #no shutdown

Repeat steps 1, 2, and 3 for each interface you need.

1.3.3 Other Interface Settings

1.

It is a very good practice to add interface descriptions. These descriptions are
similar to remarks put into code of a program. It does not affect the operation of
the interface in any way, but it gives information to the administrator viewing
the configuration. This command should be written inside the interface con-
figuration mode.

Router (config-if) #description Write Your Own Description
This description can be used in many useful ways such as writing the network
name to which this interface is connected to, or writing the name of the other
end of this link.

Configure bandwidth value on interfaces connected to other networks. The
bandwidth value set in the following command does not affect the actual
bandwidth of the link. It only changes the value of bandwidth used in best route
calculation in dynamic routing protocols.

Router (config-if) #bandwidth interface-bandwidth

where interface-bandwidth is a number representing the bandwidth of the link in
kilobits per second.

It is highly advised that you set up the bandwidth of serial interfaces and even
Ethernet interfaces when they are connected to other networks. If the interface is
connected to a host or a group of hosts, this configuration is not necessary.
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6 1 Starting Up a Cisco Router

3. Setting the connection speed and duplex type in Ethernet, Fast Ethernet, and
Gigabit Ethernet links is useful in some cases. By default, all interfaces
auto-negotiate the speed and duplex settings. Sometimes, this negotiation does
not accomplish the desired settings.

Router (config-if) #duplex duplex-mode

Router (config-if) #speed port-speed

where,

duplex-mode is the duplex mode of operation which can be auto, half, or
full.

port-speed is the speed of data transmission on port in megabits per second
which can be 10, 100, 1000, or auto.

1.4 Additional Basic Configuration

There are few other configurations that are useful but not necessary for the network
to operate:

1. Setting a banner to be shown whenever someone tries to logon to the router
configuration:
Router (config) #banner motd #Your Message Here#

2. Encrypt the passwords such that they become non-comprehendible to anyone
viewing them in the running-configuration.
Secret password is already encrypted. All other passwords (vty, console, and
auxiliary) are not. The command to encrypt them is as follows:
Router (config) #service password-encryption
There are two recommended methods to use this command. Because it is a
service, it is not advised to keep it running all the time because it would
consume processing power and memory. Thus, it can be used and turned off and
the passwords will remain encrypted. One way to do this is to turn this com-
mand before setting up any passwords and turning it off after finishing the
password set up commands using the following command:
Router (config) #no service password-encryption
The second way to do it is after finishing the set up of all passwords, turn on
password encryption, issue a ‘show running-config’ at the privilege mode,
and then turn the password encryption off.
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1.4 Additional Basic Configuration 7

The encryption used here is very weak. The only purpose of it is to prevent
people looking at the configuration from knowing the password.

1.5 Training Scenarios

Scenario 1.1

Switch 1

Computer A

Connect the network shown in the diagram above using a console connection to
link PC A and Router 1 and a straight LAN cable to link the switch (port 1/1) to the
router (interface FE0/0). Use the configuration parameters shown in the table below
to do basic configuration on the router.

Device Parameter Value
Router 1 Hostname Routerl
Console Password CiscoConsole
Secret Password Cisco
VTY Password CiscoVTY
Interface FEO/O IP Address 10.0.0.1/255.255.255.0
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8 1 Starting Up a Cisco Router

Scenario 1.2

Console Connection

Computer A

==

Router 2

Computer B

Connect the network shown in the figure above. Router 2 and Computer B are
already configured with the following settings:

Device Parameter Value
Router 2 Hostname Router2
Console Password CiscoConsole
Secret Password Cisco
VTY Password CiscoVTY
Interface FEO/O IP Address 172.16.0.2/255.255.255.0
Interface FEO/1 IP Address 10.0.0.1/255.255.255.0
Computer B Ethernet Interface 10.0.0.2/255.255.255.0

Make the console connection to Router 1 and do the following configuration
steps:

1. Set up the FEO/O interface with IP address 172.16.0.1 and subnet mask
255.255.255.0.
2. Set up the VTY Password to be MyCiscoVtY.

Now, move over to Computer B and set up a Telnet session to Router 1 using the
IP address 172.16.0.1. In this Telnet session, do the following settings on Router 1:
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1.5 Training Scenarios 9

Device Parameter Value
Router 1 Hostname Routerl
Console Password CiscoConsole
Secret Password Cisco
Interface FEO/1 IP Address 172.0.0.1/255.255.255.0

Scenario 1.3

Switch 1 Router 1

Console Connection

Computer A

Connect the network shown in the diagram above using a console connection to
link PC A and Router 1 and a straight LAN cable to link the switch (port 1/1) to the
router (interface FEO/0). Use the configuration parameters shown in the table below
to do basic configuration on the router. Do not forget to enable IPv6 on the
interface.

Device Parameter Value

Router 1 Hostname Routerl
Console Password CiscoConsole
Secret Password Cisco
VTY Password CiscoVTY
Interface FEO/O IPv6 Address 3001::3:0:1/64
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Chapter 2
Domestic Router Functions Configuration

Keywords Cisco - Router - DHCP - DHCP server - NAT - PAT - Inter-VLAN
routing

2.1 How to Configure a Cisco Router as a DHCP Client

When would you need this: When your ISP gives you a dynamic IP address upon
each connection or you need to configure the router to obtain its interface IP address
automatically.

Special Requirements: None.
This is done using a single command:
Router (config-if) #ip address dhcp
Some service providers might ask you to use a client-id and/or a hostname of
their own choice. This can be done by adding the following parameters to the
command above:
Router (config-if) #ip address dhcp client-id interface-
name hostname hostname
where
interface-name is the interface name that will be used for the client-id and
hostname is the hostname that will be used for the DHCP binding.
This hostname can be different from the one that was set for the router in the
global configuration. You can use both of these parameters, one of them, or none
of them.
If you need, use the ‘ip nat outside’ command at the interface and set up
the rest of the NAT configuration as mentioned in the NAT and PAT configu-
ration procedures in Sect. 2.4.

© Springer International Publishing AG 2017 11
M.M. Alani, Guide to Cisco Routers Configuration,
DOI 10.1007/978-3-319-54630-8_2
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12 2 Domestic Router Functions Configuration

2.2 How to Configure a Cisco Router as a DHCP Server

When would you need this: When using the router as a DHCP server to provide IP
addresses and related information to DHCP clients.

Special Requirements: DHCP server software is supported for these series:

800, 1000, 1400, 1600, 1700 series (support for the Cisco 1700 series was added in
Cisco 10S Release 12.0[2]T), 2500, 2600, 3600, 3800, MC3810, 4000, AS5100,
AS5200, AS5300, 7000, 7100, 7200, MGX 8800 with an installed Route Processor
Module, 12000, uBR900, uBR7200, Catalyst 5000 family switches with an
installed Route Switch Module, Catalyst 6000 family switches with an installed
MultiLayer Switch Feature Card, and Catalyst 8500.

The configuration steps are as follows:

1. Define the DHCP address pool:
Router (config) #ip dhep pool dhcp-pool-name
Router (dhcp-config) #network network-address subnetmask
where
dhep-pool-name is the DHCP pool name,
network-address is the network address to be used by the DHCP pool, and
subnetmask is the subnet mask for the network.
You can replace the subnet mask by (/prefix) to provide the subnet mask.

2. Configure the parameters to be sent to the client:
Router (dhcp-config) #dns-server dns-server-address
To provide the DNS server IP address:
Router (dhcp-config) #default-router default-gateway-
address
To provide the IP address of the default-gateway, which is usually the IP address
of the router interface connected to the network.
Router (dhcp-config) #domain-name domain
To provide the name of the domain of the network (if in a domain environment):
Router (dhcp-config) #netbios-name-server netbios-server-
address
To provide the IP address of the NetBIOS name server:
Router (dhcp-config) #lease days hours minutes
To define the lease time of the addresses given to the client. You can make it
infinite, which is not advised, by using this command instead
Router (dhcp-config) #lease infinite
There is a large group of settings that you can configure to be sent to the clients,
and I have only mentioned the most frequently used.

3. Configure the IP addresses to be excluded from the pool. This is usually done to
avoid the conflicts caused by the DHCP with servers and printers. Remember to
give all servers and network printers static IP addresses in the same range of the
DHCP pool. Afterward, exclude these addresses from the pool to avoid
conflicts.
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Router (config) #ip dhcp excluded-address excluded-ip-
address
Use the command in the previous form to exclude a single address. You can
repeat it as many times as you see fit for the IP addresses you want to exclude.
You can also use the same command to exclude a range of IP addresses all in a
single command:
Router (config) #ip dhcp excluded-address start-ip-address
end-ip-address
where
start-ip-address is the first address in the range to be excluded from the pool and
end-ip-address is the last excluded address in the range.

4. Enable the DHCP service in the router:
Router (config) #service dhcp
To disable it, use
Router (config) #no service dhcp
Usually, the DHCP service is enabled by default on your router.

5. Use the following commands to check the DHCP operation on the router:
Router#show ip dhcp binding
This command shows the current bindings of addresses given to clients.
Router#show ip dhcp server statistics
This command shows the DHCP server statistics.
Router#debug ip dhcp server
This debug command is used to troubleshoot DHCP issues.
Implementation notes:

1. You can create a DHCP database agent that stores the DHCP binding
database. A DHCP database agent is any host; for example, an FTP, TFTP,
or RCP server that stores the DHCP bindings’ database. You can configure
multiple DHCP database agents, and you can configure the interval between
database updates and transfers for each agent. To configure a database agent
and database agent parameters, use the following command in global con-
figuration mode:

Router (config) #ip dhcp database URL [timeout seconds |
write-delay seconds]

An example URL is this

ftp://user:password @ 192.168.0.3/router-dhcp

If you choose not to configure a DHCP database agent, disable the recording
of DHCP address conflicts on the DHCP server. To disable DHCP address
conflict logging, use the following command in global configuration mode:
Router (config) #no ip dhcp conflict logging

2. DHCP service uses port 67 and 68. So, if you are using a firewall, remember
to open these ports.
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3. To clear DHCP server variables, use the following commands as needed:
Router#clear ip dhcp server statistics
Router#clear ip dhcp binding *
If you want to clear a certain binding not all of them, replace the * in the
previous command with the IP address to be cleared.

2.3 How to Configure a Cisco Router as a DHCP Server

for IPv6

When would you need this: When using the router as a DHCP server to provide
IPv6 in stateless and stateful configuration of DHCPv6.
Special Requirements: DHCPv6 support in 10S.

1.

2.

Create the DHCP pool:

Router (config) #ipvé dhcp pool pool-name

Configure the parameters you want to pass to the clients:

Router (config-dhcp) #dns-server server-ipvé-address
Router (config-dhcp) #domain-name domain

If you are working on a stateless address auto-configuration scenario, skip the
next two steps and jump to 6.

Configure the IPv6 address prefix:

Router (config-dhcp) #address prefix ipvé-address-prefix
where the ipv6-address-prefix is the 64-bit hexadecimal network address prefix.
An optional step is to set up a link address prefix:

Router (config-dhcp) #link-address ipvé6-1ink-prefix

Enable DHCPvG6 on the interface you want to be part of the DHCP process and
assign a specific pool to the interface:

Router (config-if) #ipv6 dhcp server pool-name

Check the address leases (in stateful addressing only):

Router#show ipv6é dhcp lease

2.4 How to Configure DHCP Relay in Cisco Router

2.4.1 IPv4

If you have a DHCP server other than the router and you would like the router to
pass the DHCP requests to this DHCP server laying outside the LAN, go to the
LAN interface that does not have the DHCP server and type the following
command:
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Router (config-if) #ip helper-address dhcp-server-address
where dhcp-server-address is the IP address of the DHCP server located outside
this LAN.

2.4.2 IPv6

If you have a DHCPv6 server other than the router and you would like the router to
pass the DHCPv6 requests to this DHCPv6 server laying outside the LAN, go to the
LAN interface that does not have the DHCPv6 server and type the following
command:

Router (config-if) #ipvé dhcp relay destination dhcp-server-
ipvé-address

where dhcp-server-ipv6-address is the IPv6 address of the DHCP server located
outside this LAN.

2.5 How to Configure NAT and PAT on a Cisco Router

When would you need this: When you want to connect a local network to the
Internet and the available global IP addresses are less than the local IP addresses.
This can also be used as an additional security feature.

Special Requirements: None.
There are two types of NAT that can be configured on a Cisco router: static and
dynamic.

2.5.1 Static NAT Configuration

This type is used when you want to do one-to-one assignment of global (namely
public) IP addresses to local IP addresses.

1. Establish static translation between an inside local address and an inside global
address:
Router (config) #ip nat inside source static local-ip-ad-
dress global-ip-address
where
local-ip-address is the (inside) local address and
global-ip-address is the (inside) global address.

2. Specify the local interface (the interface connected to the internal network). This
is done by going to the interface configuration mode and issuing:
Router (config-if) #ip nat inside
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3. Specify the global interface (the interface connected to the external network).
This is done by going to the interface configuration mode and issuing:
Router (config-if) #ip nat outside

2.5.2 Dynamic NAT Configuration

This type is used when you want the router to do the mapping dynamically. This
method is useful when you have too many global and local addresses and you do
not want to do the mapping manually, or when the number of global addresses
available is less than the local addresses.

This would lead us to two different scenarios:

A. The number of global IP addresses is more than one and it is equal or less than
the local addresses.

1. Define a pool of global addresses that would be employed in the translation:
Router (config) #ip nat pool pool-name first-public-ad-
dress last-public-address netmask public-subnetmask
where
pool-name is the name of the pool,
first-public-address is the starting IP address of the pool,
last-public-address is the end IP address of the pool, and
public-subnetmask is the subnet mask of the network that the pool is part of
(i.e., the global network).

2. Define the range of local addresses permitted to participate in the translation
using an access-list:

Router (config) #taccess-1list access-1list-number permit
local-network-address wildcard-mask

where

access-list-number is the number of the access-list, which is usually a
standard accesslist; thus, the number can be any number from 1 to 99;
local-network-address is the network address of the local network or the
starting IP address of the range; and

wildcard-mask is the wildcard mask used to define the range.

You can issue more than one access-list sentence in the same access-list to
define the specific IP address range(s). If you are not familiar with wildcard
masks, refer to the note in section.

3. Associate the pool and the local range in a dynamic NAT translation
command:

Router (config) #ip nat inside source list access-list-
number pool nat-pool-name [overload]

where

access-list-number is the number of the access-list,

nat-pool-name is the name of the global pool, and
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overload : This parameter must be used when you have global IP addresses
less than local IP addresses (this type of NAT is also known as Port Address
Translation, PAT).

4. Specify the local interface. This is done by going to the interface configu-
ration mode and issuing:
Router (config-if) #ip nat inside

5. Specify the global interface. This is done by going to the interface con-
figuration mode and issuing:
Router (config-if) #ip nat outside

B. The other scenario is when there is only one global IP address and a group of
local IP addresses.
In this case, the only global IP address is assigned to the interface connected to
the global network.

1. Define the range of local addresses permitted to participate in the translation
using an access-list:
Router (config) #access-1list access-list-number permit
local-network-address wildcard-mask
where
access-list-number is the number of the access-list, which is usually a
standard accesslist; thus, the number can be any number from 1 to 99,
local-network-address is the network address of the local network or the
starting IP address of the range, and
wildcard-mask is the wildcard mask used to define the range.
You can issue more than one access-list sentence in the same access-list to
define the specific IP address range(s). If you are not familiar with wildcard
masks, refer to the note in Section.
2. Associate the pool and the local range in a dynamic NAT translation
command:
Router (config) #ip nat inside source list access-list-
number interface interface-type Iinterface-number
overload
where
access-list-number is the number of the access-list,
interface-type is the type of the interface that has the global IP address (e.g.,
serial or Ethernet), and
interface-number is the number of the interfaces.
An example of the interface type and number is serial O or Ethernet 0/0.
3. Specify the local interface. This is done by going to the interface configu-
ration mode and issuing:
Router (config-if) #ip nat inside
4. Specify the global interface. This is done by going to the interface con-
figuration mode and issuing:
Router (config-if) #ip nat outside
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2.5.3 Troubleshooting Commands

1. To show the current translations performed by NAT
Router#show ip nat translation
Note that these translations have a certain lifetime. They do not remain in the list
forever. If you need to test your NAT configuration, ping to an outside host from
an inside host and look for the translations immediately.

2. To show the static translations of NAT:
Router#show ip nat static

3. To watch the instantaneous interactions of NAT:
Router#debug ip nat

2.5.4 Disabling NAT

To disable NAT, you need to do the following steps:

1. Disable NAT on the local and global interfaces:
Router (config-if) #no ip nat inside
on the local, and
Router (config-if) #no ip nat outside
on the global interface.

2. Clear the contents of the translation table:
Router#clear ip nat translations

3. Remove the NAT assignment command by preceding it with a ‘no’. For
example,
Router (config) #no ip nat inside source list access-list-
number interface interface-type interface-number
overload

4. Remove the access-list, if any, by putting ‘no’ ahead of the command:
Router (config) #no access-1list access-1ist-number

2.5.5 NAT-PT Configuration for IPv6

When would you need this: When you have IPv6-only devices that need to
communicate with IPv4-only devices.
Special Requirements: None.

NAT-PT, where PT stands for Protocol Translation, is a tunneling protocol that
is used to translate IPv6 into IPv4 and vice versa.

NAT-PT can operate in one of the three modes: static, dynamic, and Port
Address Translation.
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Before configuring NAT-PT, you need to enable IPv6 routing on the translation
router using this command:
Router (config) #ipv6 unicast-routing

1. In static configuration, an IPv6 address is statically mapped into an [Pv4 address
using the following command:

Router (config) #ipv6é nat v6v4 source ipvé-address ipv4-
address

where

ipv6-address is the IPv6 address assigned to the IPv6-only host and
ipv4-address is the IPv4 address assigned to the IPv4-only host.

The previous command needs to be configured once for every address.

In a similar fashion, we need to identify the reversed mapping from IPv4 to IPv6
using the following command:

Router (config) #ipvé nat vé6v4 source ipv4-address ipvé-
address

where

ipv6-address is the IPv6 address assigned to the IPv6-only host and
ipv4-address is the IPv4 address assigned to the IPv4-only host.

The next step is to enable IPv6 NAT on the IPv4 interface:

Router (config-if) #ipv6 nat

On the IPv6 interface, you need to assign an IPv6 address and enable IPv6 just
as explained in Sect. 1.3.2.

2. In dynamic configuration, you will need to configure translation in both ways:
[Pv6-to-IPv4 and IPv4-to-IPv6. For the first option, IPv6-to-IPv4, you will need
to identify the IPv6 addresses using an access-list and map it to an IPv4 address
pool to be used in the translation.

First, we identify the pool of IPv4 addresses using the command:

Router (config) #ipvé nat v6v4 pool pool-name start-address
end-address prefix-length prefix-length

where

pool-name is the name of the NAT pool,

start-address and end-address are the first and last addresses in the pool, and
prefix-length is the prefix length of the IPv4 network.

Next, we create a named access-list to identify the range of IPv6 addresses that
are allowed to participate in the translation. This is done using the following
commands:

Router (config) #ipv6 access-list acl-name

Router (config-ipv6-acl) #permit ip ipvé6-source-prefix/
prefix-length any

where
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acl-name is the name of the access-list,

ipv6-source-prefix is the IPv6 prefix address of the hosts that are allowed to use
this NAT translation, and

prefix-length is the IPv6 network prefix length.

Repeat the last command as many times as you need to include all the addresses
you want to participate in the translation.

The last step is to configure the mapping using the following command:
Router (config) #ipv6é nat vé6v4 source list acl-name pool
pool-name

where

acl-name is the name of the access-list identified in the previous step and
pool-name is the name of the NAT pool we identified earlier.

In the second part, we will need to identify the IPv4-to-IPv6 mapping using
similar commands to the ones used before but exchanging IPv4 and IPv6
addresses.

First, we identify the pool of IPv6 addresses using the command:

Router (config) #ipv6 nat v6v4 pool pool-name start-address
end-address prefix-length prefix-length

where

pool-name is the name of the NAT pool,

start-address and end-address are the first and last addresses in the pool, and
prefix-length is the prefix length of the IPv6 network.

Next, we create a numbered (or named) access-list to identify the range of IPv4
addresses that are allowed to participate in the translation. This is done using the
following commands:

Router (config) #access-1list acl-number permit ip ipv4-
network-address wildcard-mask

where

acl-number is the number of the access-list. The number should be within the
range 1-99 because it is a standard ACL;

ipv4-network-address is the IPv4 network that includes the hosts that are
allowed to use this NAT translation; and

wildcard-mask is the wildcard mask that identifies the range.

Repeat the last command as many times as you need to include all the addresses
you want to participate in the translation using the same access-list number.
The last step is to configure the mapping using the following command:
Router (config) #ipv6é nat v6v4 source list acl-number pool
pool-name

where

acl-name is the name of the access-list identified in the previous step and
pool-name is the name of the NAT pool we identified earlier.

Port Address Translation is configured in an identical manner to the previous
case of dynamic mapping with the exception of one small difference. In the
mapping command, add the word overload at the end after the pool name.
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4. For verification purposes, use the following commands:
Router#show ipv6 nat translations
Router#clear ipv6 nat translation *
Router#debug ipv6 nat detail

2.6 How to Configure Inter-VLAN Routing on a Cisco
Router

When would you need this: When you want to perform routing between different
VLANSs.

Special Requirements: You have to make sure that your router supports the frame
tagging technology used between the switches.

Before jumping into the router configuration, you have to configure a port in the
switch that will be connected to the router to be a trunk port. Your choice of VLAN
tagging method configured on the switch (ISL or 802.1Q, 802.10, or LANE) will be
the same that you will have to configure the router to operate by.

What will be done in this procedure is creating logical interfaces inside the single
physical interface (on the router) that will be linking the switch to the router.

These logical interfaces will be treated as separate interfaces in the routing
decisions.

1. Remove the IP address from the physical interface and turn it on:
Router (config-if) #no ip address
Router (config-if) #no shutdown

2. Create a logical interface to be assigned to one of the VLANS:
Router (config-if) #int fastethernet interface-number.
subinterface-number
You can change the ‘fastethernet’ to the type you have and the interfacenumber
with the physical interface number that you are using.
subinterface-number represents the logical interface number (not number of
logical interfaces). You can use any number here, but it is a good practice to use
the same number of the VLAN that you will assign to this logical interface. For
example, for the logical interface that you will use for VLAN 5, use ‘int
fastethernet 0/0.5’. This way, you will easily know which interface
refers to which VLAN.

3. Assign the logical interface to a VLAN number:
Router (config-subif) #encapsulation encapsulation-type
vlan-number
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where

encapsulation-type is the encapsulation type you are using for the VLANS (e.g.,
isl or dotlqg which is 802.1Q) and

vlan-number is the VLAN number that this logical interface will be assigned to.
Assign an IP address to the logical interface:

Router (config-subif) #ip address ip-address subnetmask
where ip-address and subnetmask are the IP address and the subnet mask,
respectively, you want to use. Remember to give the logical interface an IP
address that is within the range of the available IP addresses in the VLAN you
assigned it to. This logical interface will be the gateway to the hosts connected
to this VLAN.

Repeat the steps 2—4 for each VLAN that you want to participate in the
inter-VLAN routing.

Configure static or dynamic routing in the way you need it. Treat the logical
interfaces the exact same way you treat the physical interfaces when doing the
routing.

If you want some VLANSs (i.e., networks) not to participate in the routing, you
can either not include them in the routing protocol or not assign a logical
interface for them.

. You can configure access-lists in the way you find appropriate to filter the traffic

going from one VLAN to another and apply them to the logical interfaces the
same way you apply them to physical interfaces.

Implementation notes:

1.

If you plan to let routing updates go through the router from one VLAN to
another, it is necessary to turn off split-horizon. Split-horizon technology forbids
the update coming from one interface to go out the same interface.
Split-horizon can be turned off using the following command issued in the
physical interface:

Router (config-if) #no ip split-horizon

Most switches support trunks on FastEthernet or faster interfaces, and do not
support the old Ethernet with 10 Mbps.
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2.7 Training Scenarios

Scenario 2.1

Console Connection

Computer A

Computer B Computer C

Connect the network shown in the figure above. Use Computer A and the
console connection to make the following configuration:

1. Router 1 basic configuration:

Device Parameter Value

Router 1 Hostname Routerl
Console Password CiscoConsole
Secret Password Cisco
VTY Password CiscoVTY
Interface FEO/O IP Address 192.168.15.1/24

2. Router 1 DHCP server configuration:

Now, set up Router 1 to be a DHCP server with the following parameters:

DHCP Pool Name: routergeek

DHCP Network Address: 192.168.15.0/24

Excluded Addresses: 192.168.15.1 to 192.168.15.10

Default-Gateway Address: 192.168.15.1

DNS Server Address: 192.168.15.1

Client settings:

4. Set up Computer B and Computer C to be DHCP clients using the ‘obtain IP
address automatically’ setting.

et
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Scenario 2.2

b

S

Rouier 2 Router 1

Computer A

Computer C

Computer B

Connect the network shown in the figure above and do the following settings:

1. Using the console connection to Computer A, configure Router 1 with the
following settings:

Device Parameter Value

Router 1 Hostname Routerl
Console Password CiscoConsole
Secret Password Cisco
VTY Password CiscoVTY
Interface FEO/O IP Address 172.16.255.254/16

2. Set up Router 1 to be a DHCP server:
DHCP Pool Name: TheDHCP
DHCP Network Address: 172.16.0.0/16
Excluded Addresses: 172.16.255.1 to 172.16.255.254
Default-Gateway Address: 172.16.255.254
DNS Server Address: 172.16.255.254
3. Set up Computer B and Computer C to be DHCP clients using the ‘obtain IP
address automatically’ setting.
4. Using the console connection with Computer B, do the following configuration
on Router 2:

Device Parameter Value

Router 2 Hostname Router2
Console Password SecondConsole
Secret Password Cisco
VTY Password SecondCiscoVTY
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5. Set up the FastEthernet interface 0/0 on Router 2 to obtain its IP address settings
through DHCP (i.e., DHCP client).

Scenario 2.3

FEON e FEO/0
B e

Rouier 2

B -

Rouier 1

Computer A

Computer C
Computer B P

T

Switch 2

Computer D

Connect the network shown in the figure above and do the following settings:

1. Using the console connection to Computer A, configure Router 1 with the
following settings:

Device Parameter Value

Router 1 Hostname Routerl
Console Password CiscoConsole
Secret Password Cisco
VTY Password CiscoVTY
Interface FEO/O IP Address 172.16.0.254/24

2. Set up Router 1 to be a DHCP server:
DHCP Pool Name: TheDHCP
DHCP Network Address: 172.16.0.0/24
Excluded Addresses: 172.16.0.240 to 172.16.255.254
Default-Gateway Address: 172.16.0.254
DNS Server Address: 172.16.0.254
3. Set up Computer B and Computer C to be DHCP clients using the ‘obtain IP
address automatically’ setting.
4. Using the console connection with Computer B, do the following configuration
on Router 2:
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Device Parameter Value

Router 2 Hostname Router2
Console Password SecondConsole
Secret Password Cisco
VTY Password SecondCiscoVTY

FastEthernet 0/1 IP Address 172.16.1.254/24

5. Set up the FastEthernet interface 0/0 on Router 2 to obtain its IP address settings
through DHCP (i.e., DHCP client).

6. Configure Router 2 to act as a DHCP relay to pass the DHCP requests to Router
1 (the DHCP server).

7. Configure Computer D to obtain IP address settings through DHCP.

Scenario 2.4

Console Connection

Computer A

Computer B Computer C

Connect the network shown in the figure above. Use Computer A and the
console connection to make the following configuration:

1. Router 1 basic configuration:

Device Parameter Value

Router 1 Hostname Routerl
Console Password CiscoConsole
Secret Password Cisco
VTY Password CiscoVTY
Interface FEO/O IPv6 Address 2001::FEFE:1/64
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2. Set up Router 1 to be a stateless DHCP server with the following parameters:
DHCP Pool Name: routergeek
DNS Server Address: 2001::FEFE:1
Domain Name: routergeek.org

3. Set up Computer B and Computer C to IPv6 stateless auto-configuration clients.

Scenario 2.5

Switch 1 Rouier 1

Console Connection

T

Computer B Computer C

Connect the network shown in the figure above. Use Computer A and the
console connection to make the following configuration:

4. Router 1 basic configuration:

Device Parameter Value

Router 1 Hostname Routerl
Console Password CiscoConsole
Secret Password Cisco
VTY Password CiscoVTY
Interface FEO/O IPv6 Address 2001::FEFE:1/64

5. Set up Router 1 to be a stateless DHCP server with the following parameters:
DHCP Pool Name: routergeek
DNS Server Address: 2001::FEFE:1
Address Prefix: 2001::/64
Domain Name: routergeek.org
Excluded IPv6 address: 2001::FEFE:1
6. Set up Computer B and Computer C to IPv6 stateful DHCP clients.
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Scenario 2.6

FEON e FEO/0
|

Rouier 2

—

Switch 1

Console Connection

Computer B

T

Switch 2

Computer D

Domestic Router Functions Configuration

Console Connection

Computer A

Connect the network shown in the figure above. Do the following configuration:

1. On Router 1, use the console link to Computer A to change the following

settings:

Device Parameter Value

Router 1 Hostname Routerl
Console Password CiscoConsole
Secret Password Cisco
VTY Password CiscoVTY
Interface FEO/O IP Address 192.168.0.254/24
Interface FEO/1 IP Address 10.0.0.1/24

2. On Computer A, change the following settings:

Device Parameter Value

Computer A IP Address 192.168.0.100

Subnet Mask 255.255.255.0

Default-Gateway

192.168.0.254

DNS Server 1

192.168.0.254

DNS Server 2

192.168.0.254
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3. On Router 2, using the console link to Computer B, change the following
settings:

Device Parameter Value

Router 2 Hostname Router2
Console Password Cisco2Console
Secret Password Cisco2
VTY Password Cisco2VTY
Interface FEO/O IP Address 10.0.0.2/24
Interface FEO/1 IP Address 172.16.0.254/24

4. On Computer D, change the following settings:

Device Parameter Value

Computer D IP Address 172.16.0.10
Subnet Mask 255.255.255.0
Default-Gateway 172.16.0.254
DNS Server 1 172.16.0.254
DNS Server 2 172.16.0.254

5. Set up static NAT on Router 1 with the following parameters:
Internal Address: 192.168.0.100
External Address: 10.0.0.100

6. Set up the following static routing (detailed in Chap. 3) commands to assure
delivery of data from Computer A to Computer D and back:

a. On Router 1:

ip route 172.16.0.0 255.255.255.010.0.0.2
b. On Router 2:

ip route 192.168.0.0 255.255.255.010.0.0.1

7. For testing purposes, install WireShark on Computer D. Then, do a PING
command from Computer A to Computer D. On computer D, observe the source
IP address of the PING message.
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FEO/1
—

Rouier 2

Console Connection

&>
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—

Switch 1

Computer B

T

Switch 2

Computer D

Console Connection

Computer A

Connect the network shown in the figure above. Do the following configuration:

1. On Router 1, use the console link to Computer A to change the following

settings:

Device Parameter Value

Router 1 Hostname Routerl
Console Password CiscoConsole
Secret Password Cisco
VTY Password CiscoVTY
Interface FEO/O IP Address 192.168.0.254/24
Interface FEO/1 IP Address 10.0.0.1/24

2. On Computer A, change the following settings:

Device Parameter Value

Computer A IP Address 192.168.0.10

Subnet Mask 255.255.255.0

Default-Gateway

192.168.0.254

DNS Server 1

192.168.0.254

DNS Server 2

192.168.0.254
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3. On Router 2, using the console link to Computer B, change the following
settings:

Device Parameter Value

Router 2 Hostname Router2
Console Password Cisco2Console
Secret Password Cisco2
VTY Password Cisco2VTY
Interface FEO/O IP Address 10.0.0.2/24
Interface FEO/1 IP Address 172.16.0.254/24

4. On Computer D, change the following settings:

Device Parameter Value

Computer D IP Address 172.16.0.10
Subnet Mask 255.255.255.0
Default-Gateway 172.16.0.254
DNS Server 1 172.16.0.254
DNS Server 2 172.16.0.254

5. Set up dynamic NAT on Router 1 with the following parameters:
NAT Pool Name: geekNAT
Internal Addresses: 192.168.0.0 0.0.0.15
External Address Range: 10.0.0.100-10.0.0.120
6. Set up the following static routing (detailed in Chap. 3) commands to assure
delivery of data from Computer A to Computer D and back:

c. On Router 1:

ip route 172.16.0.0 255.255.255.010.0.0.2
d. On Router 2:

ip route 192.168.0.0 255.255.255.010.0.0.1

7. For testing purposes, install WireShark on Computer D. Then, do a PING
command from Computer A to Computer D. On computer D, observe the source
IP address of the PING message.

8. Change the settings of Computer A according to the following:

Device Parameter Value

Computer A IP Address 192.168.0.100
Subnet Mask 255.255.255.0
Default-Gateway 192.168.0.254
DNS Server 1 192.168.0.254
DNS Server 2 192.168.0.254
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9. Enable WireShark on Computer D again. Then, do a PING command from
Computer A to Computer D. On computer D, observe the source IP address of
the PING message. This time, you should see the source as 192.168.0.100
because the source range is out of the acceptable NAT range.

Scenario 2.8
FEO/1 FEO0/0 FEO0/0
o ST Ay o SR
- — U—j

Rouier 2 Switch 1 Rouier 1

E/ Computer A

Console Connection

N

Switch 2

Computer D

Connect the network shown in the figure above. Do the following configuration:

1. On Router 1, use the console link to Computer A to change the following
settings:

Device Parameter Value

Router 1 Hostname Routerl
Console Password CiscoConsole
Secret Password Cisco
VTY Password CiscoVTY
Interface FEO/O IP Address 192.168.0.254/24
Interface FEO/1 IP Address 10.0.0.1/30

2. On Computer A, change the following settings:

Device Parameter Value

Computer A IP Address 192.168.0.10
Subnet Mask 255.255.255.0
Default-Gateway 192.168.0.254
DNS Server 1 192.168.0.254
DNS Server 2 192.168.0.254
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3. On Router 2, using the console link to Computer B, change the following
settings:

Device Parameter Value

Router 2 Hostname Router2
Console Password Cisco2Console
Secret Password Cisco2
VTY Password Cisco2VTY
Interface FEO/O IP Address 10.0.0.2/30
Interface FEO/1 TP Address 172.16.0.254/24

4. On Computer D, change the following settings:

Device Parameter Value

Computer D IP Address 172.16.0.10
Subnet Mask 255.255.255.0
Default-Gateway 172.16.0.254
DNS Server 1 172.16.0.254
DNS Server 2 172.16.0.254

5. Set up dynamic NAT with overload on Router 1 with the following parameters:
Internal Addresses: 192.168.0.0 0.0.0.31
External Address: Interface 10.0.0.1

6. Set up the following static routing (detailed in Chapter 3) commands to assure
delivery of data from Computer A to Computer D and back:

e. On Router 1:

ip route 172.16.0.0 255.255.255.0 10.0.0.2
f. On Router 2:

ip route 192.168.0.0 255.255.255.010.0.0.1

7. For testing purposes, install WireShark on Computer D. Then, do a PING
command from Computer A to Computer D. On computer D, observe the source
IP address of the PING message.

8. Change the settings of Computer A according to the following:

Device Parameter Value

Computer A IP Address 192.168.0.100
Subnet Mask 255.255.255.0
Default-Gateway 192.168.0.254
DNS Server 1 192.168.0.254
DNS Server 2 192.168.0.254
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9. Enable WireShark on Computer D again. Then, do a PING command from
Computer A to Computer D. On computer D, observe the source IP address of
the PING message. This time, you should see the source as 192.168.0.100
because the source range is out of the acceptable NAT range.

Scenario 2.9

Rouier 2

=y

Switch 3

Switch 2

Computer D

FEO/1 @ FE0/0

Console Con'nection

Computer C

Connect the network shown in the figure above. Do the following configuration:

1. On Router 1, use the console link to Computer A to change the following

settings:

Device Parameter Value

Router 1 Hostname Routerl
Console Password CiscoConsole
Secret Password Cisco
VTY Password CiscoVTY
Interface FEO/O IP Address 192.168.0.254/24
Interface FEO/1 IP Address 10.0.0.1/25

2. On Computer A, change the following settings:

Device Parameter Value

Computer A IP Address 192.168.0.10

Subnet Mask

255.255.255.0

Default-Gateway

192.168.0.254

DNS Server 1

192.168.0.254

DNS Server 2

192.168.0.254
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3. On Computer C, change the following settings:

35

Device

Parameter

Value

Computer A

IP Address

192.168.0.12

Subnet Mask

255.255.255.0

Default-Gateway

192.168.0.254

DNS Server 1

192.168.0.254

DNS Server 2

192.168.0.254

4. On Router 2, using the console link to Computer B, change the following

settings:

Device Parameter Value

Router 2 Hostname Router2
Console Password Cisco2Console
Secret Password Cisco2
VTY Password Cisco2VTY
Interface FEO/O IP Address 10.0.0.2/25
Interface FEO/1 IP Address 172.16.0.254/24

5. On Computer D,

change the following settings:

Device Parameter Value

Computer D IP Address 172.16.0.10
Subnet Mask 255.255.255.0
Default-Gateway 172.16.0.254
DNS Server 1 172.16.0.254
DNS Server 2 172.16.0.254

6. Set up dynamic NAT with overload on Router 1 with the following parameters:

NAT Pool Name

: geekNAT

Internal Addresses: 192.168.0.0 0.0.0.15
External Addresses: 10.0.0.5 to 10.0.0.8

7. Set up the following static routing (detailed in Chap. 3) commands to assure
delivery of data from Computer A to Computer D and back:

g. On Router 1:

ip route 172.16.0.0 255.255.255.0 10.0.0.2

h. On Router 2:

ip route 192.168.0.0 255.255.255.0 10.0.0.1

8. For testing purposes, install WireShark on Computer D. Then, do a PING
command from Computer A to Computer D. And on Computer C, do a PING
from Computer C to Computer D. On computer D, observe the source IP
addresses of the PING messages.
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9. Change the settings of Computer A according to the following:

Device Parameter Value

Computer A IP Address 192.168.0.100
Subnet Mask 255.255.255.0
Default-Gateway 192.168.0.2