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SYD (50 Lo 2l Jgl vyl wiis ol g bl

192 60y Jadllgl: ouiuuygl
KB hellodigi.ir

) www.linkedin.com Z


https://gamma.app/?utm_source=made-with-gamma
https://www.linkedin.com/in/a-razipour/

o9l jholwlasie g @990l vg g LU o lwlii

§990Uivg g9 sl :
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sourcetype=authx "authentication failure" | stats count by user|sort -count ® e, P ® 1250
- D e e (’ asd = N, 0%
. al
& . ! L |\‘ ) \‘:‘/ ?.4%
Sldidlo |y §9g0U vgyg Slybl gupidu d5 s olwli ) " Ny I
g v /
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hotfinedihad®ie. | T o e
sourcetype=access_x method=POST status=200 |rex field=_raw e e gk e ey e
"password=(?<password>[*&]+)"|eval password_length=length(password)|where c — \\
~ 756%
password_length>=8 s i
b jgue Slmja) LPOST slaciwlgs)o sy p R0 5eB0 bgbs uydgl jl 50 990U B9 Gl o wylas
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Sudo jloulaiwl

sourcetype=Ilinux_secure"sudo:"|

whereuser!="root" AND user!=""

Ul buwgisudo wljgiws jloolaiwl guw) o
root j.c

Syt s U1 S UBLS g

2
Windows sl liwaw

sourcetype="WinEventLog:Security"
EventCode=4672|eval
user_account=mvindex(Account_Nam
e 1) |search"Security ID"NOTIN
("SYSTEM"."LOCAL
SERVICE"."NETWORK SERVICE")
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Linux s & piwww

sourcetype=Ilinux_securesux |where

user'=root AND user!=""
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a5l U8l Ui gSSH williasil jo eyUs

8990USSH sl il

sourcetype=linux_secure"Failed password for" | stats count by src_ip|sort -count

Sldiilo hSSH (§9g0L 999 Ul 1y 4 o mlIP ) lwlid

§990SSH wlLasi]

sourcetype=linux_secure"Accepted publickey for" | stats count by src_ip|sort -count

alizeo solP jl§9g0SSH wilasl p eyUas

Solepst douuii usdlys

sourcetype=network_traffic|stats sum(bytes)astotal_bytesbysrc_ip.dest_ip|wheretotal_bytes>
1000000
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Brute Force wlla> g S g49uiio (g aioly9 | ,obw il

Solept 56 cules Bgluin gldaiuls9
sourcetype=access_xaction=purchase|stats count by clientip.user|where sourcetype=processes|search"lsass.exe" OR"svchost.exe" OR
count>50 "explorer.exe"|stats count by user|sort -count

Golep dy gl o lulids

BruteForce wllo>

sourcetype=access_x|stats count by clientip. action|where

action="failure" AND count>=5
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PowerShell gDNS slncidled Julo

N\ \ Y 4
L] . \
DNS Tunneling \ | S "
« E  J

sourcetype=dns |rex field=answer "data"\sx:\sx"(?<data>[*"]+)""| eval . \ $ o \ /
data_length=len(data)| where data_length>32 AND (data_length % 4) == . b . 2 /
i - 4 -

‘ : . - / // ‘ '
- ‘ - ‘ ‘

- .
PowerShell % gsuine k- . '

| — l._" L =57
[. Powershell = = j o X

sourcetype="WinEventLog:Microsoft-Windows-PowerShell/Operational”
EventCode=4103|eval script_block=mvindex(Message.3) |search
script_block="xStart-Processx"
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[ DNS Tunnelling Detectesl!
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Uwool sldcadles gPort Scan o cuyUss

Port Scan d&.u

sourcetype=network_traffic|stats count by src_ip.dest_port|where count>
100

W90 ol syl oo bwliud
Sghuio sl rol

sourcetype=email | search "phishing" OR "malware" OR "suspicious link"

izl vuly Cui

sourcetype=access_xaction=file_download|stats count by user. dest_ip.
dest_port|where count>10
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Ll s WdIP gVPN wilail Jud=xs

VPN oLl

G9g0UVPN slaulls =
G9g0VPN wUlail =
Ll slP puoylss s

sourcetype=access_x /PN AND action="failure"

: VPN Conmection «
sourcetype=access_x VPN AND action="success"
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SQLInjection

sourcetype=access_x method=POST |rex
field=_raw "SELECT\s+(?<query>[";]1+)"|
eval query_length=length(query) |where
query_length>50 AND query _length <
100

IP Upixo sld

sourcetype=network_traffic

dest_ip=malicious_ip

Gliuiu9 gSQL Injection willos ouwsic

il o

sourcetype=email | search "password" OR

"reset" OR "verify" OR "login"

Golepc tsLm‘.\.igm,_!

sourcetype=access_x action=file_upload
| rex field=file_path
".x\.(?<extension>[".]+)" | stats count by

extension|where count>10
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s wluoue g didpiuy wiles

DDoS wilos>

sourcetype=network_traffic | stats sum(bytes)

astotal_bytes by src_ip|wheretotal_bytes > 1
100000000
JslzL
sourcetype=access_x action=file_delete |rex field=file_path 2

".x\.(?<extension>[".]+)" | search extension="encrypted" OR

extension="locked"

il wlaoves

sourcetype=access_x action=file_upload | 3

stats count by user. file_path|where count>10

Man-in-the-Middle wllos>

sourcetype=network _traffic protocol=tcp | A

stats count by dest_ip |where count>100
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